
CCM 

v3.0.1 

Complia

nce 

Mapping

AICPA 

TSC 2009

AICPA 

Trust Service Criteria (SOC 2SM Report)

AICPA 

TSC 

2014

BITS Shared 

Assessments

AUP v5.0

BITS Shared 

Assessment

s

SIG v6.0

BSI 

Germany
Canada PIPEDA

CCM 

V1.X

CIS-AWS-

Foundations v1.1
COBIT 4.1 COBIT 5.0 COPPA

CSA 

Guidance 

V3.0

ENISA IAF

95/46/EC  - European 

Union Data Protection 

Directive

FedRAMP Security 

Controls

(Final Release, Jan 

2012)

--LOW IMPACT LEVEL--

FedRAMP Security Controls

(Final Release, Jan 2012)

--MODERATE IMPACT LEVEL--

FERPA

GAPP 

(Aug 

2009)

HIPAA/HITECH 

(Omnibus 

Rule)

HITRUST CSF v8.1
ISO/IEC 

27001:2005

ISO/IEC 

27001:2013
ITAR Jericho Forum

Mexico - Federal Law on 

Protection of Personal 

Data Held by Private 

Parties

NERC CIP NIST SP800-53 R3
NIST SP800-53 R4 

Appendix J
NZISM NZISM v2.5 PCI DSS v2.0

PCI DSS 

v3.0
PCI DSS v3.2

Shared Assessments 

2017 AUP

Yes No
Not 

Applicable

Domain > 

Container > 

Capability

Public Private PA ID PA level

AIS-01.1 Do you use industry s tandards  (Bui ld Securi ty in Maturi ty 

Model  [BSIMM] benchmarks , Open Group ACS Trusted 

Technology Provider Framework, NIST, etc.) to bui ld in 

securi ty for your Systems/Software Development Li fecycle 

X

AIS-01.2 Do you use an automated source code analys is  tool  to 

detect securi ty defects  in code prior to production? X

AIS-01.3 Do you use manual  source-code analys is  to detect securi ty 

defects  in code prior to production? X

AIS-01.4 Do you veri fy that a l l  of your software suppl iers  adhere to 

industry s tandards  for Systems/Software Development 

Li fecycle (SDLC) securi ty?

X

AIS-01.5 (SaaS only) Do you review your appl ications  for securi ty 

vulnerabi l i ties  and address  any i ssues  prior to 

deployment to production?

X

AIS-02.1 Are a l l  identi fied securi ty, contractual , and regulatory 

requirements  for customer access  contractual ly addressed 

and remediated prior to granting customers  access  to data, 

X

AIS- 02.2 Are a l l  requirements  and trust levels  for customers ’ access  

defined and documented?
X

Application & Interface 

Security

Data Integrity

AIS-03 AIS-03.1 Data  input and output integri ty routines  (i .e., 

reconci l iation and edit checks) sha l l  be implemented for 

appl ication interfaces  and databases  to prevent manual  

or systematic process ing errors , corruption of data, or 

misuse.

Are data  input and output integri ty routines  (i .e., 

reconci l iation and edit checks) implemented for 

appl ication interfaces  and databases  to prevent manual  

or systematic process ing errors  or corruption of data?

X
Vengono effettuati  control l i  in conformità  a  quanto previs to da l la  norma 

ISO 9001 ed ISO 27001.

S3.4 (I3.2.0) The procedures  related to 

completeness , accuracy, timel iness , and 

authorization of inputs  are cons is tent with 

the documented system process ing 

integri ty pol icies . 

(I3.3.0) The procedures  related to 

completeness , accuracy, timel iness , and 

authorization of system process ing, 

including error correction and database 

management, are cons is tent with 

documented system process ing integri ty 

pol icies . 

(I3.4.0) The procedures  related to 

completeness , accuracy, timel iness , and 

authorization of outputs  are cons is tent 

with the documented system process ing 

integri ty pol icies .

(I3.5.0) There are procedures  to enable 

tracing of information inputs  from their 

source to their fina l  dispos i tion and vice 

versa.

PI1.2

PI1.3

PI1.5

I .4 G.16.3, I .3 Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-05 DSS06.02

DSS06.04

312.8 and 

312.10

Appl ication 

Services  > 

Programming 

Interfaces  > 

Input 

Val idation

shared x Domain 

10

NIST SP 800-53 R3 SI-2

NIST SP 800-53 R3 SI-3

NIST SP 800-53 R3 SI-2

NIST SP 800-53 R3 SI-2 (2)

NIST SP 800-53 R3 SI-3

NIST SP 800-53 R3 SI-3 (1)

NIST SP 800-53 R3 SI-3 (2)

NIST SP 800-53 R3 SI-3 (3)

NIST SP 800-53 R3 SI-4

NIST SP 800-53 R3 SI-4 (2)

NIST SP 800-53 R3 SI-4 (4)

NIST SP 800-53 R3 SI-4 (5)

NIST SP 800-53 R3 SI-4 (6)

NIST SP 800-53 R3 SI-6

NIST SP 800-53 R3 SI-7

NIST SP 800-53 R3 SI-7 (1)

NIST SP 800-53 R3 SI-9

NIST SP 800-53 R3 SI-10

NIST SP 800-53 R3 SI-11

1.2.6 45 CFR 164.312 

(c)(1) (New)

45 CFR 164.312 

(c)(2)(New)

45 CFR 

164.312(e)(2)(i )

(New)

10.b;10.e A.10.9.2

A.10.9.3

A.12.2.1

A.12.2.2

A.12.2.3

A.12.2.4

A.12.6.1

A.15.2.1

A13.2.1,

A13.2.2,

A9.1.1,

A9.4.1,

A10.1.1

A18.1.4

Commandment 

#1

Commandment 

#9

Commandment 

#11

CIP-003-3 - 

R4.2

SI-10

SI-11

SI-2

SI-3

SI-4

SI-6

SI-7

SI-9

AR-7 The organization 

des igns  information 

systems to support 

privacy by automating 

privacy controls .

14.5

14.6

14.4.4.C.01.

14.4.5.C.01.

14.4.6.C.01.

14.4.6.C.02.

14.4.6.C.03.

14.5.6.C.01.

14.5.7.C.01.

14.5.8.C.01.

20.3.13.C.01.

20.3.13.C.02.

PA25 GP PCI DSS v2.0 6.3.1

PCI DSS v2.0 6.3.2

6.3.1

6.3.2

6.3.1;6.3.2 N.4

Application & Interface 

Security

Data Security / 

Integrity

AIS-04 AIS-04.1 Pol icies  and procedures  shal l  be establ ished and 

mainta ined in support of data  securi ty to include 

(confidentia l i ty, integri ty, and avai labi l i ty) across  multiple 

system interfaces , jurisdictions , and bus iness  functions  to 

prevent improper disclosure, a l ternation, or destruction.

Is  your Data  Securi ty Architecture des igned us ing an 

industry s tandard (e.g., CDSA, MULITSAFE, CSA Trusted Cloud 

Architectura l  Standard, FedRAMP, CAESARS)?

X

Sono implementate Pol icy e Procedure, come previs to da l la  norma ISO 

27001. Ogni  processo di  eragazione servizi , incluso lo svi luppo software, è 

va lutato con una doppia  va lutazione dei  ri schi  rea l i zzata  per gl i  aspetti  

legati  a l la  ISO 27001 ed a l  GDPR.

(S3.4) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

CC5.6 B.1 G.8.2.0.2, 

G.8.2.0.3, 

G.12.1, G.12.4, 

G.12.9, 

G.12.10, 

G.16.2, 

G.19.2.1, 

G.19.3.2, 

G.9.4, G.17.2, 

G.17.3, G.17.4, 

G.20.1

6 (B)

26 (A+)

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-03 1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.12;1.11;1

.13;2.1;2.4;2.7;2.8;3.

1;3.2;3.3;3.4;3.5;3.6;

3.7;3.8;3.9;3.10;3.11

;3.12;3.13;3.14

COBIT 4.1 

DS5.11

APO09.01

APO09.02

APO09.03

APO13.01

DSS05.02

DSS06.06

MEA03.01

MEA03.02

312.8 and 

312.10

BOSS > Data  

Governance > 

Rules  for 

Information 

Leakage 

Prevention

shared x Domain 

10

6.02. (b)

6.04.03. (a)

Article 17 (1), (2),(3), (4) NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 SC-1

NIST SP 800-53 R3 SC-13

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-4

NIST SP 800-53 R3 SC-1

NIST SP 800-53 R3 SC-8

1.1.0

1.2.2

1.2.6

4.2.3

5.2.1

7.1.2

7.2.1

7.2.2

7.2.3

7.2.4

8.2.1

8.2.2

8.2.3

8.2.5

9.2.1

01.t;09.s A.10.8.1

A.10.8.2

A.11.1.1

A.11.6.1

A.11.4.6

A.12.3.1

A.12.5.4

A.15.1.4

A13.2.1,

A13.2.2,

A9.1.1,

A9.4.1,

A10.1.1

A18.1.4

Al l AC-1

AC-4

SC-1

SC-16

AR-7 The organization 

des igns  information 

systems to support 

privacy by automating 

privacy controls .

16.5

16.8

17.4

17.5.5.C.01.

17.5.6.C.01.

17.5.6.C.02.

17.5.7.C.01.

17.5.7.C.02.

17.5.7.C.03.

17.5.8.C.01.

17.5.9.C.01.

17.8.10.C.01.

17.8.10.C.02.

17.8.11.C.01.

17.8.12.C.01.

17.8.13.C.01.

17.8.14.C.01.

17.8.15.C.01.

17.8.16.C.01.

17.8.17.C.01.

18.3.7.C.01.

18.3.8.C.01.

18.3.8.C.02.

18.3.9.C.01.

18.3.10.C.01.

18.3.10.C.02.

18.3.11.C.01.

18.3.11.C.02.

18.3.12.C.01.

18.3.12.C.02.

PA20

PA25

PA29

GP

P

SGP

PCI DSS v2.0 2.3

PCI DSS v2.0 3.4.1, 

PCI DSS v2.0 4.1

PCI DSS v2.0 4.1.1

PCI DSS v2.0 6.1

PCI DSS v2.0 

6.3.2a

PCI DSS v2.0 6.5c

PCI DSS v2.0 8.3

PCI DSS v2.0 

10.5.5

PCI DSS v2.0 11.5

2.3

3.4.1

4.1

4.1.1

6.1

6.3.2a

6.5c, 7.1, 

7.2, 7.3, 

8.1, 8.2, 

8.3, 8.4, 

8.5, 8.6, 

8.7, 8.8

10.5.5, 

10.8

11.5, 11.6

2.3

3.4.1

4.1

4.1.1

6.1

6.3.2

6.5b; 7.1; 7.2; 7.3; 8.1; 

8.2; 8.3; 8.3.1;8.3.2; 8.4; 

8.5; 8.6; 8.7; 8.8

10.5.5; 10.9

11.5; 11.6

B.1 

Audit Assurance & 

Compliance

Audit Planning

AAC-

01

AAC-01.1 Audit plans  shal l  be developed and mainta ined to 

address  bus iness  process  dis ruptions . Auditing plans  

shal l  focus  on reviewing the effectiveness  of the 

implementation of securi ty operations . Al l  audit activi ties  

must be agreed upon prior to executing any audits .

Do you produce audit assertions  us ing a  s tructured, 

industry accepted format (e.g., CloudAudit/A6 URI Ontology, 

CloudTrust, SCAP/CYBEX, GRC XML, ISACA's  Cloud Computing 

Management Audit/Assurance Program, etc.)?

X

Le attivi tà  di  Audit sono piani ficate e s trutturate secondo quanto previs to 

da l le norme ISO 9001 ed ISO 27001, nonché secondo le regole s tabi l i te 

da l la  norma ISO 19011.

S4.1.0

S4.2.0

(S4.1.0) The enti ty’s  system securi ty i s  

periodica l ly reviewed and compared with 

the defined system securi ty pol icies .

(S4.2.0) There i s  a  process  to identi fy and 

address  potentia l  impairments  to the 

enti ty’s  ongoing abi l i ty to achieve i ts  

objectives  in accordance with i ts  defined 

system securi ty pol icies .

CC4.1 L.1, L.2, L.7, 

L.9, L.11

58 (B) CO-01 COBIT 4.1 ME 

2.1, ME 2.2 PO 

9.5 PO 9.6

APO12.04

APO12.05

APO12.06

MEA02.01

MEA02.02

Title 16 Part 312 BOSS > 

Compl iance > 

Audit Planning

shared x Domain 2, 

4

6.01. (d) NIST SP 800-53 R3 CA-2

NIST SP 800-53 R3 CA-2 

(1)

NIST SP 800-53 R3 CA-7

NIST SP 800-53 R3 CA-2

NIST SP 800-53 R3 CA-2 (1)

NIST SP 800-53 R3 CA-7

NIST SP 800-53 R3 CA-7 (2)

NIST SP 800-53 R3 PL-6

10.2.5 45 CFR 

164.312(b)

06.i Clause 4.2.3 e)

Clause 4.2.3b

Clause 5.1 g

Clause 6

A.15.3.1

Clauses

4.3(a),

4.3(b),

5.1(e),

5.1(f),

6.2(e),

9.1,

9.1(e),

9.2,

9.3(f),

Commandment 

#1

Commandment 

#2

Commandment 

#3

CA-2 

CA-7

PL-6

AR-4 Privacy Auditing 

and Monitoring. To 

promote 

accountabi l i ty, 

organizations  identi fy 

and address  gaps  in 

privacy compl iance, 

management, 

operational , and 

technica l  controls  by 

5.1, 5.3, 5.4 4.2.10.C.01.

4.2.11.C.01.

4.2.12.C.01

4.5.17.C.01.

4.5.18.C.01.

4.5.18.C.02.

4.5.18.C.03.

4.3.7.C.01.

4.3.8.C.01.

4.3.9.C.01.

PA15 SGP PCI DSS v2.0 

2.1.2.b

A.1

A.2 

AAC-02.1 Do you a l low tenants  to view your SOC2/ISO 27001 or 

s imi lar thi rd-party audit or certi fication reports?
X Se richiesto e se necessario.

AAC-02.2 Do you conduct network penetration tests  of your cloud 

service infrastructure regularly as  prescribed by industry 

best practices  and guidance?

X Sono eseguite regolarmente dal  Cloud Provider che ospita  i  servizi .

AAC-02.3 Do you conduct appl ication penetration tests  of your cloud 

infrastructure regularly as  prescribed by industry best 

practices  and guidance?

X Sono eseguite regolarmente dal  Cloud Provider che ospita  i  servizi .

AAC-02.4 Do you conduct internal  audits  regularly as  prescribed by 

industry best practices  and guidance?
X Come previs to da  s is tema ISO 27001.

AAC-02.5 Do you conduct external  audits  regularly as  prescribed by 

industry best practices  and guidance?
X Come previs to da  s is tema ISO 27001.

AAC-02.6 Are the results  of the penetration tests  ava i lable to 

tenants  at their request?
X

I documenti  sono class i ficati  come riservati , e non divulgabi l i  

es ternamente. Sono però a  dispos izione degl i  enti  di  certi ficazione.
AAC-02.7 Are the results  of internal  and external  audits  ava i lable to 

tenants  at their request?
X

I documenti  sono class i ficati  come riservati , e non divulgabi l i  

es ternamente. Sono però a  dispos izione degl i  enti  di  certi ficazione.
AAC-02.8 Do you have an internal  audit program that a l lows  for 

cross -functional  audit of assessments?
X Come previs to da  s is tema ISO 27001.

AAC-03.1 Do you have the abi l i ty to logica l ly segment or encrypt 

customer data  such that data  may be produced for a  s ingle 

tenant only, without inadvertently access ing another 

tenant's  data?

X La segregazione è garanti ta .

2.8;3.7

AAC-03.2 Do you have the capabi l i ty to recover data  for a  speci fic 

customer in the case of a  fa i lure or data  loss?
X Certamente, secondo gl i  SLA s tabi l i ti  contrattualmente.

2.8;3.7

AAC-03.3 Do you have the capabi l i ty to restrict the s torage of 

customer data  to speci fic countries  or geographic 

locations?
X Certamente, tutti  i  dati  sono in Ita l ia .

2.8;3.7

AAC-03.4 Do you have a  program in place that includes  the abi l i ty to 

monitor changes  to the regulatory requirements  in 

relevant jurisdictions , adjust your securi ty program for 

changes  to lega l  requirements , and ensure compl iance 

with relevant regulatory requirements?

X

La compl iance normativa  è costantemente monitorata  s ia  attraverso una 

s truttura  interna denominata  UnoLegal  che attraverso la  partnership con 

lo s rtudio lega le ICT Legal  Consulting.

2.8;3.7

BCR-01.1 Do you provide tenants  with geographica l ly res i l ient 

hosting options?

X

BCR-01.2 Do you provide tenants  with infrastructure service fa i lover 

capabi l i ty to other providers? X
L'infrastruttura  è ridondata, ma senza  la  poss ibi l i tà  di  uti l i zzare a l tri  

Provider.

Business Continuity 

Management & 

Operational Resilience

Business Continuity 

Testing

BCR-

02

BCR-02.1 Bus iness  continuity and securi ty incident response plans  

shal l  be subject to testing at planned interva ls  or upon 

s igni ficant organizational  or environmental  changes . 

Incident response plans  shal l  involve impacted customers  

(tenant) and other bus iness  relationships  that represent 

cri tica l  intra-supply chain bus iness  process  dependencies .

Are bus iness  continuity plans  subject to testing at planned 

interva ls  or upon s igni ficant organizational  or 

environmental  changes  to ensure continuing 

effectiveness?

X
E' gesti ta  nel  contesto del  s i s tema ISO 27001 aziendale, e quel la  del  

provider uti l i zzato.

A3.3 (A3.3) Procedures  exis t to provide for 

backup, offs i te s torage, restoration, and 

disaster recovery cons is tent with the 

enti ty’s  defined system avai labi l i ty and 

related securi ty pol icies .

A1.2 K.1.3, K.1.4.3, 

K.1.4.6, K.1.4.7, 

K.1.4.8, K.1.4.9, 

K.1.4.10, 

K.1.4.11, 

K.1.4.12

52 (B)

55 (A+)

RS-04 DSS04.04 BOSS > 

Operational  

Risk 

Management > 

Bus iness  

Continuity

provider x Domain 7, 

8

6.07.01. (b)

6.07.01. (j)

6.07.01. (l )

NIST SP800-53 R3 CP-2

NIST SP800-53 R3 CP-3

NIST SP800-53 R3 CP-4

NIST SP800-53 R3 CP-2

NIST SP800-53 R3 CP-2 (1)

NIST SP800-53 R3 CP-2 (2)

NIST SP800-53 R3 CP-3

NIST SP800-53 R3 CP-4

NIST SP800-53 R3 CP-4 (1)

45 CFR 164.308 

(a)(7)(i i )(D)

12.e A.14.1.5 A17.3.1 Commandment 

#1

Commandment 

#2

Commandment 

#3

CP-2

CP-3

CP-4

4.4

5.2(time l imit)

6.3(whenever change 

occurs )

5.4.5.C.01.

5.4.5.C.02.

5.4.5.C.03.

4.4.4.C.01.

4.4.5.C.01

4.4.5.C.02.

4.4.5.C.03.

4.4.5.C.04.

4.4.6.C.01.

4.4.7.C.01.

4.4.7.C.02.

4.4.8.C.01.

PA15 SGP PCI DSS v2.0 

12.9.2

12.9.2, 

12.10.2

12.10.2 K.6 

BCR-03.1 Do you provide tenants  with documentation showing the 

transport route of their data  between your systems?
X

Questo tipo di  documentazione è class i ficata  come riservata  e non è resa  

disponibi le, se non agl i  enti  di  Certi ficazione per le veri fiche del  caso.
BCR-03.2 Can tenants  define how their data  i s  transported and 

through which lega l  jurisdictions?

X

Bus iness  Continuity 

Management & 

Operational  

Res i l ience

Documentation

BCR-

04

BCR-04.1 Information system documentation (e.g., adminis trator 

and user guides , and architecture diagrams) shal l  be 

made avai lable to authorized personnel  to ensure the 

fol lowing:

 • Configuring, insta l l ing, and operating the information 

system

 • Effectively us ing the system’s  securi ty features

Are information system documents  (e.g., adminis trator and 

user guides , archi tecture diagrams, etc.) made avai lable to 

authorized personnel  to ensure configuration, insta l lation 

and operation of the information system?

X Al l 'interno del  s i s tema documentale ISO 27001.

S3.11.0

A.2.1.0

(S3.11.0) Procedures  exis t to provide that 

personnel  respons ible for the des ign, 

development, implementation, and 

operation of systems affecting securi ty 

have the qual i fications  and resources  to 

ful fi l l  their respons ibi l i ties .

(A.2.1.0) The enti ty has  prepared an 

objective description of the system and i ts  

boundaries  and communicated such 

description to authorized users .

CC1.3

CC1.4

CC2.1

G.1.1 56 (B)

57 (B)

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

OP-02 COBIT 4.1 DS 9, 

DS 13.1

BAI08

BAI10

DSS01.01

312.8 and 

312.10

SRM > Pol icies  

and Standards  

> Job Aid 

Guidel ines

shared x Domain 7, 

8

Article 17 NIST SP 800-53 R3 CP-9

NIST SP 800-53 R3 CP-10

NIST SP 800-53 R3 SA-5

NIST SP 800-53 R3 CP-9

NIST SP 800-53 R3 CP-9 (1)

NIST SP 800-53 R3 CP-9 (3)

NIST SP 800-53 R3 CP-10

NIST SP 800-53 R3 CP-10 (2)

NIST SP 800-53 R3 CP-10 (3)

NIST SP 800-53 R3 SA-5

NIST SP 800-53 R3 SA-5 (1)

NIST SP 800-53 R3 SA-5 (3)

NIST SP 800-53 R3 SA-10

NIST SP 800-53 R3 SA-11

NIST SP 800-53 R3 SA-11 (1)

1.2.6 09.a;09.r Clause 4.3.3

A.10.7.4

Clause 9.2(g) Commandment 

#1

Commandment 

#2

Commandment 

#4

Commandment 

#5

Commandment 

#11

CIP-005-

3a - R1.3

CIP-007-3 - 

R9

CP-9

CP-10

SA-5

SA-10

SA-11

10.5

13.5

17.1

10.5.4.C.01.

10.5.5.C.01.

10.5.6.C.01.

10.5.6.C.02.

10.5.7.C.01.

10.5.8.C.01.

10.5.8.C.02.

10.5.9.C.01.

10.5.9.C.02.

10.5.10.C.01.

10.5.10.C.02.

10.5.11.C.01.

13.6.5.C.01.

13.6.6.C.01.

13.6.7.C.01.

13.6.8.C.01.

13.6.9.C.01.

13.6.9.C.02.

18.1.8.C.01.

18.1.8.C.02.

18.1.8.C.03.

18.1.8.C.04.

18.1.8.C.05.

18.1.9.C.01.

18.1.9.C.02.

18.1.9.C.03.

18.1.9.C.04.

PCI DSS v2.0 12.1

PCI DSS v2.0 12.2

PCI DSS v2.0 12.3

PCI DSS v2.0 12.4

1.1.2, 

1.1.3, 2.2, 

12.3

12.6

1.1.2; 1.1.3; 2.2; 12.3

12.6

I.16 

U.1

Business Continuity 

Management & 

Operational Resilience

Environmental Risks

BCR-

05

BCR-05.1 Phys ica l  protection against damage from natura l  causes  

and disasters , as  wel l  as  del iberate attacks , including 

fi re, flood, atmospheric electrica l  discharge, solar induced 

geomagnetic s torm, wind, earthquake, tsunami, explos ion, 

nuclear accident, volcanic activi ty, biologica l  hazard, civi l  

unrest, muds l ide, tectonic activi ty, and other forms  of 

natura l  or man-made disaster shal l  be anticipated, 

des igned, and have countermeasures  appl ied.

Is  phys ica l  protection against damage (e.g., natura l  

causes , natura l  disasters , del iberate attacks ) anticipated 

and des igned with countermeasures  appl ied?

X Come previs to da  s is tema ISO 27001.

A3.1.0

A3.2.0

(A3.1.0) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruptions  to systems 

operation that would impair system 

avai labi l i ty commitments  and (2) assess  

the ri sks  associated with the identi fied 

threats .

(A3.2.0) Measures  to prevent or mitigate 

threats  have been implemented cons is tent 

with the ri sk assessment when 

commercia l ly practicable.

CC3.1

A1.1

A1.2

F.1 F.2.9, F.1.2.21, 

F.5.1, F.1.5.2, 

F.2.1, F.2.7, 

F.2.8

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

RS-05 2.8;3.7 DSS01.03

DSS01.04

DSS01.05

Infra  Services  > 

Faci l i ty Securi ty 

> 

Environmental  

Risk 

Management

provider x Domain 7, 

8

6.07. (d)

6.08. (a)

6.09. (a)

6.09. (b)

6.09. (d)

Article 17 (1), (2) NIST SP800-53 R3 PE-1

NIST SP800-53 R3 PE-13

NIST SP800-53 R3 PE-14

NIST SP800-53 R3 PE-15

NIST SP800-53 R3 PE-1

NIST SP800-53 R3 PE-13

NIST SP800-53 R3 PE-13 (1)

NIST SP800-53 R3 PE-13 (2)

NIST SP800-53 R3 PE-13 (3)

NIST SP800-53 R3 PE-14

NIST SP800-53 R3 PE-15

NIST SP800-53 R3 PE-18

8.2.4 45 CFR 164.308 

(a)(7)(i )

45 CFR 

164.310(a)(2)(i i

)  (New)

08.d A.9.1.4

A.9.2.1

A11.1.4,

A11.2.1

Commandment 

#1

Commandment 

#2

Commandment 

#3

CIP-004-3 

R3.2

PE-1

PE-13

PE-14

PE-15

PE-18

8.1

8.4

8.1.9.C.01.

8.1.10.C.01.

8.1.10.C.02.

8.1.11.C.01.

8.1.12.C.01.

8.4.8.C.01.

8.4.9.C.01.

8.4.10.C.01.

8.4.11.C.01.

8.4.12.C.01.

8.4.13.C.01.

PA15 SGP 3.5.2, 

3.6.3, 3.7, 

5.1, 5.2, 

5.3, 

6.1, 6.2,

7.1, 7.2, 

9.1, 9.2, 

9.3, 9.4, 

9.5, 9.6, 

9.7, 9.8, 

9.9,

12.2

3.5.3;3.6.3;3.7;5.1;5.2;5.

3;6.1;6.2;7.1;7.2;9.1;9.2;

9.3;9.4;9.5;9.6;9.7;9.8;9.

9;12.2

K.3

K.4

Business Continuity 

Management & 

Operational Resilience

Equipment Location

BCR-

06

BCR-06.1 To reduce the ri sks  from environmental  threats , hazards , 

and opportunities  for unauthorized access , equipment 

shal l  be kept away from locations  subject to high 

probabi l i ty environmental  ri sks  and supplemented by 

redundant equipment located at a  reasonable dis tance.

Are any of your data  centers  located in places  that have a  

high probabi l i ty/occurrence of high-impact environmental  

ri sks  (floods , tornadoes , earthquakes , hurricanes , etc.)?

X

i l  Datacenter è disclocato in luoghi  cons iderati  s icuri . Una speci fica  

va lutazione è effettuata  in sede di  Anal is i  dei  Rischi  come previs to da l la  

norma ISO 27001.

A3.1.0

A3.2.0

(A3.1.0) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruptions  to systems 

operation that would impair system 

avai labi l i ty commitments  and (2) assess  

the ri sks  associated with the identi fied 

threats .

(A3.2.0) Measures  to prevent or mitigate 

threats  have been implemented cons is tent 

with the ri sk assessment when 

CC3.1

A1.1

A1.2

F.1 F.2.9, F.1.2.21, 

F.5.1, F.1.5.2, 

F.2.1, F.2.7, 

F.2.8

53 (A+)

75 (C+, 

A+)

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

RS-06 DSS01.04

DSS01.05

312.8 and 

312.10

Infra  Services  > 

Faci l i ty Securi ty 

> 

Environmental  

Risk 

Management

provider x Domain 7, 

8

6.07. (d)

6.08. (a)

6.09. (a)

6.09. (b)

6.09. (d)

Article 17 (1), (2) NIST SP800-53 R3 PE-1

NIST SP800-53 R3 PE-14

NIST SP800-53 R3 PE-15

NIST SP800-53 R3 PE-1

NIST SP800-53 R3 PE-5

NIST SP800-53 R3 PE-14

NIST SP800-53 R3 PE-15

NIST SP800-53 R3 PE-18

45 CFR 164.310 

(c)

08.g A.9.2.1 A11.2.1 Commandment 

#1

Commandment 

#2

Commandment 

#3

PE-1

PE-5

PE-14

PE-15

PE-18

8,1 8.1.9.C.01.

8.1.10.C.01.

8.1.10.C.02.

8.1.11.C.01.

8.1.12.C.01.

PA15 SGP PCI DSS v2.0 9.1.3

PCI DSS v2.0 9.5

PCI DSS v2.0 9.6

PCI DSS v2.0 9.9

PCI DSS v2.0 9.9.1

9.1.3

9.5

9.6

9.9

9.9.1, 12.2

9.1.3

9.5

9.6

9.9

9.9.1; 12.2

K.3 

BCR-07.1 If us ing vi rtua l  infrastructure, does  your cloud solution 

include independent hardware restore and recovery 

capabi l i ties?
X Secondo lo s tato del l 'arte.

2,1

BCR-07.2 If us ing vi rtua l  infrastructure, do you provide tenants  with 

a  capabi l i ty to restore a  Virtua l  Machine to a  previous  

s tate in time?

X Certamente.

2,1

BCR-07.3 If us ing vi rtua l  infrastructure, do you a l low vi rtua l  machine 

images  to be downloaded and ported to a  new cloud 

provider?
X

2,1

BCR-07.4 If us ing vi rtua l  infrastructure, are machine images  made 

avai lable to the customer in a  way that would a l low the 

customer to repl icate those images  in their own off-s i te 

s torage location?

X

2,1

BCR-07.5 Does  your cloud solution include software/provider 

independent restore and recovery capabi l i ties?
X

2,1

Business Continuity 

Management & 

Operational Resilience

Equipment Power 

Failures

BCR-

08

BCR-08.1 Protection measures  shal l  be put into place to react to 

natura l  and man-made threats  based upon a  

geographica l ly-speci fic bus iness  impact assessment.

Are securi ty mechanisms  and redundancies  implemented 

to protect equipment from uti l i ty service outages  (e.g., 

power fa i lures , network dis ruptions , etc.)?

X
Come descri tto da l  Bus iness  Conttinuity Plan del la  ISO 27001, s ia  di  

Sis temi  HS che del  Provider uti l i zzato.

A3.2.0 (A3.2.0) Measures  to prevent or mitigate 

threats  have been implemented cons is tent 

with the ri sk assessment when 

commercia l ly practicable.

A1.1

A1.2
F.1 F.1.6, F.1.6.1, 

F.1.6.2, F.1.9.2, 

F.2.10, F.2.11, 

F.2.12

54 (A+) Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

RS-07 DSS01.04

DSS01.05

DSS04.01

DSS04.02

DSS04.03

312.8 and 

312.10

Infra  Services  > 

Faci l i ty Securi ty 

> 

Environmental  

Risk 

Management

provider x Domain 7, 

8

6.08. (a)

6.09. (e)

6.09. (f)

Article 17 (1), (2) NIST SP800-53 R3 PE-1

NIST SP800-53 R3 PE-12

NIST SP800-53 R3 PE-13

NIST SP800-53 R3 PE-14

NIST SP800-53 R3 CP-8

NIST SP800-53 R3 CP-8 (1)

NIST SP800-53 R3 CP-8 (2)

NIST SP800-53 R3 PE-1

NIST SP800-53 R3 PE-9

NIST SP800-53 R3 PE-10

NIST SP800-53 R3 PE-11

NIST SP800-53 R3 PE-12

NIST SP800-53 R3 PE-13

NIST SP800-53 R3 PE-13 (1)

NIST SP800-53 R3 PE-13 (2)

NIST SP800-53 R3 PE-13 (3)

NIST SP800-53 R3 PE-14

08.h A.9.2.2

A.9.2.3

A 9.2.4

A.11.2.2,

A.11.2.3,

A.11.2.4

Commandment 

#1

Commandment 

#2

Commandment 

#3

CP-8

PE-1

PE-9

PE-10

PE-11

PE-12

PE-13

PE-14

8.1

8.2

8.3

8.4

8.1.9.C.01.

8.1.10.C.01.

8.1.10.C.02.

8.1.11.C.01.

8.1.12.C.01.

8.2.5.C.01.

8.2.5.C.02.

8.2.6.C.01.

8.2.6.C.02.

8.2.7.C.01.

8.2.8.C.01.

8.3.3.C.01.

8.3.3.C.02.

8.3.4.C.01.

8.3.4.C.02.

8.3.5.C.01.

8.4.8.C.01.

8.4.9.C.01.

8.4.10.C.01.

8.4.11.C.01.

8.4.12.C.01.

8.4.13.C.01.

PA15 SGP K.4 

BCR-09.1 Do you provide tenants  with ongoing vis ibi l i ty and 

reporting of your operational  Service Level  Agreement (SLA) 

performance?

X Se richiesto.

BCR-09.2 Do you make s tandards-based information securi ty metrics  

(CSA, CAMM, etc.) ava i lable to your tenants?
X

I.13

L.3 

P.4 

P.5 

A.8

L.2

L.3 

K.1

F.1 

D.1

G.5

K.2

4.3.8.C.01.

14.4.4.C.01.

14.4.5.C.01.

14.4.6.C.01.

14.4.6.C.02.

14.4.6.C.03.

14.5.6.C.01.

14.5.7.C.01.

14.5.8.C.01.

9.2.5.C.01.

9.2.6.C.01.

9.2.6.C.02.

9.2.7.C.01.

9.2.8.C.01.

9.2.8.C.02.

9.2.9.C.01.

6.1.6.C.01.

6.1.7.C.01.

6.1.8.C.01.

1.2.13.C.01.

1.2.13.C.02.

2.2.5.C.01.

2.2.5.C.02.

2.2.6.C.01.

2.2.6.C.02.

2.2.7.C.01.

3.3.4.C.01.

3.3.4.C.02.

3.3.4.C.03.

3.3.4.C.04.

3.3.4.C.05.

3.3.5.C.01.

3.3.5.C.02.

3.3.6.C.01.

3.3.6.C.02.

3.3.6.C.03.

6.4.4.C.01.

6.4.5.C.01.

6.4.6.C.01.

6.4.7.C.01.

10.1.17.C.01.

10.1.17.C.02.

10.1.18.C.01.

10.1.18.C.02.

10.1.18.C.03.

10.1.18.C.04.

10.1.19.C.01.

3.3.4.C.01.

3.3.4.C.02.

3.3.4.C.03.

3.3.4.C.04.

3.3.4.C.05.

3.3.5.C.01.

3.3.5.C.02.

3.3.6.C.01.

3.3.6.C.02.

3.3.6.C.03.

3.3.6.C.04.

3.3.6.C.05.

3.3.6.C.06.

3.3.6.C.07.

3.3.7.C.01.

3.3.8.C.01.

3.3.8.C.02.

3.3.8.C.03.

6.4.4.C.01.

6.4.5.C.01.

6.4.6.C.01.

6.4.7.C.01.

CA-1

CA-2

CA-5

CA-6

A9.4.2

A9.4.1,

8.1*Partia l , 

A14.2.3,

8.1*partia l , 

A.14.2.7

A12.6.1,

A18.2.2

MA-2

MA-3

MA-4

MA-5

MA-6

10.b;10.c;10.e

05.j

05.h;06.i;06.j

06.a

12.d

08.h;08.i

08.j

12.a;12.b;12.c

6; 6.5

4.1.1; 4.2; 4.3

11.2

11.3

6.3.2; 6.6

11.2.1; 11.2.2; 11.2.3; 

11.3.1; 11.3.2; 11.3.3; 

11.3.4; 12.8.4

3.1

4.1; 4.1.1; 9.1; 9.2

10.9; 11.6

S3.2a

45 CFR 164.308 

(a)(8)

45 CFR 

164.308(a)(1)(i i

)(D)

Clause 4.2.3e

Clause 5.1 g

Clause 5.2.1 d)

Clause 6

A.6.1.8

xprovider

A.9.2.2

A.9.2.3

Commandment 

#6

Commandment 

#7

Commandment 

#8

CO-02 6.03. (e)

6.07.01. (m)

6.07.01. (n)

NIST SP800-53 R3 PE-1

NIST SP800-53 R3 PE-4

NIST SP800-53 R3 PE-13

NIST SP800-53 R3 PE-13 (1)

NIST SP800-53 R3 PE-13 (2)

NIST SP800-53 R3 PE-13 (3)

COBIT 4.1 A13.3 Domain 7, 

8

6.09. (h) Article 17 (1) NIST SP 800-53 R3 MA-2

NIST SP 800-53 R3 MA-4

NIST SP 800-53 R3 MA-5

NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 CP-2

NIST SP 800-53 R3 RA-3

NIST SP 800-53 R3 MA-2

NIST SP 800-53 R3 MA-2 (1)

NIST SP 800-53 R3 MA-3

NIST SP 800-53 R3 MA-3 (1)

NIST SP 800-53 R3 MA-3 (2)

NIST SP 800-53 R3 MA-3 (3)

NIST SP 800-53 R3 MA-4

NIST SP 800-53 R3 MA-4 (1)

NIST SP 800-53 R3 MA-4 (2)

NIST SP 800-53 R3 MA-5

NIST SP 800-53 R3 MA-6

COBIT 4.1 ME 3.1 Domain 2, 

4

A.6.2.1

A.6.2.2

A.11.1.1

1.2.2

1.2.6

6.2.1

6.2.2

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CA-2

NIST SP 800-53 R3 CA-2 (1)

NIST SP 800-53 R3 CA-5

NIST SP 800-53 R3 CA-6

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CA-2

NIST SP 800-53 R3 CA-2 

(1)

NIST SP 800-53 R3 CA-5

NIST SP 800-53 R3 CA-6

Article 17 (1), (2)Domain 

10

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CA-2

NIST SP 800-53 R3 CA-2 (1)

NIST SP 800-53 R3 CA-6

NIST SP 800-53 R3 RA-5

NIST SP 800-53 R3 RA-5 (1)

NIST SP 800-53 R3 RA-5 (2)

NIST SP 800-53 R3 RA-5 (3)

NIST SP 800-53 R3 RA-5 (6)

NIST SP 800-53 R3 RA-5 (9)

Domain 2, 

4

A9.1.1.

Clauses

4.3(a),

4.3(b),

5.1(e),

5.1(f),

9.1,

9.2,

9.3(f),

A18.2.1

1.2.5

1.2.7

4.2.1

8.2.7

10.2.3

10.2.5

5.2.3 

8.2.2 

8.2.3 

8.2.4 

8.2.5 

8.2.6 

8.2.7

CIP-007-3 - 

R6.1 - 

R6.2 - 

R6.3 - 

R6.4

CONSENSUS ASSESSMENTS INITIATIVE 

QUESTIONNAIRE v3.0.1

Control Domain
Contr

ol ID

Questio

n ID
Control Specification Consensus Assessment Questions

Application & Interface 

Security

Application Security

AIS-01 Appl ications  and programming interfaces  (APIs ) sha l l  be 

des igned, developed, deployed, and tested in accordance 

with leading industry s tandards  (e.g., OWASP for web 

appl ications) and adhere to appl icable lega l , s tatutory, or 

regulatory compl iance obl igations .

S3.10.0 (S3.10.0) Des ign, acquis i tion, 

implementation, configuration, 

modification, and management of 

infrastructure and software are cons is tent 

with defined system securi ty pol icies  to 

enable authorized access  and to prevent 

unauthorized access .

(S3.10.0) Des ign, acquis i tion, 

implementation, configuration, 

modification, and management of 

infrastructure and software are cons is tent 

with defined process ing integri ty and 

related securi ty pol icies .

I.4 G.16.3, I .3 Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-04

C.2.1, C.2.3, 

C.2.4, C.2.6.1, 

H.1

10 (B)

11 (A+)

(S3.2.a) a . Logica l  access  securi ty measures  

to restrict access  to information resources  

not deemed to be publ ic.

Tutte le fas i  relative a l lo svi luppo SW (anche per erogazione in modal i tà  

SaaS) sono eseguite e control late da l le speci fche introdotte e 

documentate con la  certi ficazione ISO 9001 ed ISO 27001.

SA-01Schedule 1 

(Section 5) 4.1 

Accountabi l i ty, 

Subs . 4.1.3

I contratti  prevedono tutte le necessarie clausole nonché le speci fiche 

ri feri te agl i  SLA. I  cl ienti  possono in ogni  momento accedere a i  loro dati , 

e Sis temi  HS in qual i tà  di  Responsabi le del  Trattamento dati  (GDPR) 

agevola  i l  Ti tolare per l 'accesso a l le proprie informazioni .

Audit Assurance & 

Compliance

Information System 

Regulatory Mapping

AAC-

03

Organizations  shal l  create and mainta in a  control  

framework which captures  s tandards , regulatory, lega l , 

and s tatutory requirements  relevant for their bus iness  

needs . The control  framework shal l  be reviewed at least 

annual ly to ensure changes  that could affect the bus iness  

processes  are reflected.

Business Continuity 

Management & 

Operational Resilience

Equipment 

Maintenance

BCR-

07

Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, for equipment maintenance ensuring 

continuity and avai labi l i ty of operations  and support 

personnel .

OP-04

COBIT 4.1 AI2.4CC7.1 6, 6.545 CFR 

164.312(e)(2)(i )

A.11.5.6

A.11.6.1

A.12.2.1

A.12.2.2

A.12.2.3

A.12.2.4

A.12.5.2

A.12.5.4

A.12.5.5

A.12.6.1

A.15.2.1

Commandment 

#1

Commandment 

#2

Commandment 

#4

Commandment 

#5

Commandment 

#11

CIP-007-3 - 

R5.1

SC-2

SC-3

SC-4

SC-5

SC-6

SC-7

SC-8

SC-9

SC-10

SC-11

SC-12

SC-13

SC-14

SC-17

SC-18

PCI DSS v2.0 6.5

Application & Interface 

Security

Customer Access 

Requirements

AIS-02 Prior to granting customers  access  to data, assets , and 

information systems, identi fied securi ty, contractual , and 

regulatory requirements  for customer access  shal l  be 

addressed. 

Commandment 

#1

Commandment 

#2

Commandment 

#3

Chapter VI, Section 1 

Article 39,  I . and VIII .

Chapter 8

Article 59

CIP-003-3 - 

R1.3 - 

R4.3

CIP-004-3 

R4 - R4.2

CIP-005-

3a - R1 - 

R1.1 - 

R1.2

CA-1

CA-2

CA-6 

RA-5

PCI DSS v2.0 11.2

PCI DSS v2.0 11.3

PCI DSS v2.0 6.6

PCI DSS v2.0 

12.1.2.b

COBIT 4.1 DS5.5, 

ME2.5, ME 3.1 

PO 9.6

6.03.01. (c) Article: 27 (3) NIST SP 800-53 R3 SC-5

NIST SP 800-53 R3 SC-6

NIST SP 800-53 R3 SC-7

NIST SP 800-53 R3 SC-12

NIST SP 800-53 R3 SC-13

NIST SP 800-53 R3 SC-14

NIST SP 800-53 R3 SA-8

NIST SP 800-53 R3 SC-2

NIST SP 800-53 R3 SC-4

NIST SP 800-53 R3 SC-5

NIST SP 800-53 R3 SC-6

NIST SP 800-53 R3 SC-7

NIST SP 800-53 R3 SC-7 (1)

NIST SP 800-53 R3 SC-7 (2)

NIST SP 800-53 R3 SC-7 (3)

NIST SP 800-53 R3 SC-7 (4)

NIST SP 800-53 R3 SC-7 (5)

NIST SP 800-53 R3 SC-7 (7)

NIST SP 800-53 R3 SC-7 (8)

NIST SP 800-53 R3 SC-7 (12)

NIST SP 800-53 R3 SC-7 (13)

1.2.6

Audit Assurance & 

Compliance

Independent Audits

Domain 

10

Business Continuity 

Management & 

Operational Resilience

Business Continuity 

Planning

BCR-

01

A cons is tent uni fied framework for bus iness  continuity 

planning and plan development shal l  be establ ished, 

documented, and adopted to ensure a l l  bus iness  

continuity plans  are cons is tent in address ing priori ties  for 

testing, maintenance, and information securi ty 

A3.1.0

A3.3.0

(A3.1.0) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruptions  to systems 

operation that would impair system 

avai labi l i ty commitments  and (2) assess  

the ri sks  associated with the identi fied 

K.1.2.3. K.1.2.4, 

K.1.2.5, K.1.2.6, 

K.1.2.7, 

K.1.2.11, 

K.1.2.13, 

RS-03 Domain 7, 

8

6.07. (a)

6.07. (b)

6.07. (c)

Article 17 (1), (2) NIST SP800-53 R3 CP-1

NIST SP800-53 R3 CP-2

NIST SP800-53 R3 CP-3

NIST SP800-53 R3 CP-4

NIST SP800-53 R3 CP-9

NIST SP800-53 R3 CP-1

NIST SP800-53 R3 CP-2

NIST SP800-53 R3 CP-2 (1)

NIST SP800-53 R3 CP-2 (2)

NIST SP800-53 R3 CP-3

AAC-

02

Independent reviews  and assessments  shal l  be 

performed at least annual ly to ensure that the 

organization addresses  nonconformities  of establ ished 

pol icies , s tandards , procedures , and compl iance 

obl igations .

S4.1.0

S4.2.0

(S4.1.0) The enti ty’s  system securi ty i s  

periodica l ly reviewed and compared with 

the defined system securi ty pol icies .

(S4.2.0) There i s  a  process  to identi fy and 

address  potentia l  impairments  to the 

enti ty’s  ongoing abi l i ty to achieve i ts  

objectives  in accordance with i ts  defined 

system securi ty pol icies .

L.2, L.4, L.7, 

L.9, L.11

58 (B)

59 (B)

61 (C+, 

A+)

76 (B)

77 (B)

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CA-2

NIST SP 800-53 R3 CA-2 

(1)

NIST SP 800-53 R3 CA-6

NIST SP 800-53 R3 RA-5

Business Continuity 

Management & 

Operational Resilience

Power / 

Telecommunications

BCR-

03

Data  center uti l i ties  services  and environmental  

conditions  (e.g., water, power, temperature and humidity 

controls , telecommunications , and internet connectivi ty) 

sha l l  be secured, monitored, mainta ined, and tested for 

continual  effectiveness  at planned interva ls  to ensure 

protection from unauthorized interception or damage, and 

des igned with automated fa i l -over or other redundancies  

A3.2.0

A3.4.0

(A3.2.0) Measures  to prevent or mitigate 

threats  have been implemented cons is tent 

with the ri sk assessment when 

commercia l ly practicable.

(A3.4.0) Procedures  exis t to protect aga inst 

unauthorized access  to system resource.

F.1 F.1.6, F.1.6.1, 

F.1.6.2, F.1.9.2, 

F.2.10, F.2.11, 

F.2.12

9 (B)

10 (B)

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

RS-08 Domain 7, 

8

6.08. (a)

6.09. (c)

6.09. (f)

6.09. (g)

Article 17 (1), (2) NIST SP800-53 R3 PE-1

NIST SP800-53 R3 PE-13

NIST SP800-53 R3 PE-13 

(1)

NIST SP800-53 R3 PE-13 

(2)

NIST SP800-53 R3 PE-13 

provider x

PCI DSS v2.0 3.1.1

PCI DSS v2.0 3.1

45 CFR 164.308 

(a)(7)(i )

45 CFR 164.308 

(a)(7)(i i )(B)

45 CFR 164.308 

Clause 5.1

A.6.1.2

A.14.1.3

A.14.1.4

Commandment 

#1

Commandment 

#2

Commandment 

ISO/IEC 

27001:2005 

Clause 4.2.1 b) 

2)

Clause 4.2.1 c) 

1)

Clause 4.2.1 g)

Clause 4.2.3 d) 

6)

Clause 4.3.3

Clause 5.2.1 a  - 

f

Clause 7.3 c) 4)

A.7.2.1

A.15.1.1

A.15.1.3

A.15.1.4

Clauses

4.2(b),

4.4,

5.2(c),

5.3(ab),

6.1.2,

6.1.3,

6.1.3(b),

7.5.3(b),

7.5.3(d),

8.1,

8.3

9.2(g),

9.3,

9.3(b),

9.3(f),

10.2,

Clause 5.1(h)

A.17.1.2

A.17.1.2

A11.2.2,

A11.2.3

CP-1

CP-2

CP-3

CP-4

CP-6

PCI DSS v2.0 

12.9.1

PCI DSS v2.0 

12.9.3

PCI DSS v2.0 

PE-1

PE-4

PE-13

Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

Business Continuity 

Management & 

Operational Resilience 

Impact Analysis

BCR-

09

There shal l  be a  defined and documented method for 

determining the impact of any dis ruption to the 

organization (cloud provider, cloud consumer) that must 

incorporate the fol lowing:

 • Identi fy cri tica l  products  and services

 • Identi fy a l l  dependencies , including processes , 

appl ications , bus iness  partners , and third party service 

providers

 • Understand threats  to cri tica l  products  and services

 • Determine impacts  resulting from planned or 

unplanned dis ruptions  and how these vary over time

 • Establ ish the maximum tolerable period for dis ruption

 • Establ ish priori ties  for recovery

 • Establ ish recovery time objectives  for resumption of 

cri tica l  products  and services  within their maximum 

A3.1.0

A3.3.0

A3.4.0

(A3.1.0) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruptions  to systems 

operation that would impair system 

avai labi l i ty commitments  and (2) assess  

the ri sks  associated with the identi fied 

threats .

(A3.3.0) Procedures  exis t to provide for 

backup, offs i te s torage, restoration, and 

disaster recovery cons is tent with the 

enti ty’s  defined system avai labi l i ty and 

related securi ty pol icies .

(A3.4.0) Procedures  exis t to provide for the 

integri ty of backup data  and systems 

K.2 RS-02 Domain 7, 

8

6.02. (a)

6.03.03. (c)

6.07. (a)

6.07. (b)

6.07. (c)

Article 17 (1), (2) NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 CP-2

NIST SP 800-53 R3 RA-3

Infra  Services  > 

Equipment 

Maintenance >

provider x

ITOS > Service 

Del ivery > 

Information 

Technology 

Res i l iency - 

Res i l iency 

Analys is

A3.2.0

A4.1.0

(A3.2.0) Measures  to prevent or mitigate 

threats  have been implemented cons is tent 

with the ri sk assessment when 

commercia l ly practicable.

(A4.1.0) The enti ty’s  system avai labi l i ty and 

securi ty performance is  periodica l ly 

reviewed and compared with the defined 

system avai labi l i ty and related securi ty 

pol icies .

F.2.19 1 (B)

45 CFR 164.308 

(a)(7)(i i )(E)

ISO/IEC 

27001:2005

A.14.1.2

A 14.1.4

Commandment 

#1

Commandment 

#2

Commandment 

#3

CIP-007-3 - 

R8 - R8.1 - 

R8.2 - 

R8.3

RA-3 BSGP

SGP

A11.2.4

A.17.1.1

A.17.1.2

Commandment 

#2

Commandment 

#5

Commandment 

#11

45 CFR 164.310 

(a)(2)(iv)

A.9.2.4

CC5.1

CC4.1

CC3.1

CC3.1

A1.2

A1.3

A1.1

A1.2

A1.3

A1.1

A1.2

CC4.1

CC3.1

A1.2

A1.3

APO09.03

APO13.01

BAI03.01

BAI03.02

BAI03.03

BAI03.05

MEA03.01

MEA03.02

APO09.01

APO09.02

APO09.03

APO13.01

BAI02

DSS05

APO12.04

APO12.05

DSS05.07

MEA02.06

MEA02.07

MEA02.08

MEA03.01

APO12.01

APO12.02

APO12.03

MEA03.01

DSS04.01

DSS04.02

DSS04.03

DSS04.05

DSS01.03

DSS01.04

DSS01.05

DSS04.03

BAI03.10

BAI04.03

BAI04.04

DSS03.05

BAI06.01

BAI10.01

BAI10.02

BAI10.03

DSS04.01

DSS04.02

312.8 and 

312.10

312.3, 312.8 and 

312.10

Title 16 Part 312

312,4

312.8 and 

312.10

CSA Enterprise Architecture (formerly the 

Trusted Cloud Initiative)

Appl ication 

Services  > 

Development 

Process  > 

Software 

Qual i ty 

Assurance

shared x

BOSS > Legal  

Services  > 

Contracts

shared x

BOSS > 

Compl iance > 

Independent 

Audits

shared x

BOSS > 

Compl iance > 

Information 

System 

Regulatory 

Mapping

shared x

BOSS > 

Operational  

Risk 

Management > 

Bus iness  

provider x

Infra  Services  > 

Faci l i ty Securi ty 

> 

Environmental  

Risk 

Management

AR-7 The organization 

des igns  information 

systems to support 

privacy by automating 

privacy controls .

AP-1 The organization 

determines  and 

documents  the lega l  

authori ty that permits  

the col lection, use, 

maintenance, and 

sharing of personal ly 

AR-4. Privacy Auditing 

and Monitoring. 

These assessments  

can be sel f-

assessments  or thi rd 

party audits  that 

result in reports  on 

compl iance gaps  

identi fied in 

programs, projects , 

and information 

systems.

UL-2 INFORMATION 

SHARING WITH THIRD 

PARTIES - a . Shares  

personal ly 

identi fiable 

14.5

14.6

9,2

6,1

1.2

2.2

3.3

5.2

6,4

10.1

10.2

10.3

10.4

10.5

10.6

3.3

12.1

12.5

14.5 (software)

6,4

ODCA UM: PA R2.0

PA17

PA31

SGP

BSGP

PA18 GP

PA15 SGP

PA8

PA15

BSGP

SGP

PA8

PA15

4.1.1, 4.2, 

4.3

11.2

11.3

6.3.2, 6.6

11.2.1, 

11.2.2, 

11.2.3, 

11.3.1, 

11.3.2, 

12.1.2.b, 

12.8.4

3,1

12.9.1

12.9.3

12.9.4

12.9.6

4.1, 4.1.1, 

9.1, 9.2

10.8, 11.6

Consensus Assessment 

Answers
Notes



BCR-09.3 Do you provide customers  with ongoing vis ibi l i ty and 

reporting of your SLA performance?

X Se richiesto.

Business Continuity 

Management & 

Operational Resilience

Policy

BCR-

10

BCR-10.1 Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, for appropriate IT governance and service 

management to ensure appropriate planning, del ivery and 

support of the organization's  IT capabi l i ties  supporting 

bus iness  functions , workforce, and/or customers  based on 

industry acceptable s tandards  (i .e., ITIL v4 and COBIT 5). 

Additional ly, pol icies  and procedures  shal l  include 

defined roles  and respons ibi l i ties  supported by regular 

workforce tra ining.

Are pol icies  and procedures  establ ished and made 

avai lable for a l l  personnel  to adequately support services  

operations ’ roles?

X Come previs to da l  Sis tema di  Gestione ISO 27001.

S2.3.0 (S2.3.0) Respons ibi l i ty and accountabi l i ty 

for the enti ty’s  system avai labi l i ty, 

confidentia l i ty of data, process ing integri ty, 

system securi ty and related securi ty 

pol icies  and changes  and updates  to those 

pol icies  are communicated to enti ty 

personnel  respons ible for implementing 

them.

CC3.2 G.1.1 45 (B) OP-01 2,1 COBIT 4.1 

DS13.1

APO01

APO07.01

APO07.03

APO09.03

DSS01.01

SRM > Pol icies  

and Standards  

> Operational  

Securi ty 

Basel ines

shared x Domain 7, 

8

6.03. (c) NIST SP 800-53 R3 CM-2

NIST SP 800-53 R3 CM-4

NIST SP 800-53 R3 CM-6

NIST SP 800-53 R3 MA-4

NIST SP 800-53 R3 SA-3

NIST SP 800-53 R3 SA-4

NIST SP 800-53 R3 SA-5

NIST SP 800-53 R3 CM-2

NIST SP 800-53 R3 CM-2 (1)

NIST SP 800-53 R3 CM-2 (3)

NIST SP 800-53 R3 CM-2 (5)

NIST SP 800-53 R3 CM-3

NIST SP 800-53 R3 CM-3 (2)

NIST SP 800-53 R3 CM-4

NIST SP 800-53 R3 CM-5

NIST SP 800-53 R3 CM-6

NIST SP 800-53 R3 CM-6 (1)

NIST SP 800-53 R3 CM-6 (3)

8.2.1 09.a Clause 5.1

A 8.1.1

A.8.2.1

A 8.2.2

A.10.1.1

Clause 5.1(h)

A.6.1.1

A.7.2.1

A.7.2.2

A.12.1.1

Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#6

Commandment 

#7

CM-2

CM-3

CM-4

CM-5

CM-6

CM-9

MA-4

SA-3

SA-4

SA-5

SA-8

NA PCI DSS v2.0 12.1

PCI DSS v2.0 12.2

PCI DSS v2.0 12.3

PCI DSS v2.0 12.4

4.3, 10.8,

11.1.2,

12.1

12.2

12.3

12.4

12.5, 

12.5.3, 

12.6, 

12.6.2,

12.10

4.3;10.9;11.1.2;12.1;12.2

;12.3;12.4;12.4.1;12.5;12

.5.3;12.6;12.6.1;12.6.2;1

2.10

C.1

G.5

BCR-11.1 Do you have technica l  control  capabi l i ties  to enforce 

tenant data  retention pol icies?
X

2.1;2.8;3.7

BCR-11.2 Do you have a  documented procedure for responding to 

requests  for tenant data  from governments  or thi rd 

parties?

X

2.1;2.8;3.7

BCR-11.4 Have you implemented backup or redundancy mechanisms  

to ensure compl iance with regulatory, s tatutory, 

contractual  or bus iness  requirements?
X

2.1;2.8;3.7

BCR-11.5 Do you test your backup or redundancy mechanisms  at 

least annual ly?
X Come previs to da l  Bus iness  Continuity Plan del la  ISO 27001.

2.1;2.8;3.7

CCC-01.1 Are pol icies  and procedures  establ ished for management 

authorization for development or acquis i tion of new 

appl ications , systems, databases , infrastructure, services , 

operations  and faci l i ties?
X Come richiesto da l la  norma ISO 27001.

CCC-01.2 Is  documentation ava i lable that describes  the 

insta l lation, configuration, and use of 
X

Nel la  documentazione di  s i s tema relativa  a l la  certi ficazione ISO 27001, 

ed in particolare nel le speci fiche procedure.

CCC-02.1 Do you have controls  in place to ensure that s tandards  of 

qual i ty are being met for a l l  software development?
X

Nel la  documentazione di  s i s tema relativa  a l la  certi ficazione ISO 27001, 

ed in particolare nel le speci fiche procedure.

1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.11;1.13;2

.1;2.4;2.7;2.8;3.1;3.4

;3.5;3.6;3.7;3.8;3.9;3

.10;3.11;3.12;3.13;3.

14CCC-02.2 Do you have controls  in place to detect source code 

securi ty defects  for any outsourced software development 

activi ties?

X

1.5;1.6;1.7;1.8;1.11;

1.13;2.1;2.4;2.7;2.8;

3.1;3.4;3.5;3.6;3.7;3.

8;3.9;3.10;3.11;3.12;
CCC-03.1 Do you provide your tenants  with documentation that 

describes  your qual i ty assurance process? X

E' reso disponibi le un documento che descrive le misure di  s icurezza  

secondo quanto previs to da l  GDPR. La  documentazione tecnica  del  

Sis tema ISO 27001 è class i ficata  e non divulgabi le.
CCC-03.2 Is  documentation describing known issues  with certa in 

products/services  ava i lable?
X

CCC-03.3 Are there pol icies  and procedures  in place to triage and 

remedy reported bugs  and securi ty vulnerabi l i ties  for 

product and service offerings?
X

CCC-03.4 Are mechanisms  in place to ensure that a l l  debugging and 

test code elements  are removed from released software 

vers ions?

X

Change Control & 

Configuration 

Management

Unauthorized 

Software Installations

CCC-04 CCC-04.1 Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, to restrict the insta l lation of unauthorized 

software on organizational ly-owned or managed user end-

point devices  (e.g., i s sued workstations , laptops , and 

mobi le devices ) and IT infrastructure network and systems 

components .

Do you have controls  in place to restrict and monitor the 

insta l lation of unauthorized software onto your systems?

X
Nel la  documentazione di  s i s tema relativa  a l la  certi ficazione ISO 27001, 

ed in particolare nel le speci fiche procedure.

A3.6.0

S3.5.0

S3.13.0

(A3.6.0) Procedures  exis t to restrict phys ica l  

access  to the defined system including, but 

not l imited to, faci l i ties , backup media , 

and other system components  such as  

fi rewal ls , routers , and servers .

(S3.5.0) Procedures  exis t to protect aga inst 

infection by computer vi ruses , mal icious  

code, and unauthorized software.

(S3.13.0) Procedures  exis t to provide that 

only authorized, tested, and documented 

changes  are made to the system.

CC5.5

CC5.8

CC7.4

G.1

I.2

G.2.13, 

G.20.2,G.20.4, 

G.20.5, G.7, 

G.7.1, G.12.11, 

H.2.16, 

I .2.22.1, 

I .2.22.3,  

I .2.22.6, I .2.23

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

RM-05 2.1;2.4;2.7;2.8;3.1;3.

4;3.5;3.6;3.7;3.8;3.9;

3.10;3.11;3.12;3.13;

3.14

APO13.01

BAI06.01

BAI10

DSS05.03

DSS05.04

DSS05.05

DSS05.07

DSS06.03

312.8 and 

312.10

ITOS > Service 

Support > 

Configuration 

Management -> 

Software 

Management

shared x None NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CM-2

NIST SP 800-53 R3 CM-7

NIST SP 800-53 R3 CM-8

NIST SP 800-53 R3 SA-6

NIST SP 800-53 R3 SA-7

NIST SP 800-53 R3 SI-1

NIST SP 800-53 R3 SI-3

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CM-2

NIST SP 800-53 R3 CM-2 (1)

NIST SP 800-53 R3 CM-2 (3)

NIST SP 800-53 R3 CM-2 (5)

NIST SP 800-53 R3 CM-3

NIST SP 800-53 R3 CM-3 (2)

NIST SP 800-53 R3 CM-5

NIST SP 800-53 R3 CM-5 (1)

NIST SP 800-53 R3 CM-5 (5)

NIST SP 800-53 R3 CM-7

NIST SP 800-53 R3 CM-7 (1)

NIST SP 800-53 R3 CM-8

NIST SP 800-53 R3 CM-8 (1)

NIST SP 800-53 R3 CM-8 (3)

NIST SP 800-53 R3 CM-8 (5)

NIST SP 800-53 R3 CM-9

NIST SP 800-53 R3 SA-6

NIST SP 800-53 R3 SA-7

NIST SP 800-53 R3 SI-1

NIST SP 800-53 R3 SI-3

NIST SP 800-53 R3 SI-3 (1)

NIST SP 800-53 R3 SI-3 (2)

NIST SP 800-53 R3 SI-3 (3)

NIST SP 800-53 R3 SI-4

NIST SP 800-53 R3 SI-4 (2)

NIST SP 800-53 R3 SI-4 (4)

3.2.4

8.2.2

10.h A.10.1.3

A.10.4.1

A.11.5.4

A.11.6.1

A.12.4.1

A.12.5.3

A.6.1.2

A.12.2.1

A.9.4.4

A.9.4.1

A.12.5.1

8.1* (partia l ) 

A.14.2.4

Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#5

Commandment 

#11

CM-1

CM-2

CM-3

CM-5

CM-7

CM-8

CM-9

SA-6

SA-7

SI-1

SI-3

SI-4

SI-7

FTC Fa ir Information 

Principles

Involves  both 

manageria l  and 

technica l  measures  to 

protect aga inst loss  

and the unauthorized 

access , destruction, 

use, or disclosure of 

the data.(49) 

Manageria l  measures  

include internal  

organizational  

measures  that l imit 

access  to data  and 

ensure that those 

individuals  with 

access  do not uti l i ze 

the data  for 

unauthorized 

purposes . Technica l  

securi ty measures  to 

prevent unauthorized 

access  include 

encryption in the 

transmiss ion and 

14,1 14.1.6.C.01.

14.1.7.C.01.

14.1.7.C.02.

14.1.8.C.01.

14.1.8.C.02.

14.1.9.C.01.

14.1.10.C.01.

14.1.10.C.02.

14.1.10.C.03.

14.1.11.C.01.

14.1.11.C.02.

14.1.11.C.03.

14.1.11.C.01.

18.1.9.C.02

1.3.3

2.1, 2.2.2

3.6

4.1

5.1, 5.2, 

5.3, 5.4

6.2

7.1

9.1

9.1.1

9.1.2

9.1.3

9.2

9.3

9.4

9.4.1

9.4.2

9.4.3

10.1, 10.2, 

10.3, 10.4, 

10.5, 10.6, 

10.7

11.1, 11.4, 

11.5

12.3

2.1; 2.2.2

3.6

4.1

5.1; 5.1.1; 5.1.2; 5.2; 5.3; 

5.4

6.2

7.1

9.1

9.1.1

9.1.2

9.1.3

9.2

9.3

9.4

9.4.1

9.4.2

9.4.3

10.1; 10.2; 10.2.1; 

10.2.2; 10.2.3; 10.2.4; 

10.2.5; 10.2.6; 10.2.7; 

10.3; 10.3.1; 10.3.2; 

10.3.3; 10.3.4; 10.3.5; 

10.3.6; 10.4; 10.5; 10.6; 

10.6.1; 10.6.2; 10.6.3; 

10.7

11.1; 11.4; 11.5; 11.5.1

12.3; 12.3.1; 12.3.2; 

O.5 

Change Control & 

Configuration 

Management

Production Changes

CCC-05 CCC-05.1 Pol icies  and procedures  shal l  be establ ished for 

managing the ri sks  associated with applying changes  to:

 • Bus iness -cri tica l  or customer (tenant)-impacting 

(phys ica l  and vi rtua l ) appl ications  and system-system 

interface (API) des igns  and configurations .

 • Infrastructure network and systems components .

Technica l  measures  shal l  be implemented to provide 

assurance that a l l  changes  di rectly correspond to a  

regis tered change request, bus iness -cri tica l  or customer 

(tenant), and/or authorization by, the customer (tenant) as  

per agreement (SLA) prior to deployment.

Do you provide tenants  with documentation that describes  

your production change management procedures  and their 

roles/rights/respons ibi l i ties  within i t?

X

I process i  di  gestione del  cambiamento (Change Management) sono 

gesti ti  e documentati  secondo quanto previs to da l la  norma ISO 27001. 

Tuttavia  la  documentazione è class i ficata  e resa  disponibi le 

esclus ivamente a l l 'ente di  certi ficazione per le vceri fiche del  caso.

A3.16.0

S3.13.0

(A3.16.0, S3.13.0) Procedures  exis t to provide 

that only authorized, tested, and 

documented changes  are made to the 

system.

CC7.4

CC7.4
I .2.17, I .2.20, 

I .2.22

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

RM-02 3.10;3.11;3.12;3.13;

3.14;4.3;4.4
COBIT 4.1 A16.1, 

A17.6

BAI06.01

BAI06.02

BAI06.03

BAI06.04

BAI07.01

BAI07.03

BAI07.04

BAI07.05

BAI07.06

ITOS > Service 

Support > 

Release 

Management

shared x None 6.03. (a) NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CA-6

NIST SP 800-53 R3 CA-7

NIST SP 800-53 R3 CM-2

NIST SP 800-53 R3 CM-6

NIST SP 800-53 R3 PL-2

NIST SP 800-53 R3 PL-5

NIST SP 800-53 R3 SI-2

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CA-6

NIST SP 800-53 R3 CA-7

NIST SP 800-53 R3 CA-7 (2)

NIST SP 800-53 R3 CM-2

NIST SP 800-53 R3 CM-2 (1)

NIST SP 800-53 R3 CM-2 (3)

NIST SP 800-53 R3 CM-2 (5)

NIST SP 800-53 R3 CM-3

NIST SP 800-53 R3 CM-3 (2)

NIST SP 800-53 R3 CM-5

NIST SP 800-53 R3 CM-5 (1)

NIST SP 800-53 R3 CM-5 (5)

NIST SP 800-53 R3 CM-6

NIST SP 800-53 R3 CM-6 (1)

NIST SP 800-53 R3 CM-6 (3)

NIST SP 800-53 R3 CM-9

NIST SP 800-53 R3 PL-2

NIST SP 800-53 R3 PL-5

NIST SP 800-53 R3 SI-2

NIST SP 800-53 R3 SI-2 (2)

NIST SP 800-53 R3 SI-6

NIST SP 800-53 R3 SI-7

NIST SP 800-53 R3 SI-7 (1)

1.2.6 45 CFR 164.308 

(a)(5)(i i )(C)

45 CFR 164.312 

(b)

09.i;10.k A.10.1.4

A.12.5.1

A.12.5.2

A.12.1.4

8.1* (partia l ) 

A.14.2.2

8.1* (partia l ) 

A.14.2.3

Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#11

CIP-003-3 - 

R6

CA-1

CA-6

CA-7

CM-2

CM-3

CM-5

CM-6

CM-9

PL-2

PL-5

SI-2

SI-6

SI-7

AR- 4. Privacy 

Monitoring and 

Auditing. 

Organizations  a lso: (i ) 

implement technology 

to audit for the 

securi ty, appropriate 

use, and loss  of PII; 

(i i ) perform reviews  to 

ensure phys ica l  

securi ty of documents  

conta ining PII; (i i i ) 

assess  contractor 

compl iance with 

privacy requirements ; 

and (iv) ensure that 

corrective actions  

identi fied as  part of 

the assessment 

process  are tracked 

and monitored unti l  

audit findings  are 

corrected. The 

organization Senior 

Agency Officia l  for 

Privacy (SAOP)/Chief 

Privacy Officer (CPO) 

12.1

12.4

12.1.24.C.01.

12.1.24.C.02.

12.1.24.C.03.

12.1.25.C.01.

12.1.26.C.01.

12.1.26.C.02.

12.1.26.C.03.

12.1.27.C.01.

12.1.28.C.01.

12.1.28.C.02.

12.1.29.C.01.

12.1.30.C.01.

12.1.31.C.01.

12.4.3.C.01.

12.4.4.C.01.

12.4.4.C.02.

12.4.4.C.03.

12.4.4.C.04.

12.4.4.C.05.

12.4.4.C.06.

12.4.5.C.01.

12.4.6.C.01.

12.4.7.C.01.

PA14 SGP PCI DSS v2.0 1.1.1

PCI DSS v2.0 6.3.2

PCI DSS v2.0 6.4

PCI DSS v2.0 6.1

1.1.1

6.3.2

6.4.5

1.1.1

6.3.2

6.4.5

G.1 

DSI-01.1 Do you provide a  capabi l i ty to identi fy vi rtua l  machines  via  

pol icy tags/metadata  (e.g., tags  can be used to l imit guest 

operating systems from booting/instantiating/transporting 

data  in the wrong country)?

X

2.8;3.7

DSI-01.2 Do you provide a  capabi l i ty to identi fy hardware via  pol icy 

tags/metadata/hardware tags  (e.g., TXT/TPM, VN-Tag, etc.)?
X

2.8;3.7

DSI-01.3 Do you have a  capabi l i ty to use system geographic location 

as  an authentication factor?
X

2.8;3.7

DSI-01.4 Can you provide the phys ica l  location/geography of s torage 

of a  tenant’s  data  upon request?
X

2.8;3.7

DSI-01.5 Can you provide the phys ica l  location/geography of s torage 

of a  tenant's  data  in advance?
X

2.8;3.7

DSI-01.6 Do you fol low a  s tructured data-label ing s tandard (e.g., 

ISO 15489, Oas is  XML Cata log Speci fication, CSA data  type 

guidance)?

X

2.8;3.7

DSI-01.7 Do you a l low tenants  to define acceptable geographica l  

locations  for data  routing or resource instantiation?
X

2.8;3.7

DSI-02.1 Do you inventory, document, and mainta in data  flows  for 

data  that i s  res ident (permanent or temporary) within the 

services ' appl ications  and infrastructure network and 

systems? X Come previs to da l le norme ISO 9001 ed ISO 27001, nonché dal  GDPR.

DSI-02.2 Can you ensure that data  does  not migrate beyond a  

defined geographica l  res idency?
X Come previs to da l le norme ISO 9001 ed ISO 27001, nonché dal  GDPR.

DSI-03.1 Do you provide open encryption methodologies  (3.4ES, AES, 

etc.) to tenants  in order for them to protect their data  i f i t 

i s  required to move through publ ic networks  (e.g., the 

Internet)?

X

2.8;3.7

DSI-03.2 Do you uti l i ze open encryption methodologies  any time 

your infrastructure components  need to communicate with 

each other via  publ ic networks  (e.g., Internet-based 

repl ication of data  from one environment to another)?

X

2.8;3.7

DSI-04.1 Are pol icies  and procedures  establ ished for label ing, 

handl ing and the securi ty of data  and objects  that conta in 

data?

X Come previs to e documentato nel  Sis tema ISO 27001.

DSI-04.2 Are mechanisms  for label  inheri tance implemented for 

objects  that act as  aggregate conta iners  for data? X Manualmente.

Data Security & 

Information Lifecycle 

Management

Nonproduction Data

DSI-05 DSI-05.1 Production data  shal l  not be repl icated or used in non-

production environments . Any use of customer data  in non-

production environments  requires  expl ici t, documented 

approval  from a l l  customers  whose data  i s  a ffected, and 

must comply with a l l  lega l  and regulatory requirements  for 

scrubbing of sens i tive data  elements .

Do you have procedures  in place to ensure production data  

shal l  not be repl icated or used in non-production 

environments?

X Come previs to e documentato nel  Sis tema ISO 27001.

C3.5.0 

S3.4.0

C3.21.0

(C3.5.0) The system procedures  provide that 

confidentia l  information is  disclosed to 

parties  only in accordance with the enti ty’s  

defined confidentia l i ty and related securi ty 

pol icies .

(S3.4.0) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

(C3.21.0) Procedures  exis t to provide that 

confidentia l  information is  protected 

during the system development, testing, 

and change processes  in accordance with 

defined system confidentia l i ty and related 

securi ty pol icies .

C1.3

CC5.6

C1.1

I .2.18 DG-06 APO01.06

BAI01.01

BAI03.07

BAI07.04

SRM > Pol icies  

and Standards  

> Technica l  

Standard (Data  

Management 

Securi ty 

Standard)

shared x Domain 5 6.03. (d) NIST SP 800-53 R3 SA-11

NIST SP 800-53 R3 SA-11 (1)

1.2.6 45 CFR 

164.308(a)(4)(i i

)(B)

10.i A.7.1.3

A.10.1.4

A.12.4.2

A.12.5.1

A.8.1.3

A.12.1.4

A.14.3.1

8.1* (partia l ) 

A.14.2.2.

Commandment 

#9

Commandment 

#10

Commandment 

#11

CIP-003-3 - 

R6

SA-11

CM-04

DM-1 Minimization of 

Personal ly 

Identi fiable 

Information. DM-2 

Data  Retention & 

Disposal . DM-3 

Minimization of PII  

used in Testing, 

Tra ining, and 

Research. SE-1 

INVENTORY OF 

PERSONALLY 

IDENTIFIABLE 

INFORMATION

17,8 12.4.4.C.02 

14.4.4.C.01 

19.1.21.C.01

20.1.5.C.01.

20.1.5.C.02.

20.1.6.C.01.

20.1.6.C.02.

20.1.7.C.01.

20.1.8.C.01.

20.1.9.C.01.

20.1.9.C.02.

20.1.10.C.01.

20.1.11.C.01.

20.1.12.C.01.

PCI DSS v2.0 6.4.3 6.4.3 6.4.3 I.11

Data Security & 

Information Lifecycle 

Management

Ownership / 

Stewardship

DSI-06 DSI-06.1 Al l  data  shal l  be des ignated with s tewardship, with 

ass igned respons ibi l i ties  defined, documented, and 

communicated.

Are the respons ibi l i ties  regarding data  s tewardship 

defined, ass igned, documented, and communicated?

X Come previs to e documentato nel  Sis tema ISO 27001.

S2.2.0

S2.3.0

S3.8.0

(S2.2.0) The securi ty obl igations  of users  

and the enti ty’s  securi ty commitments  to 

users  are communicated to authorized 

users .

(S2.3.0) Respons ibi l i ty and accountabi l i ty 

for the enti ty’s  system securi ty pol icies  and 

changes  and updates  to those pol icies  are 

communicated to enti ty personnel  

respons ible for implementing them.

(S3.8.0) Procedures  exis t to class i fy data  in 

accordance with class i fication pol icies  and 

periodica l ly monitor and update such 

class i fications  as  necessary

CC2.3

CC3.1

C.2.5.1, C.2.5.2, 

D.1.3, L.7

Schedule 1 

(Section 5) 4.5 - 

Limiting Use, 

Disclosure and 

Retention, 

Subsec. 4.1.3

DG-01 2.8;3.7 COBIT 4.1 DS5.1, 

PO 2.3

APO01.06

APO03.02

APO13.01

APO13.03

312,4 BOSS > Data  

Governance > 

Data  

Ownership / 

Stewardship

shared x Domain 5 Article 4 NIST SP 800-53 R3 CA-2

NIST SP 800-53 R3 CA-2 

(1)

NIST SP 800-53 R3 PS-2

NIST SP 800-53 R3 RA-2

NIST SP 800-53 R3 SA-2

NIST SP 800-53 R3 CA-2

NIST SP 800-53 R3 CA-2 (1)

NIST SP 800-53 R3 PS-2

NIST SP 800-53 R3 RA-2

NIST SP 800-53 R3 SA-2

6.2.1 45 CFR 164.308 

(a)(2)

07.b A.6.1.3

A.7.1.2

A.15.1.4

A.6.1.1

A.8.1.2

A.18.1.4

Commandment 

#6

Commandment 

#10

Chapter IV

Article 30

CIP-007-3 - 

R1.1 - 

R1.2

CA-2

PM-5

PS-2

RA-2

SA-2

AP-1 AUTHORITY TO 

COLLECT. AP-2 PURPOSE 

SPECIFICATION.

3,4 3.4.8.C.01.

3.4.8.C.02.

3.4.9.C.01.

3.4.10.C.01.

3.4.10.C.02.

3.7

12.5.5

12.10.4

3.7

12.5.5

12.10.4

D.1 

DSI-07.1 Do you support secure deletion (e.g., 

degauss ing/cryptographic wiping) of archived and backed-

up data  as  determined by the tenant?
X Come previs to e documentato nel  Sis tema ISO 27001.

2.8;3.7

DSI-07.2 Can you provide a  publ ished procedure for exi ting the 

service arrangement, including assurance to sanitize a l l  

computing resources  of tenant data  once a  customer has  

exi ted your environment or has  vacated a  resource?
X Come previs to e documentato nel  Sis tema ISO 27001.

2.8;3.7

DCS-01.1 Do you mainta in a  complete inventory of a l l  of your cri tica l  

assets  that includes  ownership of the asset?
X Come previs to e documentato nel  Sis tema ISO 27001.

DCS-01.2 Do you mainta in a  complete inventory of a l l  of your cri tica l  

suppl ier relationships? X Come previs to e documentato nel  Sis tema ISO 27001.

Datacenter Security

Controlled Access 

Points

DCS-

02

DCS-02.1 Phys ica l  securi ty perimeters  (e.g., fences , wal ls , barriers , 

guards , gates , electronic survei l lance, phys ica l  

authentication mechanisms, reception desks , and securi ty 

patrols ) sha l l  be implemented to safeguard sens i tive data  

and information systems.

Are phys ica l  securi ty perimeters  (e.g., fences , wal ls , 

barriers , guards , gates , electronic survei l lance, phys ica l  

authentication mechanisms, reception desks , and securi ty 

patrols ) implemented?

X Come previs to e documentato nel  Sis tema ISO 27001.

A3.6.0 (A3.6.0) Procedures  exis t to restrict phys ica l  

access  to the defined system including, but 

not l imited to, faci l i ties , backup media , 

and other system components  such as  

fi rewal ls , routers , and servers .

CC5.5 F.2 F.1.2.3, F.1.2.4, 

F.1.2.5, F.1.2.6, 

F.1.2.8, F.1.2. 

9, F.1.2.10, 

F.1.2.11, 

F.1.2.12, 

F.1.2.13, 

F.1.2.14, 

F.1.2.15, 

F.1.2.24, F.1.3, 

F.1.4.2, F1.4.6, 

F.1.4.7, F.1.6, 

F.1.7,F.1.8, 

F.2.13, F.2.14, 

F.2.15, F.2.16, 

F.2.17, F.2.18

7 (B) Schedule 1 

(Section 5), 4.7 

Safeguards , 

Subsec. 4.7.3

FS-03 COBIT 4.1 DS 

12.3

APO13.01

DSS01.01

DSS01.05

DSS05.05

DSS06.03

DSS06.06

312.8 and 

312.10

Infra  Services  > 

Faci l i ty Securi ty 

> Control led 

Phys ica l  Access

provider x Domain 8 6.08. (a)

6.09. (i )

Article 17 NIST SP 800-53 R3 PE-2

NIST SP 800-53 R3 PE-3

NIST SP 800-53 R3 PE-6

NIST SP 800-53 R3 PE-7

NIST SP 800-53 R3 PE-8

NIST SP 800-53 R3 PE-2

NIST SP 800-53 R3 PE-3

NIST SP 800-53 R3 PE-6

NIST SP 800-53 R3 PE-6 (1)

NIST SP 800-53 R3 PE-7

NIST SP 800-53 R3 PE-7 (1)

NIST SP 800-53 R3 PE-8

NIST SP 800-53 R3 PE-18

99.31.a .1.i i 8.2.3 08.a A.9.1.1 A.11.1.1

A.11.1.2

Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#5

CIP-006-

3c R1.2 - 

R1.3 - 

R1.4 - 

R1.6 - 

R1.6.1 - 

R2 - R2.2

PE-2

PE-3

PE-6

PE-7

PE-8

PE-18

8.1

8.2

8.1.9.C.01.

8.1.10.C.01.

8.1.10.C.02.

8.1.11.C.01.

8.1.12.C.01.

8.2.5.C.01.

8.2.5.C.02.

8.2.6.C.01.

8.2.6.C.02.

8.2.7.C.01.

8.2.8.C.01.

PA4 BSGP PCI DSS v2.0 9.1 9.1

9.1.1

9.1.2, 

9.1.3

9.2, 9.3, 

9.4, 9.4.1, 

9.4.2, 

9.4.3, 

9.4.4

9.1

9.1.1

9.1.2; 9.1.3

9.2; 9.3; 9.4; 9.4.1; 9.4.2; 

9.4.3; 9.4.4

F.2

Datacenter Security

Equipment 

Identification

DCS-

03

DCS-03.1 Automated equipment identi fication shal l  be used as  a  

method of connection authentication. Location-aware 

technologies  may be used to va l idate connection 

authentication integri ty based on known equipment 

location.

Is  automated equipment identi fication used as  a  method 

to va l idate connection authentication integri ty based on 

known equipment location?
X Come previs to e documentato nel  Sis tema ISO 27001.

S3.2.a (S3.2.a) a . Logica l  access  securi ty measures  

to restrict access  to information resources  

not deemed to be publ ic.

CC5.1 D.1 D.1.1, D.1.3 Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-13 COBIT 4.1 DS5.7 APO13.01

DSS05.02

DSS05.03

312.3, 312.8 and 

312.10

> > Domain 8 6.05. (a) NIST SP 800-53 R3 IA-4 NIST SP 800-53 R3 IA-3

NIST SP 800-53 R3 IA-4

NIST SP 800-53 R3 IA-4 (4)

01.k A.11.4.3 Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

IA-3

IA-4

PA22

PA33

GP

SGP

0

Datacenter Security

Offsite Authorization

DCS-

04

DCS-04.1 Authorization must be obta ined prior to relocation or 

transfer of hardware, software, or data  to an offs i te 

premises .

Do you provide tenants  with documentation that describes  

scenarios  in which data  may be moved from one phys ica l  

location to another (e.g., offs i te backups , bus iness  

continuity fa i lovers , repl ication)?

X

La informaizoni  sono parte del  Sis tema Documentale ISO 27001 e 

class i ficate. Pertanto non sono divulgabi l i , ma sono rese disponibi l i  

a l l 'ente di  certi fiazione.

S3.2.f

C3.9.0

(S3.2.f) f. Restriction of access  to offl ine 

s torage, backup data, systems, and media .

(C3.9.0) Procedures  exis t to restrict phys ica l  

access  to the defined system including, but 

not l imited to: faci l i ties , backup media , 

and other system components  such as  

fi rewal ls , routers , and servers .

CC5.1

CC5.5

F.2.18, F.2.19, Schedule 1 

(Section 5), 4.7 

Safeguards , 

Subsec. 4.7.5

FS-06 EDM05.02

APO01.02

APO03.02

BAI02.03

BAI02.04

BAI03.09

BAI06.01

312.8 and 

312.10

SRM > Faci l i ty 

Securi ty > Asset 

Handl ing

provider x Domain 8 6.08. (a)

6.09. (j)

Article 17 NIST SP 800-53 R3 AC-17

NIST SP 800-53 R3 MA-1

NIST SP 800-53 R3 PE-1

NIST SP 800-53 R3 PE-16

NIST SP 800-53 R3 AC-17

NIST SP 800-53 R3 AC-17 (1)

NIST SP 800-53 R3 AC-17 (2)

NIST SP 800-53 R3 AC-17 (3)

NIST SP 800-53 R3 AC-17 (4)

NIST SP 800-53 R3 AC-17 (5)

NIST SP 800-53 R3 AC-17 (7)

NIST SP 800-53 R3 AC-17 (8)

NIST SP 800-53 R3 MA-1

NIST SP 800-53 R3 PE-1

NIST SP 800-53 R3 PE-16

NIST SP 800-53 R3 PE-17

45 CFR 164.310 

(d)(1) (New)

08.k;08.m A.9.2.7

A.10.1.2

A.11.2.6

A.11.2.7

Commandment 

#4

Commandment 

#5

Commandment 

#11

AC-17

MA-1

PE-1

PE-16

PE-17

12.5

19.1

12.5.3.C.01.

12.5.3.C.02.

12.5.4.C.01.

12.5.4.C.02.

12.5.4.C.03.

12.5.4.C.04.

12.5.5.C.01.

12.5.6.C.01.

12.5.6.C.02.

21.1.8.C.01.

21.1.8.C.02.

21.1.8.C.03.

21.1.9.C.01.

21.1.9.C.02.

PA4 BSGP PCI DSS v2.0 9.8

PCI DSS v2.0 9.9

9.6.3 9.6.3 D.1 

Datacenter Security

Offsite Equipment

DCS-

05

DCS-05.1 Pol icies  and procedures  shal l  be establ ished for the 

secure disposal  of equipment (by asset type) used outs ide 

the organization's  premise. This  shal l  include a  wiping 

solution or destruction process  that renders  recovery of 

information imposs ible. The erasure shal l  cons is t of a  ful l  

wri te of the drive to ensure that the erased drive i s  

released to inventory for reuse and deployment or 

securely s tored unti l  i t can be destroyed.

Can you provide tenants  with evidence documenting your 

pol icies  and procedures  governing asset management and 

repurpos ing of equipment?

X Come previs to e documentato nel  Sis tema ISO 27001.

S3.4 (S3.4) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

CC5.6 D.1 D.1.1, D.2.1. 

D.2.2,

Schedule 1 

(Section 5), 4.7 

Safeguards , 

Subsec. 4.7.5

FS-07 APO09.03

APO10.04

APO10.05

APO13.01

DSS01.02

312.8 and 

312.10

BOSS > Data  

Governance > 

Secure 

Disposal  of 

Data

provider x Domain 8 6.05. (a)

6.05. (b)

6.05. (c)

Article 17 NIST SP 800-53 R3 CM-8 NIST SP 800-53 R3 CM-8

NIST SP 800-53 R3 CM-8 (1)

NIST SP 800-53 R3 CM-8 (3)

NIST SP 800-53 R3 CM-8 (5)

NIST SP 800-53 R3 SC-30

45 CFR 164.310 

(c )

45 CFR 164.310 

(d)(1) (New)

45 CFR  164.310 

(d)(2)(i ) (New)

08.k A.9.2.5

A.9.2.6

A.8.1.1

A.8.1.2

Commandment 

#6

Commandment 

#7

Commandment 

#8

CM-8 12,6 12.6.4.C.01.

12.6.4.C.02.

12.6.5.C.01.

12.6.5.C.02.

12.6.5.C.03.

12.6.5.C.04.

12.6.5.C.05.

12.6.6.C.01.

12.6.6.C.02.

PA4 BSGP PCI DSS v2.0 9.8

PCI DSS v2.0 9.9

PCI DSS v2.0 9.10

9.8, 9.8.1, 

9.8.2

12.3

9.8; 9.8.1; 9.8.2

12.3

D.8

DCS-06.1 Can you provide evidence that pol icies , s tandards , and 

procedures  have been establ ished for mainta ining a  safe 

and secure working environment in offices , rooms, 

X Come previs to e documentato nel  Sis tema ISO 27001.

DCS-06.2 Can you provide evidence that your personnel  and involved 

third parties  have been tra ined regarding your 

documented pol icies , s tandards , and procedures?
X

F.3 

K.2

D.1 

K.5 

G.1

G.1 

G.1 

D.1 

L.4 

P.1

D.1 

D.6 

P.1

D.2 

D.8 

D.1 

6.4.4.C.01.

6.4.5.C.01.

6.4.6.C.01.

6.4.7.C.01.

6.4.4.C.01.

6.4.5.C.01.

6.4.6.C.01.

6.4.7.C.01.

13.2.10.C.01.

13.2.11.C.01.

13.2.11.C.02.

13.2.11.C.03.

13.2.11.C.04.

13.2.12.C.01.

12.1.28.C.01

12.1.28.C.02

12.1.28.C.03

12.1.29.C.01

12.1.30.C.01

12.1.30.C.02

12.1.30.C.03

2.2.5.C.01.

2.2.5.C.02.

2.2.6.C.01.

2.2.6.C.02.

2.2.7.C.01.

5.1.6.C.01.

5.1.7.C.01.

5.1.6.C.01.

5.1.7.C.01.

5.1.8.C.01.

5.1.9.C.01.

5.1.10.C.01.

5.1.10.C.02.

5.1.11.C.01.

5.1.12.C.01.

5.1.13.C.01.

5.1.14.C.01.

5.1.14.C.02.

13.1.7.C.01.

13.1.8.C.01.

13.1.8.C.02.

13.1.8.C.03.

13.1.8.C.04.

13.1.9.C.01.

A.6.1.8

A.6.2.1

A.6.2.3

A.10.1.4

A.10.2.1

A.10.2.2

A.10.2.3

SA-4

SA-5

SA-8

SA-9

SA-10

SA-11

SA-12

CIP-007-3 - 

R7 - R7.1 - 

R7.2 R7.3

MP-6

PE-1

12.a;12.b;12.c

09.l

05.d;09.i

10.l

09.i

07.d

01.m

09.x;09.y

07.e

08.l;09.p

07.a;07.b

3.1;3.2;3.2.1;3.2.2;3.2.3;

9.9.1;9.5;9.5.1;9.6;9.7;9.

8;10.7;12.10.1

6.3.2;12.3.4

2.1;2.2.4;2.2.5;2.3;2.5;2.

6;3.3;3.4;3.5.4;3.6;4.1;4.

2;6.3.1;6.3.2;6.4.2;6.4.3;

6.4.4;6.4.5.1;6.4.5.2;6.4.

5.3;6.5.4.4;6.7;7.1;7.1.3;

7.1.4;8.3;8.3.1;8.3.2;8.5.

1;8.7;9.1;9.1.2;9.2;10.5;1

6.1

6.2

6.3

6.4

6.5

6.6

6.7

3.1

9.6.1; 9.7.1

9.10

12.3

1.1.3

12.3.3; 12.3.10

2.1.1;3.1;4.1;4.1.1;4.2

9.5; 9.5.1

9.6

9.7

9.8

9.9

3.1

9.8; 9.8.1; 9.8.2; 3.1

13.1.7.C.01

13.5.5.C.01.

13.5.6.C.01.

13.5.6.C.02.

13.5.7.C.01.

13.5.8.C.01.

13.5.9.C.01.

13.5.9.C.02.

13.5.9.C.03.

13.5.10.C.01.
12.3.4.C.01.

12.3.5.C.01.

12.3.5.C.02.

12.3.6.C.01.

12.3.7.C.01.

5.2.3.C.01.

5.2.3.C.02.

8.1.9.C.01.

8.1.10.C.01.

8.1.10.C.02.

8.1.11.C.01.

9.7.1

9.9

9.9.1; 9.9.2; 9.9.3

9.1

9.1.1

9.1.2

9.2

9.3

9.4

xprovider

08.c

A3.13.0

C3.16.0

I3.14.0

S3.10.0

S3.13

(A3.13.0, C3.16.0, I3.14.0, S3.10.0) Des ign, 

acquis i tion, implementation, 

configuration, modification, and 

management of infrastructure and software 

are cons is tent with defined system 

avai labi l i ty, confidentia l i ty of data, 

process ing integri ty, systems securi ty and 

related securi ty pol icies .

(S3.13) Procedures  exis t to provide that only 

authorized, tested, and documented 

C.1.7, G.1, G.6, 

I .1, I .4.5, 

I .2.18, I .22.1, 

I .22.3, I .22.6, 

I .2.23, I .2.22.2, 

I .2.22.4, 

I .2.22.7. 

I .2.22.8, 

I .2.22.9, 

I .2.22.10, 

I .2.22.11, 

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

RM-03 COBIT 4.1 PO 8.1

NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 CP-2

NIST SP 800-53 R3 RA-3

A.14.1.1

A.12.5.1

A.14.3.1

A.9.4.5

8.1* (partia l ) 

A.14.2.7

A.18.1.3

A18.2.1

A.15.1.2

A.12.1.4

8.1* (partia l )

8.1* (partia l )  

A.15.2.1

8.1* (partia l )  

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-2

NIST SP 800-53 R3 AC-22

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 AC-22

NIST SP 800-53 R3 AU-10

NIST SP 800-53 R3 AU-10 (5)

NIST SP 800-53 R3 SC-8

NIST SP 800-53 R3 SC-8 (1)

NIST SP 800-53 R3 SC-9

NIST SP 800-53 R3 SC-9 (1)

A.6.1.1

A.12.1.1

A.12.1.4

A.14.2.9

A.14.1.1

A.12.5.1

A.14.3.1

A.9.4.5

8.1* partia l  

A.14.2.2

8.1* partia l  

A.8.2.1

Clause

4.2

5.2,

7.5,

8.1

A.8.2.1

A.13.1.1

A.13.1.2

A.14.1.2

A.14.1.3

A.18.1.4

A.8.2.2

A.8.3.1

A.8.2.3

A.13.2.1

A.11.2.7

A.8.3.2

Annex A.8

A.11.1.1

A.11.1.2

Commandment 

#1

Commandment 

#2

Commandment 

#3

A.7.2.1 Commandment 

#9

3.2.4

4.2.3

7.1.2

7.2.1

7.2.2

8.2.1

8.2.5

45 CFR 

164.312(e)(1)

45 CFR 

164.312(e)(2)(i )

A.7.2.1

A.10.6.1

A.10.6.2

A.10.9.1

A.10.9.2

A.15.1.4

Commandment 

#4

Commandment 

#5

Commandment 

#9

Commandment 

#10

Commandment 

CM-1

CM-2

SA-3

SA-4

SA-5

SA-8

SA-10

SA-11

SA-13

Business Continuity 

Management & 

Operational Resilience 

Impact Analysis

BCR-
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There shal l  be a  defined and documented method for 

determining the impact of any dis ruption to the 

organization (cloud provider, cloud consumer) that must 

incorporate the fol lowing:

 • Identi fy cri tica l  products  and services

 • Identi fy a l l  dependencies , including processes , 

appl ications , bus iness  partners , and third party service 

providers

 • Understand threats  to cri tica l  products  and services

 • Determine impacts  resulting from planned or 

unplanned dis ruptions  and how these vary over time

 • Establ ish the maximum tolerable period for dis ruption

 • Establ ish priori ties  for recovery

 • Establ ish recovery time objectives  for resumption of 

cri tica l  products  and services  within their maximum 

A3.1.0

A3.3.0

A3.4.0

(A3.1.0) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruptions  to systems 

operation that would impair system 

avai labi l i ty commitments  and (2) assess  

the ri sks  associated with the identi fied 

threats .

(A3.3.0) Procedures  exis t to provide for 

backup, offs i te s torage, restoration, and 

disaster recovery cons is tent with the 

enti ty’s  defined system avai labi l i ty and 

related securi ty pol icies .

(A3.4.0) Procedures  exis t to provide for the 

integri ty of backup data  and systems 

K.2 RS-02 Domain 7, 

8

6.02. (a)

6.03.03. (c)

6.07. (a)

6.07. (b)

6.07. (c)

Article 17 (1), (2) NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 CP-2

NIST SP 800-53 R3 RA-3

ITOS > Service 

Del ivery > 

Information 

Technology 

Res i l iency - 

Res i l iency 

Analys is

Commandment 

#1

Commandment 

#2

Commandment 

#3

CA-1

CM-1

CM-9

PL-1

PL-2

SA-1

SA-3

45 CFR 164.308 

(a)(7)(i i )(E)

ISO/IEC 

27001:2005

A.14.1.2

A 14.1.4

Commandment 

#1

Commandment 

#2

Commandment 

#3

CIP-007-3 - 

R8 - R8.1 - 

R8.2 - 

R8.3

RA-3

A.6.1.4

A.6.2.1

A.12.1.1

A.12.4.1

A.12.4.2

A.12.4.3

A.12.5.5

45 CFR 164.308 

(a)(7)(i i )(A)

45 CFR 164.310 

(d)(2)(iv)

45 CFR 

164.308(a)(7)(i i

)(D) (New)

45 CFR 

164.316(b)(2)(i ) 

(New)

Clause 4.3.3

A.10.5.1

A.10.7.3

EAR 15 § 

762.6 

Period of 

Retentio

n

EAR 15 

CFR § 

786.2   

Recordke

eping

Commandment 

#11

BSGP

SGP

PA10

PA29

Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, for defining and adhering to the retention 

period of any cri tica l  asset as  per establ ished pol icies  

and procedures , as  wel l  as  appl icable lega l , s tatutory, or 

regulatory compl iance obl igations . Backup and recovery 

measures  shal l  be incorporated as  part of bus iness  

continuity planning and tested accordingly for 

effectiveness .

A3.3.0

A3.4.0

I3.20.0

(A3.3.0) Procedures  exis t to provide for 

backup, offs i te s torage, restoration, and 

disaster recovery cons is tent with the 

enti ty’s  defined system avai labi l i ty and 

related securi ty pol icies .

(A3.4.0) Procedures  exis t to provide for the 

integri ty of backup data  and systems 

mainta ined to support the enti ty’s  defined 

system avai labi l i ty and related securi ty 

D.2.2.9 36 (B) Schedule 1 

(Section 5) 4.5 - 

Limiting Use, 

Disclosure and 

Retention, 

Subsec. 4.5.2

DG-04 COBIT 4.1 DS 

4.1, DS 4.2, DS 

4.5, DS 4.9, DS 

11.6

Domain 5 6.03. (h)

6.07.01. (c)

Article 6(1) e NIST SP 800-53 R3 CP-2

NIST SP 800-53 R3 CP-9

NIST SP 800-53 R3 CP-2

NIST SP 800-53 R3 CP-2 (1)

NIST SP 800-53 R3 CP-2 (2)

NIST SP 800-53 R3 CP-6

NIST SP 800-53 R3 CP-6 (1)

NIST SP 800-53 R3 CP-6 (3)

NIST SP 800-53 R3 CP-7

NIST SP 800-53 R3 CP-7 (1)

NIST SP 800-53 R3 CP-7 (2)

NIST SP 800-53 R3 CP-7 (3)

5.1.0

5.1.1

5.2.2

8.2.6

A.17.1.1

A.17.1.2

Clauses

9.2(g)

7.5.3(b)

5.2 (c)

7.5.3(d)

5.3(a)

5.3(b)

8.1

8.3

A.12.3.1

PCI DSS v2.0 3.6.7

PCI DSS v2.0 

6.4.5.2

PCI DSS v2.0 7.1.3

PCI DSS v2.0 8.5.1

PCI DSS v2.0 9.1

PCI DSS v2.0 9.1.2

Chapter II

Article 11, 13

CIP-003-3 - 

R4.1

CP-2

CP-6

CP-7

CP-8

CP-9

SI-12

AU-11

PCI DSS v2.0 3.1

PCI DSS v2.0 3.1.1

PCI DSS v2.0 3.2

PCI DSS v2.0 9.9.1

PCI DSS v2.0 9.5

PCI DSS v2.0 9.6

PCI DSS v2.0 10.7

Change Control & 

Configuration 

Management

New Development / 

Acquisition

CCC-01 Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, to ensure the development and/or 

acquis i tion of new data, phys ica l  or vi rtua l  appl ications , 

infrastructure network and systems components , or any 

corporate, operations  and/or data  center faci l i ties  have 

been pre-authorized by the organization's  bus iness  

S3.12.0

S3.10.0

(S3.12.0) Procedures  exis t to mainta in 

system components , including 

configurations  cons is tent with the defined 

system securi ty pol icies .

(S3.10.0) Des ign, acquis i tion, 

implementation, configuration, 

I .2 I.1.1, I .1.2, I .2. 

7.2, I .2.8, I .2.9, 

I .2.10, I .2.13, 

I .2.14, I .2.15, 

I .2.18, I .2.22.6, 

L.5

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

RM-01 COBIT 4.1 A12, A 

16.1

None 6.03. (a) NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 PL-1

NIST SP 800-53 R3 PL-2

NIST SP 800-53 R3 SA-1

NIST SP 800-53 R3 SA-3

NIST SP 800-53 R3 SA-4

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CM-9

NIST SP 800-53 R3 PL-1

NIST SP 800-53 R3 PL-2

NIST SP 800-53 R3 SA-1

NIST SP 800-53 R3 SA-3

1.2.6

BOSS > Data  

Governance > 

Data  Retention 

Rules

shared x

ITOS > IT 

Operation > 

Architecture 

Governance

shared

PA17 SGP

Business Continuity 

Management & 

Operational Resilience

Retention Policy

BCR-

11

None 6.03.01. (b)

6.03.01. (d)

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CM-2

NIST SP 800-53 R3 SA-3

NIST SP 800-53 R3 SA-4

NIST SP 800-53 R3 SA-5

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CM-2

NIST SP 800-53 R3 CM-2 (1)

NIST SP 800-53 R3 CM-2 (3)

NIST SP 800-53 R3 CM-2 (5)

NIST SP 800-53 R3 SA-3

NIST SP 800-53 R3 SA-4

NIST SP 800-53 R3 SA-4 (1)

NIST SP 800-53 R3 SA-4 (4)

NIST SP 800-53 R3 SA-4 (7)

NIST SP 800-53 R3 SA-5

9.1.0

9.1.1

9.2.1

9.2.2

PCI DSS v2.0 6.3.2

Change Control & 

Configuration 

Management

Outsourced 

Development

CCC-02 External  bus iness  partners  shal l  adhere to the same 

pol icies  and procedures  for change management, release, 

and testing as  internal  developers  within the organization 

(e.g., ITIL service management processes).

S3.10.0

S3.13

(S3.10.0) Des ign, acquis i tion, 

implementation, configuration, 

modification, and management of 

infrastructure and software are cons is tent 

with defined system avai labi l i ty, 

confidentia l i ty of data, process ing integri ty, 

systems securi ty and related securi ty 

C.2

I.1

I.2

I.4

C.2.4, G.4, G6, 

I .1, I .4.4, I .4.5, 

I .2.7.2, I .2.8, 

I .2.9, I .2.15, 

I .2.18, I .2.22.6, 

I .2.7.1, I .2.13, 

I .2.14, I .2.17, 

27 (B) Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

RM-04 None NIST SP 800-53 R3 SA-4

NIST SP 800-53 R3 SA-5

NIST SP 800-53 R3 SA-9

NIST SP 800-53 R3 SA-4

NIST SP 800-53 R3 SA-4 (1)

NIST SP 800-53 R3 SA-4 (4)

NIST SP 800-53 R3 SA-4 (7)

NIST SP 800-53 R3 SA-5

NIST SP 800-53 R3 SA-5 (1)

NIST SP 800-53 R3 SA-5 (3)

A.6.1.3

A.10.1.1

A.10.1.4

A.10.3.2

A.12.1.1

A.12.2.1

A.12.2.2

A.12.2.3

A.12.2.4

A.12.4.1

A.12.4.2

Commandment 

#1

Commandment 

#2

Commandment 

#3

PCI DSS v2.0 1.1.1

PCI DSS v2.0 6.1

PCI DSS v2.0 6.4

x

Data Security & 

Information Lifecycle 

Management

Classification

DSI-01 Data  and objects  conta ining data  shal l  be ass igned a  

class i fication by the data  owner based on data  type, 

va lue, sens i tivi ty, and cri tica l i ty to the organization.

S3.8.0

C3.14.0

(S3.8.0) Procedures  exis t to class i fy data  in 

accordance with class i fication pol icies  and 

periodica l ly monitor and update such 

class i fications  as  necessary.

(C3.14.0) Procedures  exis t to provide that 

system data  are class i fied in accordance 

with the defined confidentia l i ty and 

related securi ty pol icies .

D.1.3, D.2.2 DG-02 COBIT 4.1 PO 

2.3, DS 11.6

Domain 5 6.04.03. (a) Article 4 (1),

Article 12, Article 17

NIST SP 800-53 R3 RA-2 NIST SP 800-53 R3 RA-2

NIST SP 800-53 R3 AC-4

1.2.3

1.2.6

4.1.2

8.2.1

8.2.5

8.2.6

x

Change Control & 

Configuration 

Management

Quality Testing

CCC-03 Organizations  shal l  fol low a  defined qual i ty change 

control  and testing process  (e.g., ITIL Service Management) 

with establ ished basel ines , testing, and release 

s tandards  which focus  on system avai labi l i ty, 

confidentia l i ty, and integri ty of systems and services .

Genera l  Provis ions , Article 

3, V. and VI.

CIP-003-3 - 

R4 - R5

RA-2

AC-4

PCI DSS v2.0 9.7.1

PCI DSS v2.0 9.10

PCI DSS v2.0 12.3

Data Security & 

Information Lifecycle 

Management

Data Inventory / Flows

DSI-02 Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, to inventory, document, and mainta in data  

flows  for data  that i s  res ident (permanently or 

temporari ly) within the service's  geographica l ly 

dis tributed (phys ica l  and vi rtua l ) appl ications  and 

infrastructure network and systems components  and/or 

shared with other thi rd parties  to ascerta in any regulatory, 

s tatutory, or supply chain agreement (SLA) compl iance 

impact, and to address  any other bus iness  ri sks  

associated with the data. Upon request, provider shal l  

inform customer (tenant) of compl iance impact and risk, 
Data Security & 

Information Lifecycle 

Management

E-commerce 

Transactions

DSI-03 Data  related to electronic commerce (e-commerce) that 

traverses  publ ic networks  shal l  be appropriately 

class i fied and protected from fraudulent activi ty, 

unauthorized disclosure, or modification in such a  manner 

to prevent contract dispute and compromise of data.

S3.6

I13.3.a-e

(S3.6) Encryption or other equiva lent 

securi ty techniques  are used to protect 

transmiss ions  of user authentication and 

other confidentia l  information passed over 

the Internet or other publ ic networks .

(I13.3.a-e) The procedures  related to 

completeness , accuracy, timel iness , and 

authorization of system process ing, 

G.4

G.11

G.16

G.18

I.3

I.4

G.19.1.1, 

G.19.1.2, 

G.19.1.3, 

G.10.8, G.9.11, 

G.14, G.15.1

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

IS-28 COBIT 4.1  DS 

5.10 5.11

Domain 2 Article 17

Data Security & 

Information Lifecycle 

Management

Handling / Labeling / 

Security Policy

DSI-04 Pol icies  and procedures  shal l  be establ ished for label ing, 

handl ing, and the securi ty of data  and objects  which 

conta in data. Mechanisms  for label  inheri tance shal l  be 

implemented for objects  that act as  aggregate conta iners  

for data.

S3.2.a (S3.2.a) a . Logica l  access  securi ty measures  

to restrict access  to information resources  

not deemed to be publ ic.

G.13 D.2.2 DG-03 COBIT 4.1 PO 

2.3, DS 11.6

Domain 5 6.03.05. (b) Article 22 

Article 23

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 MP-1

NIST SP 800-53 R3 PE-1

NIST SP 800-53 R3 PE-16

NIST SP 800-53 R3 SI-1

NIST SP 800-53 R3 SI-12

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-16

NIST SP 800-53 R3 MP-1

NIST SP 800-53 R3 MP-3

NIST SP 800-53 R3 PE-16

NIST SP 800-53 R3 SC-9

1.1.2

5.1.0

7.1.2

8.1.0

8.2.5

8.2.6

C3.5.0 

S3.4.0

(C3.5.0) The system procedures  provide that 

confidentia l  information is  disclosed to 

parties  only in accordance with the enti ty’s  

defined confidentia l i ty and related securi ty 

pol icies .

(S3.4.0) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

D.2.2.10, 

D.2.2.11, 

D.2.2.14,

37 (B) Schedule 1 

(Section 5) 4.5 - 

Limiting Use, 

Disclosure and 

Retention, 

Subsec. 4.7.5 and 

4.5.3

DG-05 COBIT 4.1 DS 

11.4

Domain 5 6.03. (h) Article 16

Article 17

NIST SP 800-53 R3 MP-6

NIST SP 800-53 R3 PE-1

NIST SP 800-53 R3 MP-6

NIST SP 800-53 R3 MP-6 (4)

NIST SP 800-53 R3 PE-1

5.1.0

5.2.3

AC-14

AC-21

AC-22

IA-8

AU-10

SC-4

SC-8

SC-9

PCI-DSS v2.0 2.1.1

PCI-DSS v2.0 4.1

PCI-DSS v2.0 4.1.1

PCI DSS v2.0 4.2

A.7.2.2

A.10.7.1

A.10.7.3

A.10.8.1

Commandment 

#8

Commandment 

#9

Commandment 

#10

Chapter II

Article 8, 9, 11, 12, 14, 18, 

19, 20, 21

CIP-003-3 - 

R4 - R4.1

AC-16

MP-1

MP-3

PE-16

SI-12

SC-9

PCI DSS v2.0 9.5

PCI DSS v2.0 9.6

PCI DSS v2.0 9.7.1

PCI DSS v2.0 9.7.2

PCI DSS v2.0 9.10

SRM > 

Cryptographic 

Services  > Data  

in Trans i t 

Encryption

shared

45 CFR 164.310 

(d)(2)(i )

45 CFR 164.310 

(d)(2)(i i )

A.9.2.6

A.10.7.2

Commandment 

#11

PCI DSS v2.0 3.1.1

PCI DSS v2.0 9.10

PCI DSS v2.0 

9.10.1

PCI DSS v2.0 

9.10.2

PCI DSS v2.0 3.1

Datacenter Security

Asset Management

DCS-

01

Assets  must be class i fied in terms  of bus iness  cri tica l i ty, 

service-level  expectations , and operational  continuity 

requirements . A complete inventory of bus iness -cri tica l  

assets  located at a l l  s i tes  and/or geographica l  locations  

and their usage over time shal l  be mainta ined and 

S3.1.0 (S3.1.0) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruption to systems 

operation that would impair system 

securi ty commitments  and (2) assess  the 

ri sks  associated with the identi fied 

Schedule 1 

(Section 5), 4.7 

Safeguards , 

Subsec. 4.7.3

FS-08 Domain 8 Article 17 45 CFR 164.310 

(d)(2)(i i i )

A.7.1.1

A.7.1.2

Data Security & 

Information Lifecycle 

Management

Secure Disposal

DSI-07 Pol icies  and procedures  shal l  be establ ished with 

supporting bus iness  processes  and technica l  measures  

implemented for the secure disposal  and complete 

removal  of data  from a l l  s torage media , ensuring data  i s  

not recoverable by any computer forens ic means .

PCI DSS v2.0 9.9.1

PCI DSS v2.0 

12.3.3

PCI DSS v2.0 

12.3.4

NIST SP800-53 R3 CM-8

BOSS > Data  

Governance > 

Secure 

Disposal  of 

Data

APO01.06

APO13.01

BAI09.03

DSS01.01

APO01.06

APO03.02

APO08.01

APO09.03

BAI09.01

Datacenter Security

Policy

DCS-

06

Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  implemented, for 

mainta ining a  safe and secure working environment in 

offices , rooms, faci l i ties , and secure areas  s toring 

sens i tive information.

A3.6.0 (A3.6.0) Procedures  exis t to restrict phys ica l  

access  to the defined system including, but 

not l imited to, faci l i ties , backup media , 

and other system components  such as  

fi rewal ls , routers , and servers .

H.6 F.1.2.3, F.1.2.4, 

F.1.2.5, F.1.2.6, 

F.1.2.8, F.1.2. 

9, F.1.2.10, 

F.1.2.11, 

F.1.2.12, 

7 (B) Schedule 1 

(Section 5), 4.7 

Safeguards , 

Subsec. 4.7.3

FS-01 COBIT 4.1 DS5.7, 

DS 12.1, DS 12.4 

DS 4.9

Domain 8 6.08. (a)

6.09. (i )

Article 17 NIST SP 800-53 R3 PE-2

NIST SP 800-53 R3 PE-3

NIST SP 800-53 R3 PE-6

NIST SP 800-53 R3 PE-2

NIST SP 800-53 R3 PE-3

NIST SP 800-53 R3 PE-4

NIST SP 800-53 R3 PE-5

NIST SP 800-53 R3 PE-6

NIST SP 800-53 R3 PE-6 (1)

8.2.1

8.2.2

8.2.3

SRM > Pol icies  

and Standards  

> Information 

Securi ty 

Pol icies  

(Faci l i ty 

provider xAPO13.01

DSS01.04

DSS01.05

DSS04.01

DSS04.03

45 CFR 164.310 

(a)(1)

45 CFR 164.310 

(a)(2)(i i )

45 CFR 

164.308(a)(3)(i i

A.5.1.1

A.9.1.3

A.9.1.5

Commandment 

#1

Commandment 

#2

Commandment 

#3

CIP-006-

3c R1.2 - 

R1.3 - 

R1.4 -R2 - 

R2.2

PE-2

PE-3

PE-4

PE-5

PE-6

PCI DSS v2.0 9.1

PCI DSS v2.0 9.2

PCI DSS v2.0 9.3

PCI DSS v2.0 9.4

99.31.a .1.i i

Domain 5

CC5.5

CC3.1

A1.2

A1.3

A1.2

A1.3

I3.21

CC7.2

CC7.1

CC7.4

CC7.1

CC7.4

CC7.1

CC7.1

CC7.1

CC7.1

CC7.4

CC3.1

CC3.1

CC5.7

PI1.5

CC5.1

C1.3

CC5.6

CC3.1

CC3.1

BAI06.01

BAI10.01

BAI10.02

BAI10.03

DSS04.01

DSS04.02

BAI09.01

BAI09.02

BAI09.03

DSS04.01

DSS04.02

DSS04.03

DSS04.04

DSS04.07

MEA03.01

APO01.02

APO01.06

BAI02.04

BAI06.01

APO07.06

APO09.03

APO09.04

APO10.01

APO10.04

APO10.05

APO11.01

APO11.01

APO11.02

APO11.04

APO11.05

BAI02.04

BAI03.06

BAI03.08

BAI07.03

BAI07.05

APO01.06

APO03.02

APO08.01

APO09.03

APO13.01

BAI09.01

BAI09.02

BAI09.03

DSS04.07

DSS05.04

DSS05.05

DSS06.06

APO01.06

APO03.01

APO03.02

APO09.01

APO09.01

BAI06.03

BAI09.01

BAI10.01

BAI10.02

BAI10.03

BAI10.04

BAI10.05
APO01.06

APO03.02

APO08.01

APO13.01

APO13.02

DSS05

DSS06

APO01.06

APO03.02

APO08.01

APO09.03

APO13.01

BAI09.01

312,3

312,3

312.8 and 

312.10

312,2

312,3

x

ITOS > IT 

Operation > 

Architecture 

Governance

shared

ITOS > Service 

Support > 

Release 

Management

shared x

BOSS > Data  

Governance > 

Data  

Class i fication

shared

BOSS > Data  

Governance > 

Handl ing / 

Label ing / 

Securi ty Pol icy

x

BOSS > Data  

Governance > 

Handl ing / 

Label ing / 

Securi ty Pol icy

shared x

shared x

ITOS > Service 

Support > 

Configuration 

Management - 

Phys ica l  

provider x

99.31.(a)(1)(i i )

FTC Fa ir Information 

Principles

Integri ty/Securi ty

Securi ty involves  both 

manageria l  and 

technica l  measures  to 

protect aga inst loss  

and the unauthorized 

DM-1 Minimization of 

Personal ly 

Identi fiable 

Information. DM-2 

Data  Retention & 

Disposal . DM-3 

Minimization of PII  

used in Testing, 

Tra ining, and 

Research.

TR-2 SYSTEM OF 

RECORDS NOTICES AND 

PRIVACY ACT 

STATEMENTS

TR-2 SYSTEM OF 

RECORDS NOTICES AND 

PRIVACY ACT 

STATEMENTS

DM-1 Minimization of 

Personal ly 

Identi fiable 

Information. DM-2 

Data  Retention & 

Disposal . DM-3 

DM-2 DATA RETENTION 

AND DISPOSAL

6,4

6.4

13.1

12,1

2.2

4.1

12.1

14.1

14.2

13,1

13.4

13.5

12,3

4.2

8.1

PA8

PA15

BSGP

SGP

PA10 SGP

PA25

PA21

PA5

GP

GP

BSGP

PA10

PA39

PA34

PA40

BSGP

SGP

SGP

SGP

PA4

PA8

PA37

PA38

BSGP

BSGP

SGP

SGP

PA4 BSGP

3.1

3.1.a

3.2

9.9.1

9.5. 9.5.1

9.6. 9.7, 

9.8

10.7, 

12.10.1

6.3.2, 

12.3.4

2.1, 2.2.4, 

2.3, 2.5

3.3, 3.4, 

3.6

4.1, 4.2

6.3.1, 

6.3.2, 

6.1

6.2

6.3

6.4

6.5

6.6

6.7

3.1

9.6.1, 

9.7.1

9.10

12.3

1.1.3

12.3.3

2.1.1

3.1

4.1

4.1.1

4.2

9.5, 9.5.1

9.6

9.7

9.8

9.9

3.1.1

9.8, 9.8.1, 

9.8.2, 3.1

9.7.1

9.9

9.9.1

9.1

9.1.1

9.1.2

9.2

9.3

9.4



Datacenter Security

Secure Area 

Authorization

DCS-

07

DCS-07.1 Ingress  and egress  to secure areas  shal l  be constra ined 

and monitored by phys ica l  access  control  mechanisms  to 

ensure that only authorized personnel  are a l lowed access .

Do you a l low tenants  to speci fy which of your geographic 

locations  their data  i s  a l lowed to move into/out of (to 

address  lega l  jurisdictional  cons iderations  based on 

where data  i s  s tored vs . accessed)?

X Certamente. I  dati  ri s iedono esclus ivamente in Ita l ia .

A3.6.0 (A3.6.0) Procedures  exis t to restrict phys ica l  

access  to the defined system including, but 

not l imited to, faci l i ties , backup media , 

and other system components  such as  

fi rewal ls , routers , and servers .

CC5.5 F.2 F.1.2.3, F.1.2.4, 

F.1.2.5, F.1.2.6, 

F.1.2.8, F.1.2. 

9, F.1.2.10, 

F.1.2.11, 

F.1.2.12, 

F.1.2.13, 

F.1.2.14, 

F.1.2.15, 

F.1.2.24, F.1.3, 

F.1.4.2, F1.4.6, 

F.1.4.7, F.1.6, 

F.1.7,F.1.8, 

F.2.13, F.2.14, 

F.2.15, F.2.16, 

F.2.17, F.2.18

7 (B) Schedule 1 

(Section 5), 4.7 

Safeguards , 

Subsec. 4.7.3

FS-04 DS 12.2, DS 12.3 APO13.01

APO13.02

DSS05.05

312.8 and 

312.10

SRM > Pol icies  

and Standards  

> Information 

Securi ty Pol icy 

(Faci l i ty 

Securi ty Pol icy)

provider x Domain 8 6.08. (a)

6.09. (i )

Article 17 NIST SP 800-53 R3 PE-7

NIST SP 800-53 R3 PE-16

NIST SP 800-53 R3 PE-7

NIST SP 800-53 R3 PE-7 (1)

NIST SP 800-53 R3 PE-16

NIST SP 800-53 R3 PE-18

99.31.a .1.i i 8.2.3 08.b A.9.1.1

A.9.1.2

A.11.1.6 Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#5

CIP-006-

3c R1.2 - 

R1.3 - 

R1.4

PE-7

PE-16

PE-18

8.2

8.1

8.1.9.C.01.

8.1.10.C.01.

8.1.10.C.02.

8.1.11.C.01.

8.1.12.C.01.

8.2.5.C.01.

8.2.5.C.02.

8.2.6.C.01.

8.2.6.C.02.

8.2.7.C.01.

8.2.8.C.01.

PA4 BSGP PCI DSS v2.0 9.1

PCI DSS v2.0 9.1.1

PCI DSS v2.0 9.1.2

PCI DSS v2.0 9.1.3

PCI DSS v2.0 9.2

9.1

9.1.1

9.1.3

9.1;9.1.1;9.1.3 F.4 

Datacenter Security

Unauthorized Persons 

Entry

DCS-

08

DCS-08.1 Ingress  and egress  points  such as  service areas  and other 

points  where unauthorized personnel  may enter the 

premises  shal l  be monitored, control led and, i f poss ible, 

i solated from data  s torage and process ing faci l i ties  to 

prevent unauthorized data  corruption, compromise, and 

loss .

Are ingress  and egress  points , such as  service areas  and 

other points  where unauthorized personnel  may enter the 

premises , monitored, control led and isolated from data  

s torage and process?
X

Si , s ia  in sede che presso i l  provider uti l i zzato, attraverso Control lo 

Access i  e Videosorvegl ianza.

A3.6.0 (A3.6.0) Procedures  exis t to restrict phys ica l  

access  to the defined system including, but 

not l imited to, faci l i ties , backup media , 

and other system components  such as  

fi rewal ls , routers , and servers .

CC5.5 G.21 F.2.18 Schedule 1 

(Section 5), 4.7 

Safeguards , 

Subsec. 4.7.3

FS-05 COBIT 4.1 DS 

12.3

APO13.01

APO13.02

DSS05.05

DSS06.03

312.8 and 

312.10

SRM > Pol icies  

and Standards  

> Information 

Securi ty Pol icy 

(Faci l i ty 

Securi ty Pol icy)

provider x Domain 8 6.08. (a)

6.09. (j)

Article 17 NIST SP 800-53 R3 MA-1

NIST SP 800-53 R3 MA-2

NIST SP 800-53 R3 PE-16

NIST SP 800-53 R3 MA-1

NIST SP 800-53 R3 MA-2

NIST SP 800-53 R3 MA-2 (1)

NIST SP 800-53 R3 PE-16

99.31.a .1.i i 8.2.5

8.2.6

08.f A.9.1.6 A.11.2.5

8.1* (partia l ) 

A.12.1.2

Commandment 

#6

Commandment 

#7

MA-1

MA-2

PE-16

8.1

8.2

8.3

8.4

8.1.9.C.01.

8.1.10.C.01.

8.1.10.C.02.

8.1.11.C.01.

8.1.12.C.01.

8.2.5.C.01.

8.2.5.C.02.

8.2.6.C.01.

8.2.6.C.02.

PA4 BSGP 9.1

9.1.1

9.1.2

9.2

9.3

9.4

9.4.1

9.4.2

9.4.3

9.1

9.1.1

9.1.2

9.2

9.3

9.4

9.4.1

9.4.2

9.4.3

F.4 

Datacenter Security

User Access

DCS-

09

DCS-09.1 Phys ica l  access  to information assets  and functions  by 

users  and support personnel  shal l  be restricted.

Do you restrict phys ica l  access  to information assets  and 

functions  by users  and support personnel?

X

A3.6.0 (A3.6.0) Procedures  exis t to restrict phys ica l  

access  to the defined system including, but 

not l imited to, faci l i ties , backup media , 

and other system components  such as  

fi rewal ls , routers , and servers .

CC5.5 F.2 F.1.2.3, F.1.2.4, 

F.1.2.5, F.1.2.6, 

F.1.2.8, F.1.2. 

9, F.1.2.10, 

F.1.2.11, 

F.1.2.12, 

F.1.2.13, 

F.1.2.14, 

F.1.2.15, 

F.1.2.24, F.1.3, 

F.1.4.2, F1.4.6, 

F.1.4.7, F.1.6, 

F.1.7,F.1.8, 

F.2.13, F.2.14, 

F.2.15, F.2.16, 

F.2.17, F.2.18

7 (B)

10 (B)

Schedule 1 

(Section 5), 4.7 

Safeguards , 

Subsec. 4.7.3

FS-02 APO13.01

APO13.02

DSS05.04

DSS05.05

DSS06.03

312.8 and 

312.10

Infra  Services  > 

Faci l i ty Securi ty 

>

Domain 8 6.08. (a)

6.09. (i )

Article 17 NIST SP 800-53 R3 PE-2

NIST SP 800-53 R3 PE-3

NIST SP 800-53 R3 PE-6

NIST SP 800-53 R3 PE-2

NIST SP 800-53 R3 PE-3

NIST SP 800-53 R3 PE-6

NIST SP 800-53 R3 PE-6 (1)

NIST SP 800-53 R3 PE-18

99.31.a .1.i i 8.2.3 45 CFR 

164.310(a)(1) 

(New)

45 CFR 

164.310(a)(2)(i i

) (New)

45 CFR 

164.310(b) 

(New)

45 CFR 164.310 

( c) (New)

08.b;08.i A.9.1.1

A.9.1.2

A.11.1.1 Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#5

Chapter II ,

Article 19

CIP-006-

3c R1.2 - 

R1.3 - 

R1.4 - 

R1.6 - 

R1.6.1 - 

R2 - R2.2

PE-2

PE-3

PE-6

PE-18

8.1

8.2

8.1.9.C.01.

8.1.10.C.01.

8.1.10.C.02.

8.1.11.C.01.

8.1.12.C.01.

8.2.5.C.01.

8.2.5.C.02.

8.2.6.C.01.

8.2.6.C.02.

8.2.7.C.01.

8.2.8.C.01.

PA4

PA13

PA24

BSGP

SGP

P

PCI DSS v2.0 9.1 9.1

9.1.1

9.1.2

9.2

9.3

9.4

9.4.1

9.4.2

9.4.3

9.4.4

9.5

9.5.1

9.1

9.1.1

9.1.2

9.2

9.3

9.4

9.4.1

9.4.2

9.4.3

9.4.4

9.5

9.5.1

F.2 

Encryption & Key 

Management

Entitlement

EKM-

01

EKM-01.1 Keys  must have identi fiable owners  (binding keys  to 

identi ties ) and there shal l  be key management pol icies .

Do you have key management pol icies  binding keys  to 

identi fiable owners?
X 1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.11;1.12;2

.8;3.2;3.3;3.7

APO01.06

APO13.01

DSS05.04

DSS05.06

SRM > 

Cryptographic 

Services  > Key 

Management

06.d;10.g Annex

A.10.1

A.10.1.1

A.10.1.2

PA36 3.5, 7.1.3

8.1

8.1.1

8.2.2

3.5; 7.1.3

8.1

8.1.1; 8.1.2; 8.1.6; 8.1.7

8.2.1; 8.2.2; 8.2.3; 8.2.4; 

D.5 

EKM-02.1 Do you have a  capabi l i ty to a l low creation of unique 

encryption keys  per tenant?
X

1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.11;1.12;2

.8;3.2;3.7
EKM-02.2 Do you have a  capabi l i ty to manage encryption keys  on 

behal f of tenants? X

1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.11;1.12;2

.8;3.2;3.7

EKM-02.3 Do you mainta in key management procedures?
X

1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.11;1.12;2

.8;3.2;3.7
EKM-02.4 Do you have documented ownership for each s tage of the 

l i fecycle of encryption keys?
X

1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.11;1.12;3

.2

EKM-02.5 Do you uti l i ze any thi rd party/open source/proprietary 

frameworks  to manage encryption keys?

X

1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.11;1.12;2

.8;3.2;3.7

EKM-03.1 Do you encrypt tenant data  at rest (on disk/storage) within 

your environment?
X

1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.11;1.12;2

.8;3.2;3.7
EKM-03.2 Do you leverage encryption to protect data  and vi rtua l  

machine images  during transport across  and between 

networks  and hypervisor instances?

X

1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.11;1.12;2

.8;3.2;3.7

EKM-03.3 Do you support tenant-generated encryption keys  or permit 

tenants  to encrypt data  to an identi ty without access  to a  

publ ic key certi ficate (e.g., identi ty-based encryption)?

X

1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.11;1.12;2

.8;3.2;3.7

EKM-03.4 Do you have documentation establ ishing and defining 

your encryption management pol icies , procedures , and 

guidel ines? X

1.1;1.2;1.3;1.4;1.5;1.

6;1.7;1.8;1.11;1.12;2

.8;3.2;3.7

EKM-04.1 Do you have platform and data  appropriate encryption that 

uses  open/val idated formats  and s tandard a lgori thms? X

2.8;3.7

EKM-04.2 Are your encryption keys  mainta ined by the cloud 

consumer or a  trusted key management provider? X

2.8;3.7

EKM-04.3 Do you s tore encryption keys  in the cloud?

X

2.8;3.7

EKM-04.4 Do you have separate key management and key usage 

duties? X

2.8;3.7

GRM-

01.1

Do you have documented information securi ty basel ines  

for every component of your infrastructure (e.g., 

hypervisors , operating systems, routers , DNS servers , etc.)?

X Certamente, come previs to da l  Sis tema ISO 27001.

3.10;3.11;3.12;3.13;

3.14;4.3;4.4

GRM-

01.2

Do you have the capabi l i ty to continuous ly monitor and 

report the compl iance of your infrastructure against your 

information securi ty basel ines?

X Con Audit Interni  e process i  di  Change management.

3.10;3.11;3.12;3.13;

3.14;4.1;4.2;4.3;4.4

GRM-

01.3

Do you a l low your cl ients  to provide their own trusted 

vi rtua l  machine image to ensure conformance to their own 

internal  s tandards? X

3.10;3.11;3.12;3.13;

3.14;4.3;4.4

GRM-

02.1

Do you provide securi ty control  health data  in order to 

a l low tenants  to implement industry s tandard Continuous  

Monitoring (which a l lows  continual  tenant va l idation of 

your phys ica l  and logica l  control  s tatus)?

X Come previs to da l la  norma ISO 27001.

GRM-

02.2

Do you conduct ri sk assessments  associated with data  

governance requirements  at least once a  year?

X Come previs to da l la  norma ISO 27001.

Governance and Risk 

Management

Management 

Oversight

GRM-

03

GRM-

03.1

Managers  are respons ible for mainta ining awareness  of, 

and complying with, securi ty pol icies , procedures , and 

s tandards  that are relevant to their area  of respons ibi l i ty.

Are your technica l , bus iness , and executive managers  

respons ible for mainta ining awareness  of and compl iance 

with securi ty pol icies , procedures , and s tandards  for both 

themselves  and their employees  as  they perta in to the 

manager and employees ' area  of respons ibi l i ty?

X
Come previs to da l la  norma ISO 9001 ed  ISO 27001, e da l le norme 

cogenti/vigenti .

S1.2.f

S2.3.0

(S1.2.f) f. Ass igning respons ibi l i ty and 

accountabi l i ty for system avai labi l i ty, 

confidentia l i ty, process ing integri ty and 

related securi ty.

(S2.3.0) Respons ibi l i ty and accountabi l i ty 

for the enti ty’s  system securi ty pol icies  and 

changes  and updates  to those pol icies  are 

communicated to enti ty personnel  

respons ible for implementing them.

CC3.2

E.1 E.4 5 (B)

65 (B)

Schedule 1 

(Section 5) 4.1 

Accountabi l i ty; 

4.7 Safeguards , 

Sub 4.7.4

IS-14 COBIT 4.1 DS5.3

COBIT 4.1 DS5.4

COBIT 4.1 DS5.5

APO01.03

APO01.04

APO01.08

DSS01.01

312.8 and 

312.10

BOSS > Human 

Resources  

Securi ty > Roles  

and 

Respons ibi l i tie

s

shared x Domain 3, 

9

NIST SP 800-53 R3 AT-2

NIST SP 800-53 R3 AT-3

NIST SP 800-53 R3 AT-4

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CA-5

NIST SP 800-53 R3 CA-6

NIST SP 800-53 R3 CA-7

NIST SP 800-53 R3 AT-2

NIST SP 800-53 R3 AT-3

NIST SP 800-53 R3 AT-4

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CA-5

NIST SP 800-53 R3 CA-6

NIST SP 800-53 R3 CA-7

NIST SP 800-53 R3 CA-7 (2)

1.1.2

8.2.1

02.d Clause 5.2.2

A.8.2.1

A.8.2.2

A 11.2.4

A.15.2.1

Clause 7.2(a ,b)

A.7.2.1

A.7.2.2

A.9.2.5

A.18.2.2

Commandment 

#6

Commandment 

#7

Commandment 

#8

AT-2

AT-3

CA-1

CA-5

CA-6

CA-7

PM-10

AR-1 Governance and 

Privacy Program

3,2 3.2.7.C.01.

3.2.7.C.02.

3.2.7.C.03.

3.2.7.C.04.

3.2.7.C.05.

3.2.8.C.01.

3.2.9.C.01.

3.2.9.C.02.

3.2.9.C.03.

3.2.10.C.01.

3.2.10.C.02.

3.2.10.C.03.

3.2.11.C.01.

3.2.11.C.02.

3.2.11.C.03.

3.2.12.C.01.

3.2.12.C.02.

3.2.13.C.01.

3.2.14.C.01.

3.2.15.C.01.

3.2.16.C.01.

3.2.17.C.01.

3.2.18.C.01.

PCI DSS v2.0 

12.6.1

PCI DSS v2.0 

12.6.2

12.6, 7.3, 

8.8, 9.10

12.6; 7.3; 8.8; 9.10 C.1 

GRM-

04.1

Do you provide tenants  with documentation describing 

your Information Securi ty Management Program (ISMP)?
X Se richiesto e solo dietro speci fici  accordi .

GRM-

04.2

Do you review your Information Securi ty Management 

Program (ISMP) at least once a  year?

X Come previs to da l la  norma Iso 27001, a lmeno annualmente.

Governance and Risk 

Management

Management Support 

/ Involvement

GRM-

05

GRM-

05.1

Executive and l ine management shal l  take formal  action 

to support information securi ty through clearly-

documented direction and commitment, and shal l  ensure 

the action has  been ass igned.

Do you ensure your providers  adhere to your information 

securi ty and privacy pol icies?

X
Con tutti  i  forni tori  sono previs ti  speci fici  accordi , come previs to da l la  

norma ISO 9001, ISO 27001 e da l  GDPR.

S1.3.0 (S1.3.0) Respons ibi l i ty and accountabi l i ty 

for developing and mainta ining the enti ty’s  

system securi ty pol icies , and changes  and 

updates  to those pol icies , are ass igned.

The enti ty has  prepared an objective 

description of the system and i ts  

boundaries  and communicated such 

description to authorized users

The securi ty obl igations  of users  and the 

enti ty’s  securi ty commitments  to users  are 

communicated to authorized users .

CC1.2 C.1 5 (B) Schedule 1 

(Section 5), 4.1 

Safeguards , 

Subsec. 4.1.1

IS-02 COBIT 4.1 DS5.1 APO01.02

APO01.03

APO01.04

APO01.08

APO13.01

APO13.02

APO13.03

312.8 and 

312.10

SRM > 

Governance 

Risk & 

Compl iance > 

Compl iance 

Management

shared x Domain 2 Article 17 NIST SP 800-53 R3 CM-1 NIST SP 800-53 R3 CM-1 8.2.1 45 CFR 164.316 

(b)(2)(i i )

45 CFR 164.316 

(b)(2)(i i i )

05.a Clause 5

A.6.1.1

Al l  in section 5 

plus  clauses

4.4

4.2(b)

6.1.2(a)(1)

6.2

6.2(a)

6.2(d)

7.1

7.4

9.3

10.2

7.2(a)

7.2(b)

7.2(c)

7.2(d)

7.3(b)

7.3(c)

Commandment 

#3

Commandment 

#6

Chapter VI, Section I, 

Article 39

CIP-003-3 - 

R1 - R1.1

CM-1

PM-1

PM-11

4,1 3.1.9.C.01

3.2.10.C.01

3.2.10.C.02

3.2.10.C.03

3.2.11.C.01

3.2.11.C.02

3.2.11.C.03

5.1.6.C.01.

5.1.7.C.01.

5.1.8.C.01.

5.1.9.C.01.

5.1.10.C.01.

5.1.10.C.02.

5.1.11.C.01.

5.1.12.C.01.

5.1.13.C.01.

5.1.14.C.01.

5.1.14.C.02.

5.1.15.C.01.

5.1.16.C.01.

5.1.17.C.01.

5.1.18.C.01.

5.1.18.C.02.

5.1.19.C.01.

5.1.19.C.02.

PCI DSS v2.0 12.5 12,4 12.4; 12.4.1 C.1 

GRM-

06.1

Do your information securi ty and privacy pol icies  a l ign 

with industry s tandards  (ISO-27001, ISO-22307, CoBIT, etc.)?
X ISO 27001.

1.1;1.2;1.3;1.4;1.12

GRM-

06.2

Do you have agreements  to ensure your providers  adhere 

to your information securi ty and privacy pol icies?
X Certamente, come previs to ds l la  norma.

1.1;1.2;1.3;1.4;1.12

GRM-

06.3

Can you provide evidence of due di l igence mapping of your 

controls , archi tecture, and processes  to regulations  and/or 
X Su richiesta  e dietro speci fici  accordi .

1.1;1.2;1.3;1.4;1.12

GRM-

06.4

Do you disclose which controls , s tandards , certi fications , 

and/or regulations  you comply with?
X Se richiesto e dietro speci fici  accordi .

1.1;1.2;1.3;1.4;1.12

GRM-

07.1

Is  a  formal  discipl inary or sanction pol icy establ ished for 

employees  who have violated securi ty pol icies  and 

procedures?
X Nel le Pol icy interne.

GRM-

07.2

Are employees  made aware of what actions  could be 

taken in the event of a  violation via  their pol icies  and 

procedures?

X

Governance and Risk 

Management

Business / Policy 

Change Impacts

GRM-

08

GRM-

08.1

Risk assessment results  sha l l  include updates  to securi ty 

pol icies , procedures , s tandards , and controls  to ensure 

that they remain relevant and effective.

Do risk assessment results  include updates  to securi ty 

pol icies , procedures , s tandards , and controls  to ensure 

they remain relevant and effective?

X Certamente, come pera l tro previs to da l la  norma Iso 27001.

B.2

G.21

L.2

B.1.1, B.1.2, 

B.1.6, B.1.7.2, 

G.2, L.9, L.10

Schedule 1 

(Section 5), 4.7 - 

Safeguards

RI-04 COBIT 4.1 PO 9.6 APO12

APO13.01

APO13.03

312.8 and 

312.10

BOSS > 

Operational  

Risk 

Management > 

Risk 

Management 

Framework

shared x Domain 2, 

4

6.03. (a) Article 17 (1), (2) NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 IA-1

NIST SP 800-53 R3 IR-1

NIST SP 800-53 R3 MA-1

NIST SP 800-53 R3 MP-1

NIST SP 800-53 R3 PE-1

NIST SP 800-53 R3 PL-1

NIST SP 800-53 R3 PS-1

NIST SP 800-53 R3 RA-1

NIST SP 800-53 R3 RA-3

NIST SP 800-53 R3 SC-1

NIST SP 800-53 R3 SI-1

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 IA-1

NIST SP 800-53 R3 IR-1

NIST SP 800-53 R3 MA-1

NIST SP 800-53 R3 MP-1

NIST SP 800-53 R3 PE-1

NIST SP 800-53 R3 PL-1

NIST SP 800-53 R3 PS-1

NIST SP 800-53 R3 RA-1

NIST SP 800-53 R3 RA-3

NIST SP 800-53 R3 SC-1

NIST SP 800-53 R3 SI-1

03.d Clause 4.2.3

Clause 4.2.4

Clause 4.3.1

Clause 5

Clause 7

A.5.1.2

A.10.1.2

A.10.2.3

A.14.1.2

A.15.2.1

A.15.2.2

Clause

4.2.1 a ,

4.2(b)

4.3 c,

4.3(a&b)

4.4

5.1(c)

5.1(d)

5.1(e)

5.1(f)

5.1(g)

5.1(h)

5.2

5.2 e,

5.2(f)

5.3

6.1.1(e)(2),

6.1.2(a)(1)

6.2

6.2(a)

6.2(d)

6.2 e,

6.12 (a) (2),

7.1

7.2(a),

7.2(b)

7.2(c)

CIP-009-3 - 

R2

CP-2

RA-2

RA-3

AR-2 Privacy Impact 

and Risk Assessment

4,3 4.5.17.C.01.

4.5.18.C.01.

4.5.18.C.02.

4.5.18.C.03.

PCI DSS v2.0 

12.1.3

12,2 12.2 A.2 

GRM-

09.1

Do you noti fy your tenants  when you make materia l  

changes  to your information securi ty and/or privacy 

pol icies?

X Solo quando previs to dagl i  accordi  contrattual i .

GRM-

09.2

Do you perform, at minimum, annual  reviews  to your 

privacy and securi ty pol icies?

X Come previs to da l la  norma ISO 9001 ed ISO 27001.

GRM-

10.1

Are formal  ri sk assessments  a l igned with the enterprise-

wide framework and performed at least annual ly, or at 

planned interva ls , determining the l ikel ihood and impact 

of a l l  identi fied ri sks , us ing qual i tative and quanti tative 

methods?

X Come previs to da l la  norma ISO 9001 ed ISO 27001.

GRM-

10.2

Is  the l ikel ihood and impact associated with inherent and 

res idual  ri sk determined independently, cons idering a l l  

ri sk categories  (e.g., audit results , threat and vulnerabi l i ty 

analys is , and regulatory compl iance)?

X Come previs to da l la  norma ISO 9001 ed ISO 27001.

GRM-

11.1

Do you have a  documented, organization-wide program in 

place to manage risk? X Come previs to da l la  norma ISO 9001 ed ISO 27001.

GRM-

11.2

Do you make avai lable documentation of your 

organization-wide risk management program?
X Come previs to da l la  norma ISO 9001 ed ISO 27001.

HRS-01.1 Are systems in place to monitor for privacy breaches  and 

noti fy tenants  expeditious ly i f a  privacy event may have 

impacted their data?

X In ottemperanza a  quanto previs to da l  GDPR.

HRS-01.2 Is  your Privacy Pol icy a l igned with industry s tandards? X Certamente.

D.5 

D.5 

D.5 

A.1

B.2

A.2 

B.2

B.2 

B.1 

J.4 

B.1 

A.2 

A.2 

B.2 

E.5

H.2 

5.1.6.C.01.

5.1.7.C.01.

5.1.8.C.01.

5.1.9.C.01.

5.1.10.C.01.

5.1.10.C.02.

5.1.11.C.01.

5.1.12.C.01.

5.1.13.C.01.

5.1.14.C.01.

5.1.14.C.02.

5.1.15.C.01.

5.1.16.C.01.

5.1.17.C.01.

5.1.18.C.01.

5.1.18.C.02.

5.1.19.C.01.

5.1.19.C.02.

6.1.6.C.01.

6.1.7.C.01.

6.1.8.C.01.

3.1.9.C.01

3.2.10.C.01

3.2.10.C.02

1.1.61.C.01.

1.1.62.C.01.

1.1.63.C.01.

1.1.63.C.02.

1.1.64.C.01.

1.1.65.C.01.

1.1.66.C.01.

1.1.66.C.02.

3.3.4.C.01.
3.2.7.C.01.

3.2.7.C.02.

3.2.7.C.03.

3.2.7.C.04.

3.2.7.C.05.
2.2.5.C.01.

2.2.5.C.02.

2.2.6.C.01.

2.2.6.C.02.

10.a

03.b

00.a;05.a;05.c

04.a;10.f

02.f

04.b

03.b

03.a;03.c;05.a

7.3; 8.8; 9.10; 12.1

12.2

12.1.1

12.2

12.2

9.39,3

Clause 4.3

Clause 5

4.4

4.2(b)

6.1.2(a)(1)

6.2

6.2(a)

6.2(d)

17.2.13.C.01.

17.2.14.C.01.

17.2.15.C.01.

17.2.16.C.01.

17.2.16.C.02.

17.2.17.C.01.

17.2.18.C.01.

17.2.18.C.02.

17.2.19.C.01.

17.2.20.C.01.

17.2.20.C.02.

17.2.21.C.01.

17.2.22.C.01.

17.2.23.C.01

17.2.24.C.01.

17.1.21.C.01.

17.1.22.C.01.

17.1.22.C.02.

17.1.23.C.01.

17.1.23.C.02.

17.1.23.C.03.

17.1.23.C.04.

17.1.24.C.01.

17.1.25.C.01.

17.1.25.C.02.

17.1.25.C.03.

17.1.26.C.01.

17.1.26.C.02.
22.1.18.C.01.

22.1.18.C.02.

22.1.18.C.03.

22.1.18.C.04.

22.1.18.C.05.

22.1.19.C.01.

22.1.19.C.02.

22.1.19.C.03.

22.1.19.C.04.

22.1.19.C.05.

22.1.19.C.06.

22.1.19.C.07.
5.4.5.C.01.

5.4.5.C.02.

5.4.5.C.03.

4.2.10.C.01.

4.2.11.C.01.

4.2.12.C.01.

4.4.12.C.01

4.4.12.C.02

4.4.12.C.05

3.3.4.C.01.

3.3.4.C.02.

3.3.4.C.03.

3.3.4.C.04.

3.3.4.C.05.

3.3.5.C.01.

3.3.5.C.02.

3.3.6.C.01.

3.3.6.C.02.

3.3.6.C.03.

5.1.6.C.01.

5.1.7.C.01.

5.1.8.C.01.

5.1.9.C.01.

5.1.10.C.01.

5.1.10.C.02.

5.1.11.C.01.

5.1.12.C.01.

5.1.13.C.01.

5.1.14.C.01.

5.1.14.C.02.

5.1.15.C.01.

5.1.16.C.01.

5.1.17.C.01.

5.1.18.C.01.

5.1.18.C.02.

3.1.9.C.01

3.2.10.C.01

3.2.10.C.02

3.2.10.C.03

3.2.11.C.01

3.2.11.C.02

3.2.11.C.03

5.2.3.C.01.
5.2.3.C.01.

5.2.3.C.02.

3.4.1

3.5; 3.5.1; 3.5.4

3.5.2

3.5.3

3.6

3.6.1

3.6.2

3.6.3

3.6.4

3.6.5

3.6.6

3.6.7

3.6.8;

4.1

6.5.3

8.2.1

2.1.1

2.3

3.3

3.4

3.4.1

4.1

4.1.1

4.2

4.3; 6.5.1; 6.5.2

6.5.3

6.5.4; 6.5.5; 6.5.6; 6.5.7; 

6.5.8; 6.5.9; 6.5.10

8.2.1
3.5.3; 3.5.4

3.6.1; 3.6.3

1.1

1.1.1

1.1.2

1.1.3

1.1.4

1.1.5

1.1.6; 1.1.7

2.2

2.2.1

2.2.2

2.2.3

12.2

12.1

12.2

12.1

12.2

02.h

Domain 2 6.02. (e)APO01.03

APO01.04

APO13.01

APO13.02

Commandment 

#6

Commandment 

#7

Chapter X, Article 64SRM > 

Governance 

Risk & 

Compl iance >

45 CFR 164.308 

(a)(1)(i i )(A)

Clause 4.2.1 c) 

through g)

Clause 4.2.3 d)

Clause 5.1 f)

Clause 7.2 & 

7.3

A.6.2.1

A.12.5.2

A.12.6.1

312.3, 312.8 and 

312.10

Article 17 NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 IA-1

NIST SP 800-53 R3 IR-1

NIST SP 800-53 R3 MA-1

Commandment 

#1

Commandment 

#2

Chapter II , Article 19 CIP-001-

1a - R1 - 

R2

CIP-003-3 - 

R1 - R1.1 - 

R4

CIP-006-

3c R1

PM-1

PM-2

PM-3

PM-4

PM-5

PM-6

PM-7

PM-8

PM-9

PM-10

PM-11

AR-1 Governance and 

Privacy Program

4,1 PA8Article 17 99.31.(a)(1)(i i ) 8.2.1 45 CFR 

164.308(a)(1)(i )

45 CFR 

164.308(a)(1)(i i

)(B)

45 CFR 

164.316(b)(1)(i )

45 CFR 

164.308(a)(3)(i ) 

(New)

45 CFR 

164.306(a)  

(New)

Clause 4.2

Clause 5

A.6.1.1

A.6.1.2

A.6.1.3

A.6.1.4

A.6.1.5

A.6.1.6

A.6.1.7

A.6.1.8

Al l  in sections  

4, 5, 6, 7, 8, 9, 

10.

A.6.1.1

A.13.2.4

A.6.1.3

A.6.1.4

A.18.2.1

06.d;10.g

06.d;09.l;09.o;0

9.s;10.f

Domain 

11

Clauses

5.2(c)

5.3(a)

5.3(b)

7.5.3(b)

7.5.3(d)

8.1

8.3

9.2(g)

A.8.2.3

A.10.1.2

A.18.1.5

A.13.1.1

A.8.3.3

A.13.2.3

A.14.1.3

A.14.1.2

A.10.1.1

A.18.1.3

A.18.1.4

Annex

A.10.1

A.10.1.1

A.10.1.2

45 CFR 164.308 

(a)(1)(i i )(C)

A.8.2.3

A.14.1.1

A.18.2.3

Clauses

5.2(c)

5.3(a)

5.3(b)

6.1.2

6.1.2(a)(2)

6.1.3(b)

7.5.3(b)

7.5.3(d)

8.1

A7.2.3

PCI DSS v2.0 12.1

PCI DSS v2.0 12.2

Clause 8.1

A.5.1.2

Clause

4.2(b),

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)
Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)
A.8.1.1

A.8.1.2

A.8.1.4

(S3.6.0) Encryption or other equiva lent 

securi ty techniques  are used to protect 

transmiss ions  of user authentication and 

other confidentia l  information passed over 

the Internet or other publ ic networks .

(S3.4) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

L.6 38 (B)

39 (C+)

IS-19 COBIT 4.1 DS5.8 Domain 2 6.04.04. (a)

6.04.04. (b)

6.04.04. (c)

6.04.04. (d)

6.04.04. (e)

6.04.05. (d)

6.04.05. (e)

6.04.08.02. 

(b)

Article 17 NIST SP 800-53 R3 SC-12

NIST SP 800-53 R3 SC-13

NIST SP 800-53 R3 SC-12

NIST SP 800-53 R3 SC-12 (2)

NIST SP 800-53 R3 SC-12 (5)

NIST SP 800-53 R3 SC-13

NIST SP 800-53 R3 SC-13 (1)

NIST SP 800-53 R3 SC-17

8.1.1

8.2.1

8.2.5

45 CFR 164.312 

(a)(2)(iv)

45 CFR 

164.312(e)(1) 

(New)

Clause 4.3.3

A.10.7.3

A.12.3.2

A.15.1.6

Commandment 

#9

Commandment 

#10

Commandment 

#11

SC-12

SC-13

SC-17

SC-28

PCI-DSS v2.0 3.4.1

PCI-DSS v2.0 3.5

PCI-DSS v2.0 3.5.1

PCI-DSS v2.0 3.5.2

PCI-DSS v2.0 3.6

PCI-DSS v2.0 3.6.1

PCI-DSS v2.0 3.6.2

PCI-DSS v2.0 3.6.3

PCI-DSS v2.0 3.6.4

PCI-DSS v2.0 3.6.5

PCI-DSS v2.0 3.6.6

PCI-DSS v2.0 3.6.7

PCI-DSS v2.0 3.6.8

6.03.01. (a)

6.03.04. (a)

6.03.04. (b)

6.03.04. (c)

6.03.04. (e)

6.07.01. (o)

Article 17 NIST SP 800-53 R3 CM-2

NIST SP 800-53 R3 SA-2

NIST SP 800-53 R3 SA-4

NIST SP 800-53 R3 CM-2

NIST SP 800-53 R3 CM-2 (1)

NIST SP 800-53 R3 CM-2 (3)

NIST SP 800-53 R3 CM-2 (5)

NIST SP 800-53 R3 SA-2

NIST SP 800-53 R3 SA-4

NIST SP 800-53 R3 SA-4 (1)

NIST SP 800-53 R3 SA-4 (4)

NIST SP 800-53 R3 SA-4 (7)

NIST SP 800-53 R3 SC-30

1.2.6

8.2.1

8.2.7

Encryption & Key 

Management

Encryption

EKM-

03

Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, for the use of encryption protocols  for 

protection of sens i tive data  in s torage (e.g., fi le servers , 

databases , and end-user workstations) and data  in 

transmiss ion (e.g., system interfaces , over publ ic 

networks , and electronic messaging) as  per appl icable 

lega l , s tatutory, and regulatory compl iance obl igations .

C3.12.0

S3.6.0

S3.4

(C3.12.0, S3.6.0) Encryption or other 

equiva lent securi ty techniques  are used to 

protect transmiss ions  of user 

authentication and other confidentia l  

information passed over the Internet or 

other publ ic networks .

(S3.4) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

G.4

G.15

I.3

G.10.4, G.11.1, 

G.11.2, G.12.1, 

G.12.2, G.12.4, 

G.12.10, 

G.14.18, 

G.14.19, 

G.16.2, 

G.16.18, 

G.16.19, 

G.17.16, 

G.17.17, 

G.18.13, 

G.18.14, 

23 (B)

24 (B)

25 (B)

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

IS-18 COBIT 4.1 DS5.8

COBIT 4.1 

DS5.10

COBIT 4.1 

DS5.11

Domain 2 6.04.05. (a)

6.04.05. (c)

Article 17 NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-18

NIST SP 800-53 R3 IA-7

NIST SP 800-53 R3 SC-1

NIST SP 800-53 R3 SC-7

NIST SP 800-53 R3 SC-13

NIST SP 800-53 R3 AC-18

NIST SP 800-53 R3 AC-18 (1)

NIST SP 800-53 R3 AC-18 (2)

NIST SP 800-53 R3 IA-7

NIST SP 800-53 R3 SC-7

NIST SP 800-53 R3 SC-7 (4)

NIST SP 800-53 R3 SC-8

NIST SP 800-53 R3 SC-8 (1)

NIST SP 800-53 R3 SC-9

NIST SP 800-53 R3 SC-9 (1)

NIST SP 800-53 R3 SC-13

NIST SP 800-53 R3 SC-13 (1)

NIST SP 800-53 R3 SC-23

8.1.1

8.2.1

8.2.5

1.2.4

8.2.1

CA-3

RA-2

RA-3

MP-8

PM-9

SI-12

PCI DSS v2.0 12.1

PCI DSS v2.0 

12.1.2

45 CFR 

164.308(a)(1)(i i

)(A) (New)

45 CFR 

164.308(a)(8) 

(New)

Clause 4.2.1 c) 

& g)

Clause 4.2.3 d)

Clause 4.3.1 & 

4.3.3

Clause 7.2 & 

7.3

A.7.2

A.15.1.1

A.15.1.3

45 CFR 164.312 

(a)(2)(iv)

45 CFR 164.312 

(e)(1)

45 CFR 164.312 

(e)(2)(i i )

A.10.6.1

A.10.8.3

A.10.8.4

A.10.9.2

A.10.9.3

A.12.3.1

A.15.1.3

A.15.1.4

Commandment 

#4

Commandment 

#5

Commandment 

#9

Commandment 

#10

Commandment 

#11

Encryption & Key 

Management

Key Generation

EKM-

02

Pol icies  and procedures  shal l  be establ ished for the 

management of cryptographic keys  in the service's  

cryptosystem (e.g., l i fecycle management from key 

generation to revocation and replacement, publ ic key 

infrastructure, cryptographic protocol  des ign and 

a lgori thms used, access  controls  in place for secure key 

generation, and exchange and s torage including 

segregation of keys  used for encrypted data  or sess ions). 

Upon request, provider shal l  inform the customer (tenant) 

of changes  within the cryptosystem, especia l ly i f the 

customer (tenant) data  i s  used as  part of the service, 

and/or the customer (tenant) has  some shared 

respons ibi l i ty over implementation of the control .

CIP-003-3 - 

R4.2

AC-18

IA-3

IA-7

SC-7

SC-8

SC-9

SC-13

SC-16

SC-23

SI-8

PCI-DSS v2.0 2.1.1

PCI-DSS v2.0 3.4

PCI-DSS v2.0 3.4.1

PCI-DSS v2.0 4.1

PCI-DSS v2.0 4.1.1

PCI DSS v2.0 4.2

Encryption & Key 

Management

Storage and Access

EKM-

04

Platform and data  appropriate encryption (e.g., AES-256) in 

open/val idated formats  and s tandard a lgori thms shal l  be 

required. Keys  shal l  not be s tored in the cloud (i .e. at the 

cloud provider in question), but mainta ined by the cloud 

consumer or trusted key management provider. Key 

management and key usage shal l  be separated duties .

Governance and Risk 

Management

Baseline 

Requirements

GRM-

01

Basel ine securi ty requirements  shal l  be establ ished for 

developed or acquired, organizational ly-owned or 

managed, phys ica l  or vi rtua l , appl ications  and 

infrastructure system, and network components  that 

comply with appl icable lega l , s tatutory, and regulatory 

compl iance obl igations . Deviations  from standard 

basel ine configurations  must be authorized fol lowing 

change management pol icies  and procedures  prior to 

deployment, provis ioning, or use. Compl iance with securi ty 

basel ine requirements  must be reassessed at least 

annual ly unless  an a l ternate frequency has  been 

S1.1.0

S1.2.0(a-

i )

(S1.1.0) The enti ty’s  securi ty pol icies  are 

establ ished and periodica l ly reviewed and 

approved by a  des ignated individual  or 

group.

(S1.2.0(a-i )) The enti ty's  securi ty pol icies  

include, but may not be l imited to, the 

fol lowing matters :

L.2 L.2, L.5, L.7 L.8, 

L.9, L.10

12 (B)

14 (B)

13 (B)

15 (B)

16 (C+, 

A+)

21 (B)

Schedule 1 

(Section 5), 4.7 - 

Safeguards

IS-04 COBIT 4.1 AI2.1

COBIT 4.1 AI2.2

COBIT 4.1 AI3.3

COBIT 4.1 DS2.3

COBIT 4.1 

DS11.6

Domain 2

EAR 15 

CFR 

§736.2 (b)

Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#6

Commandment 

#7

APO13.01

APO13.02

APO13.03

312.8 and 

312.10

shared

A.12.1.1

A.15.2.2

Commandment 

#2

Commandment 

#4

Commandment 

#5

Commandment 

#11

Chapter II , Article 19 and 

Chapter VI, Section I, 

Article 39

xshared312.8 and 

312.10

CM-2

SA-2

SA-4

PCI DSS v1.2 1.1

PCI DSS v1.2 1.1.1

PCI DSS v1.2 1.1.2

PCI DSS v1.2 1.1.3

PCI DSS v1.2 1.1.4

PCI DSS v1.2 1.1.5

PCI DSS v1.2 1.1.6

PCI DSS v1.2 2.2

PCI DSS v1.2 2.2.1

PCI DSS v1.2 2.2.2

PCI DSS v1.2 2.2.3

Governance and Risk 

Management

Risk Assessments

GRM-

02

Risk assessments  associated with data  governance 

requirements  shal l  be conducted at planned interva ls  and 

shal l  cons ider the fol lowing:

 • Awareness  of where sens i tive data  i s  s tored and 

transmitted across  appl ications , databases , servers , and 

network infrastructure

 • Compl iance with defined retention periods  and end-of-

l i fe disposal  requirements

 • Data  class i fication and protection from unauthorized 

use, access , loss , destruction, and fa ls i fication

S3.1.0

C3.14.0

S1.2.b-c

(S3.1.0) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruption to systems 

operation that would impair system 

securi ty commitments  and (2) assess  the 

ri sks  associated with the identi fied 

threats . 

(C3.14.0) Procedures  exis t to provide that 

system data  are class i fied in accordance 

with the defined confidentia l i ty and 

L.4, L.5, L.6, L.7 34 (B) Schedule 1 

(Section 5), 4.7 - 

Safeguards

DG-08 COBIT 4.1 PO 

9.1, PO 9.2, PO 

9.4, DS 5.7

Domain 5 6.01. (d)

6.04.03. (a)

Article 6, Article 8,  Article 

17 (1)

NIST SP 800-53 R3 CA-3

NIST SP 800-53 R3 RA-2

NIST SP 800-53 R3 RA-3

NIST SP 800-53 R3 SI-12

NIST SP 800-53 R3 CA-3

NIST SP 800-53 R3 RA-2

NIST SP 800-53 R3 RA-3

NIST SP 800-53 R3 SI-12

Governance and Risk 

Management

Management Program

GRM-

04

x1.2. (x1.2.) The enti ty’s  system [avai labi l i ty, 

process ing integri ty, confidentia l i ty and 

related] securi ty pol icies  include, but may 

not be l imited to, the fol lowing matters :

A.1, B.1 2 (B)

3 (B)

5 (B)

IS-01 COBIT 4.1 R2 

DS5.2

COBIT 4.1 R2 

DS5.5

Domain 2

Governance and Risk 

Management

Policy

GRM-

06

Information securi ty pol icies  and procedures  shal l  be 

establ ished and made readi ly ava i lable for review by a l l  

impacted personnel  and external  bus iness  relationships . 

Information securi ty pol icies  must be authorized by the 

organization's  bus iness  leadership (or other accountable 

bus iness  role or function) and supported by a  s trategic 

bus iness  plan and an information securi ty management 

program inclus ive of defined information securi ty roles  

S1.1.0

S1.3.0

(S1.1.0) The enti ty's  securi ty pol icies  are 

establ ished and periodica l ly reviewed and 

approved by a  des ignated individual  or 

group.

(S1.3.0) Respons ibi l i ty and accountabi l i ty 

for developing and mainta ining the enti ty’s  

system securi ty pol icies , and changes  and 

B.1 Schedule 1 

(Section 5) 4.1 

Accountabi l i ty, 

Subsec 4.1.4

IS-03 COBIT 4.1 DS5.2

Schedule 1 

(Section 5), 4.1 - 

Accountabi l i ty; 

4.7 Safeguards

AC-1

AT-1

AU-1

CA-1

CM-1

CP-1

IA-1

IA-5

IR-1

MA-1

MP-1

PE-1

PL-1

PM-1

PS-1

RA-1

SA-1

SC-1

SI-1

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 IA-1

NIST SP 800-53 R3 IR-1

NIST SP 800-53 R3 MA-1

8.1.0

8.1.1

45 CFR 164.316 

(a)

45 CFR 164.316 

(b)(1)(i )

45 CFR 164.316 

(b)(2)(i i )

45 CFR 

164.308(a)(2) 

Clause 4.2.1

Clause 5

A.5.1.1

A.8.2.2

Commandment 

#1

Commandment 

#2

Commandment 

#3

Chapter VI, Section I, 

Article 39

CIP-003-3 - 

R1 -R1.1 - 

R1.2 - R2 - 

R2.1 - 

R2.2 - 

R2.3

AC-1

AT-1

AU-1

CA-1

CM-1

IA-1

IR-1

MA-1

PCI DSS v2.0 12.1

PCI DSS v2.0 12.2

Governance and Risk 

Management

Policy Enforcement

GRM-

07

A formal  discipl inary or sanction pol icy shal l  be 

establ ished for employees  who have violated securi ty 

pol icies  and procedures . Employees  shal l  be made aware 

of what action might be taken in the event of a  violation, 

and discipl inary measures  must be s tated in the pol icies  

and procedures .

S3.9

S2.4.0

(S3.9) Procedures  exis t to provide that 

i ssues  of noncompl iance with securi ty 

pol icies  are promptly addressed and that 

corrective measures  are taken on a  timely 

bas is .

B.1.5 Schedule 1 

(Section 5) 4.1 

Accountabi l i ty, 

Subs . 4.1.4

IS-06 COBIT 4.1 PO 7.7 Domain 2 Article 17 NIST SP 800-53 R3 PL-4

NIST SP 800-53 R3 PS-1

NIST SP 800-53 R3 PS-8

NIST SP 800-53 R3 PL-4

NIST SP 800-53 R3 PS-1

NIST SP 800-53 R3 PS-8

10.2.4

Governance and Risk 

Management

Program

GRM-

11

Risks  shal l  be mitigated to an acceptable level . 

Acceptance levels  based on risk cri teria  shal l  be 

establ ished and documented in accordance with 

reasonable resolution time frames  and s takeholder 

approval .

1.1

3.3

5.1

5.2

5.3

5.4

7.1

12.2

17.7
3.2 (respons ibi l i ty)

3.3

3.4

4.1

4.3

PL-4

PS-1

PS-8

Governance and Risk 

Management

Policy Reviews

GRM-

09

The organization's  bus iness  leadership (or other 

accountable bus iness  role or function) shal l  review the 

information securi ty pol icy at planned interva ls  or as  a  

result of changes  to the organization to ensure i ts  

continuing a l ignment with the securi ty s trategy, 

effectiveness , accuracy, relevance, and appl icabi l i ty to 

lega l , s tatutory, or regulatory compl iance obl igations .

S1.1.0 (S1.1.0) The enti ty’s  securi ty pol icies  are 

establ ished and periodica l ly reviewed and 

approved by a  des ignated individual  or 

group.

B.2 B.1.33. B.1.34, IS-05 COBIT 4.1  DS 

5.2

DS 5.4

Domain 2 Article 17 NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 IA-1

NIST SP 800-53 R3 IA-5

NIST SP 800-53 R3 IA-5 

(1)

NIST SP 800-53 R3 IR-1

NIST SP 800-53 R3 MA-1

NIST SP 800-53 R3 MP-1

NIST SP 800-53 R3 PE-1

NIST SP 800-53 R3 PL-1

NIST SP 800-53 R3 PS-1

NIST SP 800-53 R3 RA-1

NIST SP 800-53 R3 SA-1

NIST SP 800-53 R3 SC-1

NIST SP 800-53 R3 SI-1

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 IA-1

NIST SP 800-53 R3 IA-5

NIST SP 800-53 R3 IA-5 (1)

NIST SP 800-53 R3 IA-5 (2)

NIST SP 800-53 R3 IA-5 (3)

NIST SP 800-53 R3 IA-5 (6)

NIST SP 800-53 R3 IA-5 (7)

NIST SP 800-53 R3 IR-1

NIST SP 800-53 R3 MA-1

NIST SP 800-53 R3 MP-1

NIST SP 800-53 R3 PE-1

NIST SP 800-53 R3 PL-1

NIST SP 800-53 R3 PS-1

NIST SP 800-53 R3 RA-1

NIST SP 800-53 R3 SA-1

NIST SP 800-53 R3 SC-1

NIST SP 800-53 R3 SI-1

1.2.1

8.2.7

10.2.3

45 CFR 164.316 

(b)(2)(i i i )

45 CFE 

164.306(e) 

(New)

Clause 4.2.3 f)

A.5.1.2

Commandment 

#1

Commandment 

#2

Commandment 

#3

PCI DSS v2.0 

12.1.3

CIP-003-3 - 

R3.2 - 

R3.3 - 

R1.3

R3 - R3.1 - 

R3.2 - 

R3.3

Governance and Risk 

Management

Assessments

GRM-

10

Al igned with the enterprise-wide framework, formal  ri sk 

assessments  shal l  be performed at least annual ly or at 

planned interva ls , (and in conjunction with any changes  to 

information systems) to determine the l ikel ihood and 

impact of a l l  identi fied ri sks  us ing qual i tative and 

quanti tative methods . The l ikel ihood and impact 

associated with inherent and res idual  ri sk shal l  be 

determined independently, cons idering a l l  ri sk categories  

(e.g., audit results , threat and vulnerabi l i ty analys is , and 

S3.1

x3.1.0

(S3.1) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruption to systems 

operation that would impair system 

securi ty commitments  and (2) assess  the 

ri sks  associated with the identi fied 

threats . 

(x3.1.0) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruptions  to systems 

I.1

I.4

C.2.1, I .4.1, I .5, 

G.15.1.3, I .3

46 (B)

74 (B)

Schedule 1 

(Section 5), 4.7 - 

Safeguards

RI-02 COBIT 4.1 PO 9.4 Domain 2, 

4

6.03. (a)

6.08. (a)

Article 17 (1), (2) NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 RA-1

NIST SP 800-53 R3 RA-2

NIST SP 800-53 R3 RA-3

NIST SP 800-53 R3 RA-1

NIST SP 800-53 R3 RA-2

NIST SP 800-53 R3 RA-3

NIST SP 800-53 R3 SC-30

1.2.4

1.2.5

312.8 and 

312.10

CIP-002-3 - 

R1.1 - 

R1.2

CIP-005-

3a - R1 - 

R1.2

CIP-009-3 - 

R.1.1

PL-5

RA-2

RA-3

PCI DSS v2.0 

12.1.2

BOSS > 

Operational  

Risk 

Management > 

Risk 

Management 

Framework

S3.1 (S3.1) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruption to systems 

operation that would impair system 

securi ty commitments  and (2) assess  the 

ri sks  associated with the identi fied 

L.2 A.1, L.1 Schedule 1 

(Section 5), 4.7 - 

Safeguards

RI-01 COBIT 4.1 PO 9.1 Domain 2, 

4

Article 17 (1), (2) NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CA-6

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CA-6

1.2.4312.8 and 

312.10

45 CFR 164.308 

(a)(8)

45 CFR 

164.308(a)(1)(i i

)(B)  (New)

Clause 4.2.1 c) 

through g)

Clause 4.2.2 b)

Clause 5.1 f)

Clause 7.2 & 

Chapter II

Article 19

CIP-009-3 - 

R4

AC-4

CA-2

CA-6

PM-9

RA-1

PCI DSS v2.0 

12.1.2

shared x

BOSS > 

Operational  

Risk 

Management > 

Risk 

shared x

Human Resources

Asset Returns

HRS-

01

Upon termination of workforce personnel  and/or 

expiration of external  bus iness  relationships , a l l  

organizational ly-owned assets  shal l  be returned within 

an establ ished period.

S3.4 NIST SP 800-53 R3 PS-4 NIST SP 800-53 R3 PS-4BOSS > Human 

Resources  

Securi ty > 

Employee 

provider x 45 CFR 164.308 

(a)(3)(i i )(C)

A.7.1.1

A.7.1.2

A.8.3.2

PS-45.2.3

7.2.2

8.2.1

8.2.6

(S3.4) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

D.1 E.6.4 Schedule 1 

(Section 5) 4.5 

Limiting Use, 

Disclosure and 

IS-27 Domain 2 Article 17APO01.08

APO07.06

APO13.01

BAI09.03

CC3.1

CC5.6

CC5.7

CC5.6

CC5.7

CC5.6

CC3.2

CC3.1

CC3.1

CC3.2

CC1.2

CC2.3

CC6.2

CC2.5

CC3.2

CC3.1

CC3.3

APO13.01

APO13.02

APO09.03

BAI06.01

BAI09.01

BAI09.02

BAI09.03

APO13.01

DSS05.02

DSS05.03

DSS06.06

APO01.06

BAI09.02

BAI09.03

APO01.06

APO03.02

APO13.01

APO13.02

BAI02.01

BAI02.03

BAI02.04

BAI06.01

BAI10.01

BAI10.02

MEA02.01

APO01.03

APO01.08

APO07.04

APO12

APO13.01

APO13.03

MEA03.01

MEA03.02

APO12

EDM03.02

APO01.03

APO12

EDM03.02

APO01.03

APO12.01

APO12.02

APO12.03

APO12.04

BAI09.01

312.8 and 

312.10

312.8 and 

312.10

312,1

312.8 and 

312.10

312.8 and 

312.10

312.8 and 

312.10

SRM > 

Cryptographic 

Services  > Key 

Management

shared x

SRM > Data  

Protection > 

Cryptographic 

Services  - Data-

At-Rest 

Encryption,

Cryptographic 

Services  - Data-

in-Trans i t 

Encryption

shared x

SRM > 

Cryptographic 

Services  > Key 

Management

shared x

SRM > 

Governance 

Risk & 

Compl iance > 

Technica l  

Standards

BOSS > 

Operational  

Risk 

Management > 

Independent 

Risk 

Management

shared x

SRM > InfoSec 

Management > 

Capabi l i ty 

Mapping

SRM > Pol icies  

and Standards  

> Information 

Securi ty 

Pol icies

shared x

x

shared x

SRM > 

Governance 

Risk & 

Compl iance > 

Pol icy 

Management

shared x

99.31(a)(i )(i i )

AR-1 Governance and 

Privacy Program. TR-1 

PRIVACY NOTICE. TR-3 

DISSEMINATION OF 

PRIVACY PROGRAM 

INFORMATION

AR-2 Privacy Impact 

and Risk Assessment

AR-2 Privacy Impact 

and Risk Assessment

16,2

16,1

4.4

5.1

3.3

4.3

8.4

4.2

4.3

4.4

4.5

4.1

6.1

2,2

PA36

12,2

PA25 GP

PA10

PA18

BSGP

GP

PA30 BSGP

PA2

PA15

BSGP

SGP

BSGP

3.4.1

3.5

3.5.1

3.5.2

3.6

3.6.1

3.6.2

3.6.3

3.6.4

3.6.5

3.6.6

3.6.7

3.6.8, 

4.1

6.5.3

8.2.1

2.1.1

2.3

3.3

3.4

3.4.1

4.1

4.1.1

4.2

4.3

6.5.3

6.5.4

8.2.1

3.5.2, 

3.5.3

3.6.1, 

3.6.3

1.1

1.1.1

1.1.2

1.1.3

1.1.4

1.1.5

1.1.6

2.2

2.2.1

2.2.2

2.2.3

12,2

7.3, 8.8, 

9.10, 12.1

12.2

12.1.1

12,2

An Information Securi ty Management Program (ISMP) shal l  

be developed, documented, approved, and implemented 

that includes  adminis trative, technica l , and phys ica l  

safeguards  to protect assets  and data  from loss , misuse, 

unauthorized access , disclosure, a l teration, and 

destruction. The securi ty program shal l  include, but not be 

l imited to, the fol lowing areas  insofar as  they relate to 

the characteris tics  of the bus iness :

 • Risk management

 • Securi ty pol icy

 • Organization of information securi ty

 • Asset management

 • Human resources  securi ty

 • Phys ica l  and environmental  securi ty

 • Communications  and operations  management

 • Access  control



Human Resources

Background Screening

HRS-

02

HRS-02.1 Pursuant to loca l  laws , regulations , ethics , and contractual  

constra ints , a l l  employment candidates , contractors , and 

third parties  shal l  be subject to background veri fication 

proportional  to the data  class i fication to be accessed, the 

bus iness  requirements , and acceptable ri sk.

Pursuant to loca l  laws , regulations , ethics , and contractual  

constra ints , are a l l  employment candidates , contractors , 

and involved third parties  subject to background 

veri fication?

X Come previs to da l  GDPR e da l la  ISO 9001 e 27001.

S3.11.0 (S3.11.0) Procedures  exis t to help ensure 

that personnel  respons ible for the des ign, 

development, implementation, and 

operation of systems affecting 

confidentia l i ty and securi ty have the 

qual i fications  and resources  to ful fi l l  their 

respons ibi l i ties .

CC1.3

CC1.4
E.2 E.2 63 (B)        

HR-01

Schedule 1 

(Section 5), 4.7 

Safeguards , 

Subsec. 4.7.3

COBIT 4.1 PO 7.6 APO07.01

APO07.05

APO07.06

312.8 and 

312.10

BOSS > Human 

Resources  

Securi ty > 

Background 

Screening

shared x None 6.01. (a) Article 17 NIST SP 800-53 R3 PS-2

NIST SP 800-53 R3 PS-3

NIST SP 800-53 R3 PS-2

NIST SP 800-53 R3 PS-3

1.2.9 02.b A.8.1.2 A.7.1.1 ITAR 22 

CFR § 

120.17 

EAR 15 

CFR 

§736.2 (b)

Commandment 

#2

Commandment 

#3

Commandment 

#6

Commandment 

#9

CIP-004-3 - 

R2.2

PS-2

PS-3

9,29 9.2.5.C.01.

9.2.6.C.01.

9.2.6.C.02.

9.2.7.C.01.

9.2.8.C.01.

9.2.8.C.02.

9.2.9.C.01.

9.2.10.C.01.

9.2.10.C.02.

9.2.11.C.01.

9.2.12.C.01.

9.2.12.C.02.

9.2.13.C.01.

9.2.14.C.01.

9.2.14.C.02.

9.2.14.C.03.

9.2.14.C.04.

9.2.15.C.01.

PA27 BSGP PCI DSS v2.0 12.7

PCI DSS v2.0 

12.8.3

12.7

12.8.3

12.7

12.8.3

E.3 

HRS-03.1 Do you speci fica l ly tra in your employees  regarding their 

speci fic role and the information securi ty controls  they 

must ful fi l l?
X Come previs to da l la  norma ISO 9001 ed ISO 27001.

HRS-03.2 Do you document employee acknowledgment of tra ining 

they have completed?
X Come previs to da l la  norma ISO 9001 ed ISO 27001.

HRS-03.3 Are a l l  personnel  required to s ign NDA or Confidentia l i ty 

Agreements  as  a  condition of employment to protect 

customer/tenant information?

X Come previs to da l la  norma ISO 9001 ed ISO 27001.

HRS-03.4 Is  success ful  and timed completion of the tra ining 

program cons idered a  prerequis i te for acquiring and 

mainta ining access  to sens i tive systems?
X Come previs to da l la  norma ISO 9001 ed ISO 27001.

HRS-03.5 Are personnel  tra ined and provided with awareness  

programs at least once a  year?
X Come previs to da l la  norma ISO 9001 ed ISO 27001.

HRS-04.1 Are documented pol icies , procedures , and guidel ines  in 

place to govern change in employment and/or 

termination? X Come previs to da l la  norma ISO 9001 ed ISO 27001.

HRS-04.2 Do the above procedures  and guidel ines  account for timely 

revocation of access  and return of assets?

X Come previs to da l la  norma ISO 9001 ed ISO 27001.

Human Resources

Portable / Mobile 

Devices

HRS-

05

HRS-05.1 Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, to manage bus iness  ri sks  associated with 

permitting mobi le device access  to corporate resources  

and may require the implementation of higher assurance 

compensating controls  and acceptable-use pol icies  and 

procedures  (e.g., mandated securi ty tra ining, s tronger 

identi ty, enti tlement and access  controls , and device 

monitoring).

Are pol icies  and procedures  establ ished and measures  

implemented to s trictly l imit access  to your sens i tive data  

and tenant data  from portable and mobi le devices  (e.g., 

laptops , cel l  phones , and personal  digi ta l  ass is tants  

(PDAs)), which are genera l ly higher-risk than non-portable 

devices  (e.g., desktop computers  at the provider 

organization’s  faci l i ties )?

X Come previs to da l la  norma ISO 9001 ed ISO 27001.

S3.4 (S3.4) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

CC5.6 G.11, G12, 

G.20.13, 

G.20.14

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

IS-32 COBIT 4.1 

DS5.11

COBIT 4.1 DS5.5

APO01.08

APO13.01

APO13.02

DSS05.01

DSS05.02

DSS05.03

DSS05.07

DSS06.03

DSS06.06

312.8 and 

312.10

Presentation 

Services  > 

Presentation 

Platform > 

Endpoints  - 

Mobi le Devices  

- Mobi le Device 

Management

shared x Domain 2 Article 17 NIST SP 800-53 R3 AC-17

NIST SP 800-53 R3 AC-18

NIST SP 800-53 R3 AC-19

NIST SP 800-53 R3 MP-2

NIST SP 800-53 R3 MP-6

NIST SP 800-53 R3 AC-17

NIST SP 800-53 R3 AC-17 (1)

NIST SP 800-53 R3 AC-17 (2)

NIST SP 800-53 R3 AC-17 (3)

NIST SP 800-53 R3 AC-17 (4)

NIST SP 800-53 R3 AC-17 (5)

NIST SP 800-53 R3 AC-17 (7)

NIST SP 800-53 R3 AC-17 (8)

NIST SP 800-53 R3 AC-18

NIST SP 800-53 R3 AC-18 (1)

NIST SP 800-53 R3 AC-18 (2)

NIST SP 800-53 R3 AC-19

NIST SP 800-53 R3 AC-19 (1)

NIST SP 800-53 R3 AC-19 (2)

NIST SP 800-53 R3 AC-19 (3)

NIST SP 800-53 R3 MP-2

NIST SP 800-53 R3 MP-2 (1)

NIST SP 800-53 R3 MP-4

NIST SP 800-53 R3 MP-4 (1)

NIST SP 800-53 R3 MP-6

NIST SP 800-53 R3 MP-6 (4)

1.2.6

3.2.4

8.2.6

45 CFR 164.310 

(d)(1)

01.x;09.o;09.u A.7.2.1

A.10.7.1

A.10.7.2

A.10.8.3

A.11.7.1

A.11.7.2

A.15.1.4

A.8.2.1

A.8.3.1

A.8.3.2

A.8.3.3

A.6.2.1

A.6.2.2

A.18.1.4

ITAR 22 

CFR § 

120.17 

EAR 15 

CFR 

§736.2 (b)

Al l CIP-007-3 - 

R7.1

AC-17

AC-18

AC-19

MP-2

MP-4

MP-6

19.1

19.2

19.3

21.1.8.C.01.

21.1.8.C.02.

21.1.8.C.03.

21.1.9.C.01.

21.1.9.C.02.

21.1.10.C.01

21.1.11.C.01.

21.1.11.C.02.

21.1.11.C.03.

21.1.11.C.04.

21.1.11.C.05.

21.1.12.C.01.

21.1.13.C.01.

21.1.14.C.01.

21.1.14.C.02

21.1.15.C.01.

21.1.15.C.02.

21.1.15.C.03.

21.1.16.C.01.

21.1.16.C.02.

21.1.17.C.01.

21.1.17.C.02.

21.1.18.C.01.

21.1.18.C.02.

21.1.18.C.03.

21.1.19.C.01.

21.1.20.C.01.

PA33

PA34

SGP

SGP

PCI DSS v2.0 9.7

PCI DSS v2.0 9.7.2

PCI DSS v2.0 9.8

PCI DSS v2.0 9.9 

PCI DSS v2.0 11.1

PCI DSS v2.0 12.3

11.1

12.3

11.1

12.3

A.1

B.2

Human Resources

Non-Disclosure 

Agreements

HRS-

06

HRS-06.1 Requirements  for non-disclosure or confidentia l i ty 

agreements  reflecting the organization's  needs  for the 

protection of data  and operational  deta i l s  sha l l  be 

identi fied, documented, and reviewed at planned 

interva ls .

Are requirements  for non-disclosure or confidentia l i ty 

agreements  reflecting the organization's  needs  for the 

protection of data  and operational  deta i l s  identi fied, 

documented, and reviewed at planned interva ls?
X Come previs to da l la  norma ISO 9001 ed ISO 27001.

S4.1.0 (S4.1.0) The enti ty’s  system avai labi l i ty, 

confidentia l i ty, process ing integri ty and 

securi ty performance is  periodica l ly 

reviewed and compared with the defined 

system avai labi l i ty and related securi ty 

pol icies .

CC4.1 C.2.5 Schedule 1 

(Section 5), 4.7 - 

Safeguards

LG-01 APO01.02

APO01.03

APO01.08

APO07.06

APO09.03

APO10.04

APO13.01

APO13.03

312.8 and 

312.10

BOSS > 

Compl iance > 

Intel lectual  

Property 

Protection

shared x Domain 3 Article 16 NIST SP 800-53 R3 PL-4

NIST SP 800-53 R3 PS-6

NIST SP 800-53 R3 SA-9

NIST SP 800-53 R3 PL-4

NIST SP 800-53 R3 PS-6

NIST SP 800-53 R3 SA-9

NIST SP 800-53 R3 SA-9 (1)

1.2.5 05.e ISO/IEC 

27001:2005

Annex A.6.1.5

A.13.2.4 ITAR 22 

CFR § 

120.17 

EAR 15 

CFR 

§736.2 (b)

Commandment 

#6

Commandment 

#7

Commandment 

#8

Commandment 

#9

PL-4

PS-6

SA-9

DI-2 DATA INTEGRITY 

AND DATA INTEGRITY 

BOARD 

a. Documents  

processes  to ensure 

the integri ty of 

personal ly 

identi fiable 

information (PII) 

PA7 BSGP PCI DSS v2.0 

12.8.2

PCI DSS v2.0 

12.8.3

PCI DSS v2.0 

12.8.4

E.3 

Human Resources

Roles / 

Responsibilities

HRS-

07

HRS-07.1 Roles  and respons ibi l i ties  of contractors , employees , and 

third-party users  shal l  be documented as  they relate to 

information assets  and securi ty.

Do you provide tenants  with a  role defini tion document 

clari fying your adminis trative respons ibi l i ties  versus  those 

of the tenant?

X Vedi  documentazione contrattuale e Privacy.

S1.2.f (S1.2.f) f. Ass igning respons ibi l i ty and 

accountabi l i ty for system avai labi l i ty, 

confidentia l i ty, process ing integri ty and 

related securi ty.

B.1 B.1.5, 

D.1.1,D.1.3.3, 

E.1, F.1.1, 

H.1.1, K.1.2

5 (B) Schedule 1 

(Section 5) 4.1 

Accountabi l i ty

IS-13 COBIT 4.1 DS5.1 APO01.02

APO01.03

APO01.08

APO07.06

APO09.03

APO10.04

APO13.01

APO13.03

312.3, 312.8 and 

312.10

BOSS > Human 

Resources  

Securi ty > Roles  

and 

Respons ibi l i tie

s

shared x Domain 2 Article 17 NIST SP 800-53 R3 PL-4

NIST SP 800-53 R3 PS-1

NIST SP 800-53 R3 PS-2

NIST SP 800-53 R3 PS-6

NIST SP 800-53 R3 PS-7

NIST SP 800-53 R3 PL-4

NIST SP 800-53 R3 PS-1

NIST SP 800-53 R3 PS-2

NIST SP 800-53 R3 PS-6

NIST SP 800-53 R3 PS-7

99.31(a)(1)(i i ) 1.2.9

8.2.1

02.a;05.c;06.g Clause 5.1 c)

A.6.1.2

A.6.1.3

A.8.1.1

Clause 5.3

A.6.1.1

A.6.1.1

Commandment 

#6

Commandment 

#7

Commandment 

#8

AT-3

PL-4

PM-10

PS-1

PS-6

PS-7

AR-1 GOVERNANCE 

AND PRIVACY 

PROGRAM

Control : The 

organization:

Supplemental  

Guidance: The 

development and 

implementation of a  

comprehens ive 

governance and 

privacy program 

2,2 2.2.5.C.01.

2.2.5.C.02.

2.2.6.C.01.

2.2.6.C.02.

2.2.7.C.01.

PA9

PA24

BSGP 12.8.5 12.8.5 C.1 

HRS-08.1 Do you provide documentation regarding how you may 

access  tenant data  and metadata?
X

HRS-08.2 Do you col lect or create metadata  about tenant data  usage 

through inspection technologies  (e.g., search engines , 
X

HRS-08.3 Do you a l low tenants  to opt out of having their 

data/metadata  accessed via  inspection technologies?

X

HRS-09.1 Do you provide a  formal , role-based, securi ty awareness  

tra ining program for cloud-related access  and data  

management i ssues  (e.g., multi -tenancy, national i ty, cloud 

del ivery model , segregation of duties  impl ications , and 

confl icts  of interest) for a l l  persons  with access  to tenant 

data?

X Come previs to da l la  norma ISO 9001 ed ISO 27001.

HRS-09.2 Are adminis trators  and data  s tewards  properly educated 

on their lega l  respons ibi l i ties  with regard to securi ty and 

data  integri ty?
X Come previs to da l la  norma ISO 9001 ed ISO 27001.

HRS-10.1 Are users  made aware of their respons ibi l i ties  for 

mainta ining awareness  and compl iance with publ ished 

securi ty pol icies , procedures , s tandards , and appl icable 

regulatory requirements?

X Come previs to da l la  norma ISO 9001 ed ISO 27001.

HRS-10.2 Are users  made aware of their respons ibi l i ties  for 

mainta ining a  safe and secure working environment?
X Come previs to da l la  norma ISO 9001 ed ISO 27001 e da l  GDPR.

HRS-10.3 Are users  made aware of their respons ibi l i ties  for leaving 

unattended equipment in a  secure manner?
X Come previs to da l la  norma ISO 9001 ed ISO 27001.

HRS-11.1 Do your data  management pol icies  and procedures  

address  tenant and service level  confl icts  of interests?
X Come previs to da l la  norma ISO 9001 ed ISO 27001.

1.1;1.2;1.3;1.4;1.12;

3.3

HRS-11.2 Do your data  management pol icies  and procedures  

include a  tamper audit or software integri ty function for 

unauthorized access  to tenant data?
X

1.1;1.2;1.3;1.4;1.12;

3.3

HRS-11.3 Does  the vi rtua l  machine management infrastructure 

include a  tamper audit or software integri ty function to 

detect changes  to the bui ld/configuration of the vi rtua l  

machine?

X

1.1;1.2;1.3;1.4;1.12;

3.3

IAM-01.1 Do you restrict, log, and monitor access  to your information 

securi ty management systems (e.g., hypervisors , fi rewal ls , 

vulnerabi l i ty scanners , network sni ffers , APIs , etc.)?

X Come previs to da l la  norma ISO 27001, nonché dal la  norma sugl i  ADS.

1.1;1.2;1.3;1.4;1.12;

2.1;2.4;2.7;3.1;3.3;3.

4;3.5;3.6;3.7;3.8;3.9;

3.10;3.11;3.12;3.13;

3.14

IAM-01.2 Do you monitor and log privi leged access  (e.g., 

adminis trator level ) to information securi ty management 

systems?

X Come previs to da l la  norma ISO 27001, nonché dal la  norma sugl i  ADS.

1.1;1.2;1.3;1.4;1.12;

2.1,2.4;2.7;3.1;3.3;3.

4;3.5;3.6;3.7;3.8;3.9;

3.10;3.11;3.12;3.13;
IAM-02.1 Do you have controls  in place ensuring timely removal  of 

systems access  that i s  no longer required for bus iness  

purposes?

X Sono attivi  control l i  speci fici .

1.1;1.2;1.3;1.4;1.12;

2.8;3.7

IAM-02.2 Do you provide metrics  to track the speed with which you 

are able to remove systems access  that i s  no longer 

required for bus iness  purposes?

X

1.1;1.2;1.3;1.4;1.12;

2.8;3.7

Identity & Access 

Management

Diagnostic / 

Configuration Ports 

Access

IAM-

03

IAM-03.1 User access  to diagnostic and configuration ports  shal l  be 

restricted to authorized individuals  and appl ications .

Do you use dedicated secure networks  to provide 

management access  to your cloud service infrastructure?

X CREDO DI Sì

S3.2.g (S3.2.g) g. Restriction of access  to system 

configurations , superuser functional i ty, 

master passwords , powerful  uti l i ties , and 

securi ty devices  (for example, fi rewal ls ).

CC5.1 H1.1, H1.2, 

G.9.15

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

IS-30 COBIT 4.1 DS5.7 APO13.01

DSS05.02

DSS05.03

DSS05.05

DSS06.06

312.8 and 

312.10

SRM > Privi lege 

Management 

Infrastructure > 

Privi lege Usage 

Management - 

Resource 

Protection

provider x Domain 2 NIST SP 800-53 R3 CM-7

NIST SP 800-53 R3 MA-4

NIST SP 800-53 R3 MA-5

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-2

NIST SP 800-53 R3 AC-2 (1)

NIST SP 800-53 R3 AC-2 (2)

NIST SP 800-53 R3 AC-2 (3)

NIST SP 800-53 R3 AC-2 (4)

NIST SP 800-53 R3 AC-2 (7)

NIST SP 800-53 R3 AC-5

NIST SP 800-53 R3 AC-6

NIST SP 800-53 R3 AC-6 (1)

NIST SP 800-53 R3 AC-6 (2)

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 AU-2

NIST SP 800-53 R3 AU-6

NIST SP 800-53 R3 AU-6 (1)

NIST SP 800-53 R3 AU-6 (3)

NIST SP 800-53 R3 SI-4

NIST SP 800-53 R3 SI-4 (2)

NIST SP 800-53 R3 SI-4 (4)

NIST SP 800-53 R3 SI-4 (5)

NIST SP 800-53 R3 SI-4 (6)

8.2.2 01.l A.10.6.1

A.11.1.1

A.11.4.4

A.11.5.4

A.13.1.1

A.9.1.1

A.9.4.4

Commandment 

#3

Commandment 

#4

Commandment 

#5

Commandment 

#6

Commandment 

#7

Commandment 

#8

CIP-007-3 - 

R2

CM-7

MA-3

MA-4

MA-5

15,4 16.5.6.C.01.

16.5.6.C.02.

16.5.7.C.01.

16.5.8.C.01.

16.5.9.C.01.

16.5.10.C.01.

16.5.10.C.02.

16.5.11.C.01.

16.5.11.C.02

16.5.11.C.03.

16.5.12.C.01

16.5.12.C.02.

16.5.12.C.03.

16.5.13.C.01.

16.5.13.C.02.

16.5.13.C.03.

16.5.13.C.04.

16.5.14.C.01.

PCI-DSS v2.0 

9.1.2

1.2.2

7.1

7.1.2

7.1.3

7.2

7.2.3

9.1.2

9.1.3

1.2.2

7.1

7.1.2

7.1.3

7.2

7.2.3

9.1.2

9.1.3

O.5 

IAM-04.1 Do you manage and s tore the identi ty of a l l  personnel  who 

have access  to the IT infrastructure, including their level  of 
X Come previs to da l la  norma ISO 27001, nonché dal la  norma sugl i  ADS.

1.1;1.2;1.3;1.4;1.12

IAM-04.2 Do you manage and s tore the user identi ty of a l l  

personnel  who have network access , including their level  
X Come previs to da l la  norma ISO 27001, nonché dal la  norma sugl i  ADS.

1.1;1.2;1.3;1.4;1.12

Identity & Access 

Management

Segregation of Duties

IAM-

05

IAM-05.1 User access  pol icies  and procedures  shal l  be establ ished, 

and supporting bus iness  processes  and technica l  

measures  implemented, for restricting user access  as  per 

defined segregation of duties  to address  bus iness  ri sks  

associated with a  user-role confl ict of interest.

Do you provide tenants  with documentation on how you 

mainta in segregation of duties  within your cloud service 

offering?

X Sonalmente su richiesta  e diestro speci fici  accordi .

S3.2.a (S3.2.a) a . Logica l  access  securi ty measures  

to restrict access  to information resources  

not deemed to be publ ic.

CC5.1 Schedule 1 

(Section 5) 4.7 

Safeguards , 

Subs . 4.7.3(b)

IS-15 1.1;1.2;1.3;1.4;1.12 COBIT 4.1 DS 5.4 APO01.03

APO01.08

APO13.02

DSS05.04

DSS06.03

312.8 and 

312.10

ITOS > Resource 

Management > 

Segregation of 

Duties

shared x Domain 2 6.04.01. (d)

6.04.08.02. 

(a)

Article 17 NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-2

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 AU-2

NIST SP 800-53 R3 AU-6

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-2

NIST SP 800-53 R3 AC-2 (1)

NIST SP 800-53 R3 AC-2 (2)

NIST SP 800-53 R3 AC-2 (3)

NIST SP 800-53 R3 AC-2 (4)

NIST SP 800-53 R3 AC-2 (7)

NIST SP 800-53 R3 AC-5

NIST SP 800-53 R3 AC-6

NIST SP 800-53 R3 AC-6 (1)

NIST SP 800-53 R3 AC-6 (2)

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 AU-2

NIST SP 800-53 R3 AU-6

NIST SP 800-53 R3 AU-6 (1)

NIST SP 800-53 R3 AU-6 (3)

NIST SP 800-53 R3 SI-4

NIST SP 800-53 R3 SI-4 (2)

NIST SP 800-53 R3 SI-4 (4)

NIST SP 800-53 R3 SI-4 (5)

NIST SP 800-53 R3 SI-4 (6)

99.31(a)(1)(i i ) 8.2.2 45 CFR 164.308 

(a)(1)(i i )(D)

45 CFR 164.308 

(a)(3)(i i )(A)

45 CFR 

164.308(a)(4)(i i

)(A) (New)

45 CFR 164.308 

(a)(5)(i i )(C)

45 CFR 164.312 

(b)

09.c A.10.1.3 A.6.1.2 Commandment 

#6

Commandment 

#7

Commandment 

#8

Commandment 

#10

CIP-007-3 

R5.1.1

AC-1

AC-2

AC-5

AC-6

AU-1

AU-6

SI-1

SI-4

3.0

3.1

3.2

3.3

3.4

3.5

1.1.26

1.1.32

3.1.8.C.01.

3.1.8.C.02.

3.1.8.C.03.

3.1.9.C.01.

3.2.7.C.01.

3.2.7.C.02.

3.2.7.C.03.

3.2.7.C.04.

3.2.7.C.05.

3.2.8.C.01.

3.2.9.C.01.

3.2.9.C.02.

3.2.9.C.03.

3.2.10.C.01.

3.2.10.C.02.

3.2.10.C.03.

3.2.11.C.01.

3.2.11.C.02.

3.2.11.C.03.

3.2.12.C.01.

3.2.12.C.02.

3.2.13.C.01.

3.2.14.C.01.

3.2.15.C.01.

3.2.16.C.01.

P PCI DSS v2.0 

6.4.2

6.4.2, 7.3

8.8

9.10

6.4.2; 7.3

8.8

9.10

H.3 

IAM-06.1 Are controls  in place to prevent unauthorized access  to 

your appl ication, program, or object source code, and 

assure i t i s  restricted to authorized personnel  only?

X

IAM-06.2 Are controls  in place to prevent unauthorized access  to 

tenant appl ication, program, or object source code, and 

assure i t i s  restricted to authorized personnel  only?

X

E.1 

F.3 

O.5 

H.3 

H.8

H.9

H.10

H.3 

H.3 

E.4 

E.5 

E.3 

E.1 

12.3

12.6

12.4.1

8.1.8

10.5

7.1.2

7.1.4

7.2

8.1

8.1.5

8.5

3.5.2;7.1;8.1;12.3.8;12.3.

9;12.5.4

7.3

8.8

9.10

6.4.1

6.4.2; 7.1

7.1.1

7.1.2

7.1.3

7.1.4

9.2.5.C.01.

9.2.6.C.01.

9.2.6.C.02.

9.2.7.C.01.

9.2.8.C.01.

9.2.8.C.02.

9.2.9.C.01.

9.2.10.C.01.

9.2.10.C.02.

9.2.11.C.01.

9.2.12.C.01.

9.2.12.C.02.

9.2.13.C.01.

01.a

Domain 

12

02.c

02.g

07.c

02.e

01.g;02.d

01.h

06.j

01.c;01.q

10.j

A.13.2.4

A.7.1.2

A.7.3.1

A.8.1.3

PCI DSS v2.0 12.4

PCI DSS v2.0 

12.8.2

PS-4

PS-5

A.9.1.1

A.9.2.1,

A.9.2.2

A.9.2.5

A.9.1.2

A.9.4.1

Annex

A.9.2

A.9.2.1

A.9.2.2

Clause

5.2(c)

5.3(a),

5.3(b),

7.5.3(b)

7.5.3(d)

Human Resources

Employment 

Agreements

HRS-

03

Employment agreements  shal l  incorporate provis ions  

and/or terms  for adherence to establ ished information 

governance and securi ty pol icies  and must be s igned by 

newly hi red or on-boarded workforce personnel  (e.g., ful l  

or part-time employee or contingent s taff) prior to granting 

workforce personnel  user access  to corporate faci l i ties , 

resources , and assets .

S2.2.0 (S2.2.0) The securi ty obl igations  of users  

and the enti ty's  securi ty commitments  to 

users  are communicated to authorized 

users

C.1 E.3.5 66 (B) Schedule 1 

(Section 5) 4.7 

Safeguards , 

Subsec. 4.7.4

HR-02 COBIT DS 2.1 None Article 17 NIST SP 800-53 R3 PS-1

NIST SP 800-53 R3 PS-2

NIST SP 800-53 R3 PS-6

NIST SP 800-53 R3 PS-7

NIST SP 800-53 R3 PS-1

NIST SP 800-53 R3 PS-2

NIST SP 800-53 R3 PS-6

NIST SP 800-53 R3 PS-7

1.2.9

8.2.6
45 CFR 

164.310(a)(1) 

(New)

45 CFR 

164.308(a)(4)(i ) 

(New)

A.6.1.5

A.8.1.3

ITAR 22 

CFR § 

120.17 

EAR 15 

CFR 

§736.2 (b)

Commandment 

#6

Commandment 

#7

PL-4

PS-6

PS-7

BOSS > Human 

Resources  

Securi ty > 

Employee Code 

of Conduct

shared x

shared x

45 CFR 164.310 

(b)

A.7.1.3 Commandment 

#1

Commandment 

#2

Commandment 

#3

Human Resources

Employment 

Termination

HRS-

04

Roles  and respons ibi l i ties  for performing employment 

termination or change in employment procedures  shal l  be 

ass igned, documented, and communicated.

Human Resources

Acceptable Use

HRS-

08

Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, for defining a l lowances  and conditions  for 

permitting usage of organizational ly-owned or managed 

user end-point devices  (e.g., i s sued workstations , laptops , 

and mobi le devices ) and IT infrastructure network and 

systems components . Additional ly, defining a l lowances  

and conditions  to permit usage of personal  mobi le 

devices  and associated appl ications  with access  to 

corporate resources  (i .e., BYOD) shal l  be cons idered and 

incorporated as  appropriate.

NIST SP 800-53 R3 AC-2

NIST SP 800-53 R3 AC-8

NIST SP 800-53 R3 AC-20

NIST SP 800-53 R3 PL-4

NIST SP 800-53 R3 AC-8

NIST SP 800-53 R3 AC-20

NIST SP 800-53 R3 AC-20 (1)

NIST SP 800-53 R3 AC-20 (2)

NIST SP 800-53 R3 PL-4

8.1.0

45 CFR 164.308 

(a)(3)(i i )(C)

A.8.3.1 Commandment 

#6

Commandment 

#7

APO01.02

APO07.05

APO07.06

APO01.03

APO01.08

APO13.01

APO13.02

DSS05.04

DSS06.06

SRM > Pol icies  

and Standards  

> Information 

Securi ty 

Pol icies

shared x AC-8

AC-20

PL-4

PCI-DSS v2.0 

12.3.5

312.8 and 

312.10

312.4, 312.8 and 

312.10

BOSS > Human 

Resources  

Securi ty > Roles  

and 

Respons ibi l i tie

s

S3.2.d

S3.8.e

(S3.2.d) Procedures  exis t to restrict logica l  

access  to the system and information 

resources  mainta ined in the system 

including, but not l imited to, the fol lowing 

matters :

d. The process  to make changes  and 

updates  to user profi les

(S3.8.e) e. Procedures  to prevent customers , 

groups  of individuals , or other enti ties  

from access ing confidentia l  information 

other than their own

E.6 HR-03 COBIT 4.1 PO 7.8 None Article 17 NIST SP 800-53 R3 PS-2

NIST SP 800-53 R3 PS-4

NIST SP 800-53 R3 PS-5

NIST SP 800-53 R3 PS-6

NIST SP 800-53 R3 PS-8

NIST SP 800-53 R3 PS-2

NIST SP 800-53 R3 PS-4

NIST SP 800-53 R3 PS-5

NIST SP 800-53 R3 PS-6

NIST SP 800-53 R3 PS-8

8.2.2

10.2.5

S1.2

S3.9

(S1.2) The enti ty’s  securi ty pol icies  include, 

but may not be l imited to, the fol lowing 

matters : 

(S3.9) Procedures  exis t to provide that 

i ssues  of noncompl iance with securi ty 

pol icies  are promptly addressed and that 

corrective measures  are taken on a  timely 

bas is .

B.3 B.1.7, D.1.3.3, 

E.3.2, E.3.5.1, 

E.3.5.2

Schedule 1 

(Section 5) 4.1 

Accountabi l i ty, 

Subs . 4.1.4

IS-26 COBIT 4.1 DS 5.3 Domain 2 Article 5, Article 6

Article 7

Human Resources

Training / Awareness

HRS-

09

A securi ty awareness  tra ining program shal l  be 

establ ished for a l l  contractors , thi rd-party users , and 

employees  of the organization and mandated when 

appropriate. Al l  individuals  with access  to organizational  

data  shal l  receive appropriate awareness  tra ining and 

regular updates  in organizational  procedures , processes , 

and pol icies  relating to their profess ional  function 

relative to the organization.

S1.2.k

S2.2.0

(S1.2.k) The enti ty's  securi ty pol icies  

include, but may not be l imited to, the 

fol lowing matters :

k.       Providing for tra ining and other 

resources  to support i ts  system securi ty 

pol icies

(S2.2.0) The securi ty obl igations  of users  

and the enti ty’s  securi ty commitments  to 

users  are communicated to authorized 

users .

E.1 E.4 65 (B) Schedule 1 

(Section 5) 4.1 

Accountabi l i ty, 

Subs . 4.1.4; 4.7 

Safeguards , 

Subs . 4.7.4

IS-11 COBIT 4.1 PO 7.4 Domain 2 6.01. (c)

6.02. (e)

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AT-2

NIST SP 800-53 R3 AT-3

NIST SP 800-53 R3 AT-4

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AT-2

NIST SP 800-53 R3 AT-3

NIST SP 800-53 R3 AT-4

1.2.10

8.2.1

APO01.03

APO01.08

APO07.03

APO07.06

APO13.01

APO13.03

312.8 and 

312.10

45 CFR 164.308 

(a)(5)(i )

45 CFR 164.308 

(a)(5)(i i )(A)

Clause 5.2.2

A.8.2.2

Commandment 

#3

Commandment 

#6

SRM > GRC > shared x

AC-11

MP-2

MP-3

MP-4

Chapter VI, Section I, 

Article 39 and Chapter VI, 

Section II , Article 41

CIP-004-3 - 

R1 - R2 - 

R2.1

AT-1

AT-2

AT-3

AT-4

PCI DSS v2.0 

12.6

PCI DSS v2.0 

12.6.1

PCI DSS v2.0 

12.6.2

1.2.10

8.2.1

45 CFR 164.308 

(a)(5)(i i )(D)

Clause 5.2.2

A.8.2.2

A.11.3.1

A.11.3.2

Commandment 

#5 

Commandment 

#6

Commandment 

#7

Chapter VI, Section I, 

Article 39 and Chapter VI, 

Section II , Article 41

99.31(a)(1)(i i ) 9.1.3.C.01.

9.1.4.C.01.

9.1.4.C.02.

9.1.5.C.01.

9.1.5.C.02.

9.1.5.C.03.

9.1.6.C.01.

9.1.7.C.01.

3.2.17.C.01

3.2.18.C.01

3.3.13.C.01

3.3.13.C.02

3.3.14.C.01

3.3.14.C.02

3.3.14.C.03

9.1.3.C.01.

9.1.4.C.01.

9.1.4.C.02.
8.1.9.C.01.

8.1.10.C.01.

8.1.10.C.02.

8.1.11.C.01.

8.1.12.C.01.

Clause 7.2(a), 

7.2(b)

A.7.2.2

Clause 7.2(a), 

7.2(b)

A.7.2.2

A.9.3.1

A.11.2.8

Clause 7.2(a), 

7.2(b)

A.7.2.2

A.11.1.5

A.9.3.1

A.11.2.8

A.11.2.9

16.5.6.C.01.

16.5.6.C.02.

16.5.7.C.01.

16.5.8.C.01.

16.5.9.C.01.

16.5.10.C.01.

16.5.10.C.02.

16.5.11.C.01.

16.5.11.C.02

16.5.11.C.03.

16.5.12.C.01

Human Resources

User Responsibility

HRS-
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Al l  personnel  shal l  be made aware of their roles  and 

respons ibi l i ties  for:

 • Mainta ining awareness  and compl iance with 

establ ished pol icies  and procedures  and appl icable lega l , 

s tatutory, or regulatory compl iance obl igations .

 • Mainta ining a  safe and secure working environment

S2.3.0 (S2.3.0) Respons ibi l i ty and accountabi l i ty 

for the enti ty’s  system avai labi l i ty, 

confidentia l i ty, process ing integri ty and 

securi ty pol icies  and changes  and updates  

to those pol icies  are communicated to 

enti ty personnel  respons ible for 

implementing them.

E.1 E.4 65 (B)

66 (B)

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.4

IS-16 COBIT 4.1 PO 4.6 Domain 2 Article 17 NIST SP 800-53 R3 AT-2

NIST SP 800-53 R3 AT-3

NIST SP 800-53 R3 AT-4

NIST SP 800-53 R3 PL-4

NIST SP 800-53 R3 AT-2

NIST SP 800-53 R3 AT-3

NIST SP 800-53 R3 AT-4

NIST SP 800-53 R3 PL-4

NIST SP 800-53 R3 AC-11

NIST SP 800-53 R3 MP-1

NIST SP 800-53 R3 MP-2

NIST SP 800-53 R3 MP-2 (1)

NIST SP 800-53 R3 MP-3

NIST SP 800-53 R3 MP-4

NIST SP 800-53 R3 MP-4 (1)

CC3.2 APO01.02

APO01.03

APO01.08

APO07.03

APO07.06

APO13.01

APO13.03

APO01.02

APO01.03

APO01.08

APO07.03

APO07.06

APO13.01

APO13.03

DSS05.03

DSS06.06

312.8 and 

312.10

312.8 and 

312.10

A.15.3.2 Commandment 

#2

Commandment 

#5

Commandment 

#11

CIP-003-3 - 

R5.2

AU-9

AU-11

AU-14

AT-2

AT-3

AT-4

PL-4

PCI DSS v2.0 

8.5.7

PCI DSS v2.0 

12.6.1

Human Resources

Workspace

HRS-

11

Pol icies  and procedures  shal l  be establ ished to require 

that unattended workspaces  do not have openly vis ible 

(e.g., on a  desktop) sens i tive documents  and user 

computing sess ions  had been disabled after an 

establ ished period of inactivi ty.

S3.3.0

S3.4.0

(S3.3.0) Procedures  exis t to restrict phys ica l  

access  to the defined system including, but 

not l imited to, faci l i ties , backup media , 

and other system components  such as  

fi rewal ls , routers , and servers .

(S3.4.0) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

E.1 E.4 Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

IS-17 Domain 2 NIST SP 800-53 R3 MP-1

NIST SP 800-53 R3 MP-2

8.2.3 Clause 5.2.2

A.8.2.2

A.9.1.5

A.11.3.1

A.11.3.2

A.11.3.3

ITAR 22 

CFR § 

120.17 

EAR 15 

CFR 

§736.2 (b)

Commandment 

#5 

Commandment 

#6

Commandment 

#7

Commandment 

#11

S3.2.0 (S3.2.0) Procedures  exis t to restrict logica l  

access  to the defined system including, but 

not l imited to, the fol lowing matters :

c. Regis tration and authorization of new 

users .

d. The process  to make changes  to user 

profi les .

g. Restriction of access  to system 

configurations , superuser functional i ty, 

master passwords , powerful  uti l i ties , and 

securi ty devices  (for example, fi rewal ls ).

B.1 B.1.8, B.1.21, 

B.1.28,  E.6.2, 

H.1.1, K.1.4.5,

8 (B)

40 (B)

41 (B)

42 (B)

43 (B)

44 (C+)

Schedule 1 

(Section 5) 4.1 

Accountabi l i ty, 

Subs . 4.1.4; 4.7 

Safeguards , 

Subs . 4.7.4

IS-07 COBIT 4.1 DS 5.4 Domain 2 6.01. (b)

6.01. (d)

6.02. (e)

6.03. (b)

6.03.04. (b)

6.03.04. (c)

6.03.05. (b)

6.03.05. (d)

6.03.06. (b)

6.04.01. (c)

6.04.01. (f)

6.04.02. (a)

6.04.02. (b)

6.04.02. (c)

6.04.03. (b)

6.04.06. (a)

6.04.08. (a)

6.04.08. (b)

6.04.08. (c)

6.04.08.03. 

(a)

6.04.08.03. 

(b)

Article 17 NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-7

NIST SP 800-53 R3 AC-14

NIST SP 800-53 R3 IA-1

Identity & Access 

Management

Audit Tools Access

IAM-

01

Access  to, and use of, audit tools  that interact with the 

organization's  information systems shal l  be appropriately 

segmented and restricted to prevent compromise and 

misuse of log data.

S3.2.g (S3.2.g) g. Restriction of access  to system 

configurations , superuser functional i ty, 

master passwords , powerful  uti l i ties , and 

securi ty devices  (for example, fi rewal ls ).

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

IS-29 COBIT 4.1 DS 5.7 Domain 2 6.03. (i )

6.03. (j)

NIST SP 800-53 R3 AU-9

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-7

NIST SP 800-53 R3 AC-10

NIST SP 800-53 R3 AC-14

NIST SP 800-53 R3 IA-1

8.1.0

NIST SP 800-53 R3 AU-9

NIST SP 800-53 R3 AU-9 (2)

8.2.1

45 CFR 164.308 

(a)(3)(i )

45 CFR 164.312 

(a)(1)

45 CFR 164.312 

(a)(2)(i i )

45 CFR  

164.308(a)(4)(i i

)(B) (New)

45 CFR 

164.308(a)(4)(i i

)(c ) (New)

A.11.1.1

A.11.2.1

A.11.2.4

A.11.4.1

A.11.5.2

A.11.6.1

S3.2.g Commandment 

#6

Commandment 

#7

Commandment 

#8

CIP-007-3 - 

R5.1 - 

R5.1.2

AC-1

IA-1

PCI DSS v2.0 

3.5.1

PCI DSS v2.0 

8.5.1

PCI DSS v2.0 

12.5.4

Identity & Access 

Management

Policies and 

Procedures

IAM-

04

Pol icies  and procedures  shal l  be establ ished to s tore and 

manage identi ty information about every person who 

accesses  IT infrastructure and to determine their level  of 

access . Pol icies  shal l  a lso be developed to control  access  

Identity & Access 

Management

Source Code Access 

Restriction

IAM-

06

Access  to the organization's  own developed appl ications , 

program, or object source code, or any other form of 

intel lectual  property (IP), and use of proprietary software 

shal l  be appropriately restricted fol lowing the rule of 

least privi lege based on job function as  per establ ished 

user access  pol icies  and procedures .

S3.13.0 (S3.13.0) Procedures  exis t to provide that 

only authorized, tested, and documented 

changes  are made to the system.

I.2.7.2, I .2.9, 

I .2.10, I .2.15

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

IS-33 Domain 2 Article 17

Identity & Access 

Management

User Access Policy

NIST SP 800-53 R3 CM-5

NIST SP 800-53 R3 CM-5 (1)

NIST SP 800-53 R3 CM-5 (5)

1.2.6

6.2.1

IAM-

02

User access  pol icies  and procedures  shal l  be establ ished, 

and supporting bus iness  processes  and technica l  

measures  implemented, for ensuring appropriate identi ty, 

enti tlement, and access  management for a l l  internal  

corporate and customer (tenant) users  with access  to data  

and organizational ly-owned or managed (phys ica l  and 

vi rtua l ) appl ication interfaces  and infrastructure network 

and systems components . These pol icies , procedures , 

processes , and measures  must incorporate the fol lowing:

 • Procedures , supporting roles , and respons ibi l i ties  for 

provis ioning and de-provis ioning user account 

enti tlements  fol lowing the rule of least privi lege based 

on job function (e.g., internal  employee and contingent 

s taff personnel  changes , customer-control led access , 

suppl iers ' bus iness  relationships , or other thi rd-party 

bus iness  relationships )

 • Bus iness  case cons iderations  for higher levels  of 

assurance and multi -factor authentication secrets  (e.g., 

management interfaces , key generation, remote access , 

segregation of duties , emergency access , large-sca le 

provis ioning or geographica l ly-dis tributed deployments , 

and personnel  redundancy for cri tica l  systems)

 • Access  segmentation to sess ions  and data  in multi -

tenant architectures  by any thi rd party (e.g., provider 

and/or other customer (tenant))

 • Identi ty trust veri fication and service-to-service 

appl ication (API) and information process ing 

interoperabi l i ty (e.g., SSO and federation)

 • Account credentia l  l i fecycle management from 

ins tantiation through revocation

 • Account credentia l  and/or identi ty s tore minimization or 

re-use when feas ible

 • Authentication, authorization, and accounting (AAA) 

rules  for access  to data  and sess ions  (e.g., encryption and 

s trong/multi -factor, expireable, non-shared authentication 

secrets )

 • Permiss ions  and supporting capabi l i ties  for customer 

(tenant) controls  over authentication, authorization, and 

accounting (AAA) rules  for access  to data  and sess ions

 • Adherence to appl icable lega l , s tatutory, or regulatory 

compl iance requirements

Clause 4.3.3

A.12.4.3

A.15.1.3

ITAR 22 

CFR § 

120.17 

EAR 15 

CFR 

§736.2 (b)

Commandment 

#6

Commandment 

#7

Commandment 

#9

CM-5

CM-6

PCI-DSS v2.0 

6.4.1

PCI-DSS v2.0 

6.4.2

CC2.2

CC2.3

CC5.4

CC3.2

CC6.2

CC2.2

CC2.3

CC5.1

CC7.4

CC5.5

CC5.6

APO01.03

APO13.01

APO07.06

APO09.03

APO10.01

APO01.02

APO01.03

APO01.08

APO13.01

APO13.02

DSS05.04

DSS05.05

DSS05.06

DSS06.03

DSS06.06

APO01.03

APO01.08

APO13.01

APO13.02

APO01.03

APO01.08

APO13.02

DSS05.04

DSS06.03

APO01.03

APO01.08

APO13.01

APO13.02

DSS05.03

DSS05.05

312.8 and 

312.10

312.8 and 

312.10

312.3, 312.8 and 

312.10

SRM > Privi lege 

Management 

Infrastructure > 

Privi lege Usage 

Management

shared x

SRM > Pol icies  

and Standards  

>

shared x

BOSS > Human 

Resources  

Securi ty > 

Employee 

Awareness

shared x

BOSS > Data  

Governance > 

Clear Desk 

Pol icy

shared x

SRM > Pol icies  

and Standards  

> Information 

Securi ty 

ITOS > Service 

Support > 

Release 

Management - 

Source Code 

Management

shared x

AR-5 PRIVACY 

AWARENESS AND 

TRAINING

Control : The 

organization:

a . Develops , 

implements , and 

updates  a  

comprehens ive 

tra ining and 

awareness  s trategy 

a imed at ensuring 
UL-1 INTERNAL USE

Control : The 

organization uses  

personal ly 

identi fiable 

information (PII) 

internal ly only for the 

authorized purpose(s ) 

identi fied in the 

Privacy Act and/or in 

9,2

2.2

5.2

4.2

9,1

9,1

8,1

15,4

15.1

15.2

9.4

14.1

14.2

19.1

PCI DSS v2.0 

10.5.5

PA27 BSGP

PA27 BSGP

6.4.1

6.4.2, 7.1

7.1.1

7.1.2

7.1.3

7.1.4

5.2.3.C.01

5.2.3.C.02

16.1.13.C.01.

16.1.14.C.01

16.1.15.C.01.

16.1.15.C.02

16.1.16.C.01.

16.1.17.C.01

16.1.17.C.02.

16.1.18.C.01.

16.1.19.C.01.

16.1.20.C.01.

16.1.20.C.02

16.1.21.C.01.

16.1.21.C.02

16.1.22.C.01.

16.1.22.C.02.

16.1.22.C.03.

16.1.22.C.04.

16.1.23.C.01.

16.1.24.C.01

16.1.25.C.01.

16.1.26.C.01

16.1.26.C.02.

16.1.27.C.01

16.1.27.C.02.

16.1.28.C.01.

16.1.29.C.01.

16.1.29.C.02

16.1.29.C.03.

16.1.30.C.01

16.2.3.C.01.

16.2.3.C.02.

16.2.4.C.01.

16.2.5.C.01

16.2.6.C.01.

16.1.31.C.01

16.1.31.C.02

2.2.5.C.01.

2.2.5.C.02.

2.2.6.C.01.

2.2.6.C.02.

2.2.7.C.01.

4.4.4.C.01.

4.4.5.C.01

4.4.5.C.02.

4.4.5.C.03.

4.4.5.C.04.

4.4.6.C.01.

5.5.3.C.01

5.5.5.C.01

5.5.7.C.01

9.2.5.C.01

9.3.4.C.01.

9.3.5.C.01.

9.3.5.C.02.

9.3.6.C.01.

9.3.7.C.01.

9.3.7.C.02.

BSGP

8.1.8

10.5

7.1.2

7.1.4

7.2

8.1

8.1.5

8.5

3.5.1, 7.0

8.0

12.5.4

7.3

8.8

9.10

12,3

12,6

12,4



IAM-07.1 Do you provide multi -fa i lure disaster recovery capabi l i ty? X PCI DSS v2.0 

12.8.1IAM-07.2 Do you monitor service continuity with upstream providers  

in the event of provider fa i lure?
X

PCI DSS v2.0 

12.8.1

IAM-07.3 Do you have more than one provider for each service you 

depend on?
X Ad esclus ione del  Cloud Provider.

PCI DSS v2.0 

12.8.1

PCI DSS v2.0 IAM-07.4 Do you provide access  to operational  redundancy and 

continuity summaries , including the services  you depend 
X

Le informazioni  sono class i ficate e rese disponibi l i  solo per l 'ente di  

certi ficazione.

PCI DSS v2.0 

12.8.1

IAM-07.5 Do you provide the tenant the abi l i ty to declare a  disaster? X PCI DSS v2.0 

IAM-07.6 Do you provide a  tenant-triggered fa i lover option? X PCI DSS v2.0 

IAM-07.7 Do you share your bus iness  continuity and redundancy 

plans  with your tenants?
X

Le informazioni  sono class i ficate e rese disponibi l i  solo per l 'ente di  

certi ficazione.

PCI DSS v2.0 

12.8.1
IAM-08.1 Do you document how you grant and approve access  to 

tenant data?

X Come previs to da l la  ISO 27001. PCI DSS v2.0 

7.1IAM-08.2 Do you have a  method of a l igning provider and tenant data  

class i fication methodologies  for access  control  purposes? X Come previs to da l la  ISO 27001.

PCI DSS v2.0 

7.1

PCI DSS v2.0 

7.1.1
IAM-09.1 Does  your management provis ion the authorization and 

restrictions  for user access  (e.g., employees , contractors , 

customers  (tenants), bus iness  partners , and/or suppl iers ) 

prior to their access  to data  and any owned or managed 

(phys ica l  and vi rtua l ) appl ications , infrastructure systems, 

X Come previs to da l la  ISO 27001.

IAM-09.2 Do you provide upon request user access  (e.g., employees , 

contractors , customers  (tenants), bus iness  partners  and/or 

suppl iers ) to data  and any owned or managed (phys ica l  

and vi rtua l ) appl ications , infrastructure systems and 

network components?

X Come previs to da l la  ISO 27001.

IAM-10.1 Do you require at least annual  certi fication of 

enti tlements  for a l l  system users  and adminis trators  

(exclus ive of users  mainta ined by your tenants)?

X Come previs to nel  Sis tema di  Gestione ISO 27001 implementato.

1.1;1.2;1.3;1.4;1.12;

1.2;1.3;3.3

IAM-10.2 If users  are found to have inappropriate enti tlements , are 

a l l  remediation and certi fication actions  recorded?
X Come previs to nel  Sis tema di  Gestione ISO 27001 implementato.

1.1;1.2;1.3;1.4;1.12;

1.2;1.3;3.3

IAM-10.3 Wi l l  you share user enti tlement remediation and 

certi fication reports  with your tenants , i f inappropriate 

access  may have been a l lowed to tenant data?
X Come previs to nel  Sis tema di  Gestione ISO 27001 implementato.

1.1;1.2;1.3;1.4;1.12;

1.2;1.3;3.3

IAM-11.1 Is  timely deprovis ioning, revocation, or modification of 

user access  to the organizations  systems, information 

assets , and data  implemented upon any change in s tatus  

of employees , contractors , customers , bus iness  partners , 

or involved third parties?

X Come previs to nel  Sis tema di  Gestione ISO 27001 implementato.

1.1;1.2;1.3;1.4;1.12;

1.2;1.3;3.3
PCI DSS v2.0 

8.5.4

PCI DSS v2.0 

8.5.5

IAM-11.2 Is  any change in user access  s tatus  intended to include 

termination of employment, contract or agreement, change 

of employment or transfer within the organization?
X Come previs to nel  Sis tema di  Gestione ISO 27001 implementato.

1.1;1.2;1.3;1.4;1.12;

1.2;1.3;3.3
PCI DSS v2.0 

8.5.4

PCI DSS v2.0 

8.5.5

IAM-12.1 Do you support use of, or integration with, exis ting 

customer-based Single Sign On (SSO) solutions  to your 

service?
X Su richiesta .

1.1;1.2;1.3;1.4;1.12;

2.1

IAM-12.2 Do you use open s tandards  to delegate authentication 

capabi l i ties  to your tenants?
X

1.1;1.2;1.3;1.4;1.12;

2.1

IAM-12.3 Do you support identi ty federation s tandards  (e.g., SAML, 

SPML, WS-Federation, etc.) as  a  means  of 
X

1.1;1.2;1.3;1.4;1.12;

2.1

IAM-12.4 Do you have a  Pol icy Enforcement Point capabi l i ty (e.g., 

XACML) to enforce regional  lega l  and pol icy constra ints  on 

user access?

X

1.1;1.2;1.3;1.4;1.12;

2.1

IAM-12.5 Do you have an identi ty management system (enabl ing 

class i fication of data  for a  tenant) in place to enable both 

role-based and context-based enti tlement to data?

X

1.1;1.2;1.3;1.4;1.12;

2.1

IAM-12.6 Do you provide tenants  with s trong (multi factor) 

authentication options  (e.g., digi ta l  certs , tokens , 

biometrics , etc.) for user access?
X

1.1;1.2;1.3;1.4;1.12;

2.1

IAM-12.7 Do you a l low tenants  to use thi rd-party identi ty assurance 

services? X
1.1;1.2;1.3;1.4;1.12;

2.1

IAM-12.8 Do you support password (e.g., minimum length, age, 

his tory, complexi ty) and account lockout (e.g., lockout 

threshold, lockout duration) pol icy enforcement?

X

1.1;1.2;1.3;1.4;1.9;1.

12;2.1

IAM-12.9 Do you a l low tenants/customers  to define password and 

account lockout pol icies  for their accounts? X
1.1;1.2;1.3;1.4;1.12;

2.1

IAM-

12.10

Do you support the abi l i ty to force password changes  upon 

fi rs t logon? X

1.1;1.2;1.3;1.4;1.12;

2.1

IAM-

12.11

Do you have mechanisms  in place for unlocking accounts  

that have been locked out (e.g., sel f-service via  emai l , 

defined chal lenge questions , manual  unlock)?
X

1.1;1.2;1.3;1.4;1.12;

2.1

IAM-13.1 Are uti l i ties  that can s igni ficantly manage vi rtua l ized 

parti tions  (e.g., shutdown, clone, etc.) appropriately 

restricted and monitored?
X Come previs to da l la  ISO 27001.

IAM-13.2 Do you have the capabi l i ty to detect attacks  that target the 

vi rtua l  infrastructure di rectly (e.g., shimming, Blue Pi l l , 

Hyper jumping, etc.)?

X Sono attivi  servizi  di  IPS & IDS.

IAM-13.3 Are attacks  that target the vi rtua l  infrastructure prevented 

with technica l  controls?
X Sono attivi  servizi  di  IPS & IDS.

IVS-01.1 Are fi le integri ty (host) and network intrus ion detection 

(IDS) tools  implemented to help faci l i tate timely 

detection, investigation by root cause analys is , and 

response to incidents?

X

2.1;2.4;2.7;3.1;3.4;3.

5;3.6;3.7;3.8;3.9;3.1

0;3.11;3.12;3.13;3.1

4

IVS-01.2 Is  phys ica l  and logica l  user access  to audit logs  restricted 

to authorized personnel?
X

2.1;2.4;2.7;3.1;3.4;3.

5;3.6;3.7;3.8;3.9;3.1

0;3.11;3.12;3.13;3.1
IVS-01.3 Can you provide evidence that due di l igence mapping of 

regulations  and s tandards  to your 

controls/architecture/processes  has  been done?
X Attraverso gl i  Audt Esterni .

2.1;2.4;2.7;3.1;3.4;3.

5;3.6;3.7;3.8;3.9;3.1

0;3.11;3.12;3.13;3.1

4

IVS-01.4 Are audit logs  centra l ly s tored and reta ined?

X Come previs to da l la  ISO 27001.

2.1;2.4;2.7;3.1;3.4;3.

5;3.6;3.7;3.8;3.9;3.1

0;3.11;3.12;3.13;3.1

4

IVS-01.5 Are audit logs  reviewed on a  regular bas is  for securi ty 

events  (e.g., with automated tools )?

X Come previs to da l la  ISO 27001.

2.1;2.4;2.7;3.1;3.4;3.

5;3.6;3.7;3.8;3.9;3.1

0;3.11;3.12;3.13;3.1

4

IVS-02.1 Do you log and a lert any changes  made to vi rtua l  machine 

images  regardless  of their running s tate (e.g., dormant, off 

or running)?
X Il  Cloud Provider.

2.1;2.4;2.7;3.1;3.4;3.

5;3.6;3.7;3.8;3.9;3.1

0;3.11;3.12;3.13;3.1

4

IVS-02.2 Are changes  made to vi rtua l  machines , or moving of an 

image and subsequent va l idation of the image's  integri ty, 

made immediately ava i lable to customers  through 

electronic methods  (e.g., porta ls  or a lerts )?
X Il  Cloud Provider.

2.1;2.4;2.7;3.1;3.4;3.

5;3.6;3.7;3.8;3.9;3.1

0;3.11;3.12;3.13;3.1

4

Infrastructure & 

Virtualization Security

Clock Synchronization

IVS-03 IVS-03.1 A rel iable and mutual ly agreed upon external  time source 

shal l  be used to synchronize the system clocks  of a l l  

relevant information process ing systems to faci l i tate 

tracing and reconsti tution of activi ty timel ines .

Do you use a  synchronized time-service protocol  (e.g., NTP) 

to ensure a l l  systems have a  common time reference?
X

S3.7 (S3.7) Procedures  exis t to identi fy, report, 

and act upon system securi ty breaches  and 

other incidents .

CC6.2 G.7

G.8

G.13, G.14.8, 

G.15.5, G.16.8, 

G.17.6, G.18.3, 

G.19.2.6, 

G.19.3.1

20 (B)

28 (B)

30 (B)

35 (B)

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-12 2,1 COBIT 4.1 DS5.7 APO01.08

APO13.01

APO13.02

BAI03.05

DSS01.01

312.8 and 

312.10

Infra  Services  > 

Network 

Services  > 

Authori tative 

Time Source

provider x Domain 

10

6.03. (k) NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 AU-8

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 AU-8

NIST SP 800-53 R3 AU-8 (1)

09.a A.10.10.1

A.10.10.6

A.12.4.1

A.12.4.4

AU-1

AU-8

16.5.11.C.02

16.5.11.C.03

PCI DSS v2.0 

10.4

10,4 10.4; 10.4.1; 10.4.2; 

10.4.3

J.6 

IVS-04.1 Do you provide documentation regarding what levels  of 

system (e.g., network, s torage, memory, I/O, etc.) 

oversubscription you mainta in and under what 

ci rcumstances/scenarios?

X

IVS-04.2 Do you restrict use of the memory oversubscription 

capabi l i ties  present in the hypervisor?
X Il  Cloud Provider.

IVS-04.3 Do your system capaci ty requirements  take into account 

current, projected, and anticipated capaci ty needs  for a l l  

systems used to provide services  to the tenants?

X Viene effettuato regolarmente i l  capaci ty Management Review.

IVS-04.4 Is  system performance monitored and tuned in order to 

continuous ly meet regulatory, contractual , and bus iness  

requirements  for a l l  the systems used to provide services  

to the tenants?

X

Infrastructure & 

Virtualization Security

Management - 

Vulnerability 

Management

IVS-05 IVS-05.1 Implementers  shal l  ensure that the securi ty vulnerabi l i ty 

assessment tools  or services  accommodate the 

vi rtua l ization technologies  used (e.g., vi rtua l ization 

aware).

Do securi ty vulnerabi l i ty assessment tools  or services  

accommodate the vi rtua l ization technologies  being used 

(e.g., vi rtua l ization aware)? X

APO01.08

APO04.02

APO04.03

APO04.04

DSS05.03

DSS06.06

SRM > Threat 

and 

Vulnerabi l i ty 

Management > 

Vulnerabi l i ty 

Management

provider x Domain 1, 

13

10.m Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

22.2.11.C.01.

22.2.11.C.02.

22.2.11.C.03.

22.2.11.C.04.

22.2.12.C.01.

22.2.12.C.02.

6,1 6.1 V.1 

IVS-06.1 For your IaaS offering, do you provide customers  with 

guidance on how to create a  layered securi ty architecture 

equiva lence us ing your vi rtua l ized solution?

X

4,4

IVS-06.2 Do you regularly update network architecture diagrams 

that include data  flows  between securi ty domains/zones?
X Come previs to da l la  ISO 27001.

IVS-06.3 Do you regularly review for appropriateness  the a l lowed 

access/connectivi ty (e.g., fi rewal l  rules ) between securi ty 

domains/zones  within the network?

X Come previs to da l la  ISO 27001.

IVS-06.4 Are a l l  fi rewal l  access  control  l i s ts  documented with 

bus iness  justi fication?
X Come previs to da l la  ISO 27001.

Infrastructure & 

Virtualization Security

OS Hardening and 

Base Controls

IVS-07 IVS-07.1 Each operating system shal l  be hardened to provide only 

necessary ports , protocols , and services  to meet bus iness  

needs  and have in place supporting technica l  controls  

such as : antivi rus , fi le integri ty monitoring, and logging as  

part of their basel ine operating bui ld s tandard or 

template.

Are operating systems hardened to provide only the 

necessary ports , protocols , and services  to meet bus iness  

needs  us ing technica l  controls  (e.g., antivi rus , fi le integri ty 

monitoring, and logging) as  part of their basel ine bui ld 

s tandard or template?

X

APO13.01

APO13.02

BAI02.01

BAI03.02

BAI03.03

BAI03.04

BAI03.05

DSS05.01

DSS05.03

DSS06.06

SRM > Pol icies  

and Standards  

> Operational  

Securi ty 

Basel ines

shared x 01.l;10.h Annex

A.12.1.4

A.12.2.1

A.12.4.1

A.12.6.1

22.2.4

22.2.5

22.2.11.C.01.

22.2.11.C.02.

22.2.11.C.03.

22.2.11.C.04.

22.2.12.C.01.

22.2.12.C.02.

22.2.13.C.01.

22.2.13.C.02.

22.2.13.C.03.

22.2.13.C.04.

22.2.13.C.05.

22.2.13.C.06.

22.2.13.C.07.

22.2.14.C.01.

22.2.14.C.02.

22.2.14.C.03.

22.2.14.C.04.

22.2.14.C.05.

22.2.14.C.06.

22.2.14.C.07.

22.2.15.C.01.

22.2.15.C.02.

22.2.15.C.03.

2.1

2.2

2.5

5.1

2.1;2.2;2.5;5.1 U.2 

IVS-08.1 For your SaaS or PaaS offering, do you provide tenants  with 

separate environments  for production and test processes? X Come previs to da l la  ISO 27001.

IVS-08.2 For your IaaS offering, do you provide tenants  with 

guidance on how to create sui table production and test 

environments?

X

IVS-08.3 Do you logica l ly and phys ica l ly segregate production and 

non-production environments?

X Come previs to da l la  ISO 27001.

IVS-09.1 Are system and network environments  protected by a  

fi rewal l  or vi rtua l  fi rewal l  to ensure bus iness  and 
X

PCI DSS v2.0 

1.1
IVS-09.2 Are system and network environments  protected by a  

fi rewal l  or vi rtua l  fi rewal l  to ensure compl iance with 

legis lative, regulatory, and contractual  requirements?

X
PCI DSS v2.0 

1.1

PCI DSS v2.0 
IVS-09.3 Are system and network environments  protected by a  

fi rewal l  or vi rtua l  fi rewal l  to ensure separation of 

production and non-production environments?

X

PCI DSS v2.0 

1.1

PCI DSS v2.0 

IVS-09.4 Are system and network environments  protected by a  

fi rewal l  or vi rtua l  fi rewal l  to ensure protection and 

isolation of sens i tive data?
X

PCI DSS v2.0 

1.1

PCI DSS v2.0 

1.2IVS-10.1 Are secured and encrypted communication channels  used 

when migrating phys ica l  servers , appl ications , or data  to 

vi rtua l  servers? X

IVS-10.2 Do you use a  network segregated from production-level  

networks  when migrating phys ica l  servers , appl ications , or 

data  to vi rtua l  servers?
X

Infrastructure & 

Virtualization Security

VMM Security - 

Hypervisor Hardening

IVS-11 IVS-11.1 Access  to a l l  hypervisor management functions  or 

adminis trative consoles  for systems hosting vi rtua l ized 

systems shal l  be restricted to personnel  based upon the 

principle of least privi lege and supported through 

technica l  controls  (e.g., two-factor authentication, audit 

tra i l s , IP address  fi l tering, fi rewal ls , and TLS encapsulated 

communications  to the adminis trative consoles ).

Do you restrict personnel  access  to a l l  hypervisor 

management functions  or adminis trative consoles  for 

systems hosting vi rtua l ized systems based on the 

principle of least privi lege and supported through 

technica l  controls  (e.g., two-factor authentication, audit 

tra i l s , IP address  fi l tering, fi rewal ls  and TLS-encapsulated 

communications  to the adminis trative consoles )?

X

;2.8.3.7 APO13.01

APO13.02

DSS05.02

DSS05.04

DSS06.03

DSS06.06

SRM > Privi lege 

Management 

Infrastructure > 

Privi lege Use 

Management - 

Hypervisor 

Governance 

and 

Compl iance

provider X Domain 1, 
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01.c Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

6.1.2(c)(1),

6.1.2(c)(2)

16.1.13.C.01

16.1.14.C.01

16.1.15.C.01

16.1.15.C.02

16.1.17.C.02

16.1.19.C.01

16.1.27.C.01

3.5.1, 3.6.6 3.5.2;3.6.6 H.3 

V.4

IVS-12.1 Are pol icies  and procedures  establ ished and mechanisms  

configured and implemented to protect the wireless  

network environment perimeter and to restrict 

unauthorized wireless  traffic?

X

3.10;3.11;3.12;3.13;

3.14;4.3;4.4

IVS-12.2 Are pol icies  and procedures  establ ished and mechanisms  

implemented to ensure wireless  securi ty settings  are 

enabled with s trong encryption for authentication and 

transmiss ion, replacing vendor default settings  (e.g., 

encryption keys , passwords , SNMP community s trings )?

X

3.10;3.11;3.12;3.13;

3.14;4.3;4.4

IVS-12.3 Are pol icies  and procedures  establ ished and mechanisms  

implemented to protect wireless  network environments  

and detect the presence of unauthorized (rogue) network 

devices  for a  timely disconnect from the network?

X

3.10;3.11;3.12;3.13;

3.14;4.3;4.4

IVS-13.1 Do your network architecture diagrams clearly identi fy high-

risk environments  and data  flows  that may have lega l  

compl iance impacts?

X

IVS-13.2 Do you implement technica l  measures  and apply defense-

in-depth techniques  (e.g., deep packet analys is , traffic 

throttl ing and black-hol ing) for detection and timely 

response to network-based attacks  associated with 

anomalous  ingress  or egress  traffic patterns  (e.g., MAC 

spoofing and ARP poisoning attacks ) and/or dis tributed 

denia l -of-service (DDoS) attacks?

X Sia  da  parte di  Sis temi  HS che da  parte del  Cloud Provider.

Interoperability & 

Portability

APIs

IPY-01 IPY-01.1 The provider shal l  use open and publ ished APIs  to ensure 

support for interoperabi l i ty between components  and to 

faci l i tate migrating appl ications .

Do you publ ish a  l i s t of a l l  APIs  ava i lable in the service 

and indicate which are s tandard and which are 

customized? X

- BAI02.04

BAI03.01

BAI03.02

BAI03.03

BAI03.04

Appl ication 

Services  > 

Programming 

Interfaces  >

provider X Domain 6 10.h Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

V.3 

Interoperability & 

Portability

Data Request

IPY-02 IPY-02.1 Al l  s tructured and unstructured data  shal l  be ava i lable to 

the customer and provided to them upon request in an 

industry-s tandard format (e.g., .doc, .xls , .pdf, logs , and flat 

fi les ).

Is  unstructured customer data  ava i lable on request in an 

industry-s tandard format (e.g., .doc, .xls , or .pdf)?

X E' disponibi le un appos i to modulo di  Impor-Export.

- APO01.03

APO01.06

APO03.01

APO08.01

APO09.03

DSS04.07

Information 

Services  > 

Reporting 

Services  >

provider Domain 6 10.h Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

A.8 

G.1 

V.1 

D.6

V.1

N.2 

N.7

N.8

P.1 

A.5 

H.3 

H.3 

H.8

H.4

H.10

H.10 

D.6 

H.1 

O.5 

I.4 

O.4

U.2 

O.5

V.1 

O.5 

O.5 

V.1

1.1

1.1.2

1.1.3

1.1.5

1.1.6

1.2

1.2.1

1.2.2

1.2.3

1.3; 1.3.1; 1.3.2; 1.3.3; 

3.2.7.C.01.

3.2.7.C.02.

3.2.7.C.03.

3.2.7.C.04.

3.2.7.C.05.

6.4.1;6.4.2

1.1

1.2

1.2.1

1.2.3

1.3

1.4

2.1.1

2.2.3

2.2.4

2.3

4.1

1.2.3;

2.1.1;

4.1;

4.1.1;

11.1; 11.1.a; 11.1.b; 

11.1.c; 11.1.d; 11.1.1; 

11.1.2;

9.1.3

12.8

12.2

7.1;7.1.1;7.1.2;7.1.3;7.1.

4.7.2

7.1

7.1.1

7.1.2

7.1.3

7.1.4

12.5.4

8.1.4

8.1.3

8.1.4

8.1.5; 12.5.4

8.0

10.1;

12.3

5.0

7.1

7.1.2

7.2

10.1

10.2 ; 10.2.1; 10.2.2; 

10.2.3; 10.2.4; 10.2.5; 

10.2.6; 10.2.7

10.3; 10.3.1; 10.3.2; 

10.3.4; 10.3.5; 10.3.6

10.4

10.5; 10.5.1; 10.5.2; 

10.5.3; 10.5.4

10.6

10.7; 10.9

11.4; 11.5; 11.6

12.5.2

10.5.5; 12.10.5

01.s

09.aa;09.ab;09.

ad;09.ae

10.k

09.h

01.i;01.m;01.n;

09.m

09.d

01.m;01.n

01.m;09.m

09.m

09.m;11.c

12.2.5.C.01.

12.2.5.C.02.

12.2.6.C.01.

12.2.6.C.02.

14.2.4.C.01.

14.2.5.C.01.

14.2.5.C.02.

14.2.5.C.03.

18.4.5.C.01.

18.4.5.C.02.

18.4.5.C.03.

18.4.6.C.01.

18.4.6.C.02.

18.4.6.C.03.

18.4.7.C.01.

18.4.7.C.02.

18.4.8.C.01

18.4.9.C.01.

18.4.9.C.02.

18.4.9.C.03.

18.4.10.C.01.

18.4.11.C.01.

18.4.12.C.01.

22.2.4

22.2.5

22.2.8

22.2.9

22.2.11
22.2.11.C.01.

22.2.11.C.02.

22.2.11.C.03.

22.2.11.C.04.

22.2.12.C.01.

22.2.12.C.02.

22.2.13.C.01.

22.2.13.C.02.

22.2.13.C.03.

3.3.4.C.01.

3.3.4.C.02.

3.3.4.C.03.

3.3.4.C.04.

3.3.4.C.05.

3.3.5.C.01.

3.3.5.C.02.

3.3.6.C.01.

3.3.6.C.02.

3.3.6.C.03.

3.3.6.C.04.

3.3.6.C.05.

3.3.6.C.06.

3.3.6.C.07.

18.1.8.C.01.

18.1.8.C.02.

18.1.8.C.03.

18.1.8.C.04.

18.1.8.C.05.

18.1.9.C.01.

18.1.9.C.02.

18.1.9.C.03.

18.1.9.C.04.

18.1.10.C.01.

14.4.4.C.01.

14.4.5.C.01.

14.4.6.C.01.

14.4.6.C.02.

14.4.6.C.03.

18.4.5.C.01.

18.4.5.C.02.

18.4.5.C.03.

18.4.6.C.01.

18.4.6.C.02.

18.4.6.C.03.

18.4.7.C.01.

18.4.7.C.02.

18.4.8.C.01

18.4.9.C.01.

18.4.9.C.02.

22.2.4

22.2.5

22.2.11.C.01.

22.2.11.C.02.

22.2.11.C.03.

22.2.11.C.04.

22.2.12.C.01.

22.2.12.C.02.

22.2.13.C.01.

10.7.5.C.02

10.7.6.C.02

11.1.6.C.01.

11.1.7.C.01.

11.1.7.C.02

11.1.7.C.03.

11.1.8.C.01.

11.1.8.C.02.

11.1.8.C.03.

11.1.9.C.01.

11.1.9.C.02.

11.1.10.C.01.

11.1.11.C.01.
3.2.12.C.02

3.3.6.C.04

3.3.8.C.04

4.3.3

4.3.8.C.01

4.3.9.C.03

18.1.8.C.01.

18.1.8.C.02.

18.1.8.C.03.

18.1.8.C.04.

18.1.8.C.05.

18.1.9.C.01.

18.1.9.C.02.

SA-4

A.13.1.1

A.13.1.2

A.14.1.2

A.12.4.1

A.9.1.2

A.13.1.3

A.18.1.4

Domain 1, 

13

APO03.01

APO03.02

APO13.01

APO13.02

BAI02.01

BAI03.02

BAI03.03

BAI03.04

BAI03.05

DSS05.02

APO03.01

APO03.02

APO13.01

APO13.02

DSS05.02

DSS05.05

DSS06.06

APO03.01

APO03.02

APO03.04

APO13.01

APO13.02

DSS05.02

DSS05.05

DSS06.06

312.8 and 

312.10

312.8 and 

312.10

SRM > 

Infrastructure 

Protection 

Services  > 

Network

provider x

SRM > 

Infrastructure 

Protection 

Services  > 

Network - 

Fi rewal l

provider x

SRM > 

Cryptographic 

Services  > Data-

in-trans i t 

Encryption

provider

SRM > Privi lege 

Management 

Infrastructure > 

Privi leged 

Usage 

Management -> 

Hypervisor 

Governance 

and 

05.i

01.b

01.b;01.c;01.i;0

1.v;10.j

01.e

02.g;02.i

01.d

A.9.1.2                              

Deleted                                

A.9.4.4

A.12.4.1

A.12.4.1

A.12.4.2, 

A.12.4.3

A.12.4.3

A.12.4.1

A.9.2.3

A.9.4.4

A.9.4.1

A.16.1.2

A.16.1.7

A.18.2.3

A.18.1.3

Annex

A.12.1.2

A.12.4,

A.12.4.1,

A.12.4.2,

A.12.4.3,

A.12.6.1,

A.12.6.2,

A.16.1.1,

A.12.1.3

9.2.5.C.01.

9.2.6.C.01.

9.2.6.C.02.

9.2.7.C.01.

9.2.8.C.01.

9.2.8.C.02.

9.2.9.C.01.

9.2.10.C.01.

9.2.10.C.02.

9.2.11.C.01.

9.2.12.C.01.

9.2.5.C.01.

9.2.6.C.01.

9.2.6.C.02.

9.2.7.C.01.

9.2.8.C.01.

9.2.8.C.02.

9.2.9.C.01.

9.2.10.C.01.

9.2.10.C.02.

9.2.11.C.01.

9.2.12.C.01.

16.1.13.C.01.

16.1.14.C.01

16.1.15.C.01.

16.1.15.C.02

16.1.16.C.01.

16.1.17.C.01

16.1.17.C.02.

16.1.18.C.01.

16.1.19.C.01.

16.1.20.C.01.

16.1.20.C.02

16.1.21.C.01.

16.1.21.C.02

16.1.22.C.01.

16.1.22.C.02.

16.1.22.C.03.

16.1.22.C.04.

16.1.23.C.01.

16.1.24.C.01

16.1.25.C.01.

16.1.26.C.01

16.1.26.C.02.

16.1.27.C.01

16.1.27.C.02.

16.1.28.C.01.

16.1.29.C.01.

16.1.29.C.02

16.1.29.C.03.

16.1.30.C.01

16.2.3.C.01.

16.2.3.C.02.

16.2.4.C.01.

16.2.5.C.01

CIP-004-3 

R2.2.4

1.1

1.1.2

1.1.3

1.1.5

1.1.6

1.2

1.2.1

2.2.2

2.2.3

Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

6.1.2(c)(1),

A.9.2.6

A.9.1.1

A.9.2.1, A.9.2.2

A.9.2.5

Annex

A.9.2,

A.9.2.1,

A.9.2.2,

A.9.2.3,
A.9.2.1, A.9.2.2

A.9.2.3

A.9.1.2

A.9.4.1

A.9.2.5

A.10.6.1

A.10.6.2

A.10.9.1

A.10.10.2

A.11.4.1

A.11.4.5

A.11.4.6

A.11.4.7

A.15.1.4

NIST SP 800-53 R3 AC-3

NIST SP 800-53 R3 IA-2

NIST SP 800-53 R3 IA-2 

(1)

NIST SP 800-53 R3 IA-4

NIST SP 800-53 R3 IA-5

NIST SP 800-53 R3 IA-5 

(1)

NIST SP 800-53 R3 IA-8

NIST SP 800-53 R3 MA-5

7.1

7.1.1

7.1.2

7.1.3

7.2.1

7.2.2

8.5.1

12.5.4

AC-3

AC-5

AC-6

IA-2

IA-4

IA-5

IA-8

MA-5

PS-6

SA-7

CIP-003-3 - 

R5.1.1 - 

R5.3

CIP-004-3 

R2.3

CIP-007-3 

R5.1 - 

R5.1.2

A.11.2.1

A.11.2.2

A.11.4.1

A 11.4.2

A.11.6.1

45 CFR 164.308 

(a)(3)(i )

45 CFR 164.308 

(a)(3)(i i )(A)

45 CFR 164.308 

(a)(4)(i )

45 CFR 164.308 

(a)(4)(i i )(B)

45 CFR 164.308 

(a)(4)(i i )(C)

8.2.2NIST SP 800-53 R3 AC-3

NIST SP 800-53 R3 AC-3 (3)

NIST SP 800-53 R3 AC-5

NIST SP 800-53 R3 AC-6

NIST SP 800-53 R3 AC-6 (1)

NIST SP 800-53 R3 AC-6 (2)

NIST SP 800-53 R3 IA-2

NIST SP 800-53 R3 IA-2 (1)

NIST SP 800-53 R3 IA-2 (2)

NIST SP 800-53 R3 IA-2 (3)

Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#9

Commandment 

#10

Commandment 

A.12.1.4

A.14.2.9

A.9.1.1

8.1,partia l , 

A.14.2.2

8.1,partia l , 

A.14.2.3

8.1,partia l , 

A.14.2.4

A.13.1.3

A.9.4.1

A.18.1.4

S3.4 (S3.4) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

G.2

G.4

G.15

G.16

G.17

G.18

I.3

G.9.17, G.9.7, 

G.10, G.9.11, 

G.14.1, G.15.1, 

G.9.2, G.9.3, 

G.9.13

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-08 Domain 

10

6.03.03. (a)

6.03.03. (d)

6.03.04. (d)

6.04.07. (a)

6.07.01. ©

Article 17 NIST SP 800-53 R3 CM-7

NIST SP 800-53 R3 SC-7

NIST SP 800-53 R3 SC-20 

(1)

NIST SP 800-53 R3 CM-7

NIST SP 800-53 R3 CM-7 (1)

NIST SP 800-53 R3 SC-7

NIST SP 800-53 R3 SC-7 (1)

NIST SP 800-53 R3 SC-7 (2)

NIST SP 800-53 R3 SC-7 (3)

NIST SP 800-53 R3 SC-7 (4)

NIST SP 800-53 R3 SC-7 (5)

NIST SP 800-53 R3 SC-7 (7)

NIST SP 800-53 R3 SC-7 (8)

NIST SP 800-53 R3 SC-7 (12)

8.2.5SRM > 

Infrastructure 

Protection 

Services  > 

Network

Identity & Access 

Management

Third Party Access

IAM-

07

The identi fication, assessment, and priori ti zation of ri sks  

posed by bus iness  processes  requiring thi rd-party access  

to the organization's  information systems and data  shal l  

be fol lowed by coordinated appl ication of resources  to 

minimize, monitor, and measure l ikel ihood and impact of 

unauthorized or inappropriate access . Compensating 

controls  derived from the risk analys is  sha l l  be 

implemented prior to provis ioning access .

S3.1

x3.1.0

(S3.1) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruption to systems 

operation that would impair system 

securi ty commitments  and (2) assess  the 

ri sks  associated with the identi fied 

threats . 

(x3.1.0) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruptions  to systems 

operation that would impair system 

[avai labi l i ty, process ing integri ty, 

B.1

H.2

B.1.1, B.1.2, 

D.1.1, E.1, 

F.1.1, H.1.1, 

K.1.1, E.6.2, 

E.6.3

Schedule 1 

(Section 5), 4.7 - 

Safeguards

RI-05 COBIT 4.1 DS 2.3 Domain 2, 

4

6.02. (a)

6.02. (b)

6.03. (a)

Article 17 (1), (2) NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 IA-1

NIST SP 800-53 R3 IA-5

NIST SP 800-53 R3 IA-5 

(1)

NIST SP 800-53 R3 IR-1

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 IA-1

NIST SP 800-53 R3 IA-4

NIST SP 800-53 R3 IA-5

NIST SP 800-53 R3 IA-5 (1)

NIST SP 800-53 R3 IA-5 (2)

7.1.1

7.1.2

7.2.1

7.2.2

7.2.3

7.2.4

A.6.2.1

A.8.3.3

A.11.1.1

A.11.2.1

A.11.2.4

CA-3

MA-4

RA-3

SRM > 

Governance 

Risk & 

Compl iance > 

Vendor 

Management

NIST SP800-53 R3 AC-3

NIST SP800-53 R3 AC-5

NIST SP800-53 R3 AC-6

NIST SP800-53 R3 IA-2

NIST SP800-53 R3 IA-4

"FTC Fa ir Information 

Principles

Integri ty/Securi ty

Securi ty involves  both 

manageria l  and 

Domain 2 Article 17

S3.2.0 (S3.2.0) Procedures  exis t to restrict logica l  

access  to the defined system including, but 

not l imited to, the fol lowing matters :

c. Regis tration and authorization of new 

users .

d. The process  to make changes  to user 

profi les .

g. Restriction of access  to system 

configurations , superuser functional i ty, 

master passwords , powerful  uti l i ties , and 

H.2.4, H.2.5, 35 (B)

40 (B)

41 (B)

42 (B)

44 (C+)

Schedule 1 

(Section 5) 

Safeguards , 

Subs . 4.7.2 and 

4.7.3

IS-08 DS5.4 Domain 2 6.03.04. (b)

6.03.04. (c)

6.03.05. (d)

6.03.06. (a)

6.03.06. (b)

6.04.01. (a)

6.04.01. (b)

6.04.01. (d)

6.04.01. (e)

6.04.01. (g)

Article 17APO01.03

APO01.08

APO07.06

APO10.04

APO13.02

DSS05.04

DSS06.03

DSS06.06

SRM > Privi lege 

Management 

Infrastructure > 

Identi ty 

Management - 

Identi ty 

Provis ioning

shared x

SRM > Privi lege 

Management 

Infrastructure > 

Authorization 

Services  - 

Enti tlement 

Review

shared x NIST SP 800-53 R3 AC-2

NIST SP 800-53 R3 AU-6

NIST SP 800-53 R3 PS-6

NIST SP 800-53 R3 PS-7

NIST SP 800-53 R3 AC-2

NIST SP 800-53 R3 AC-2 (1)

NIST SP 800-53 R3 AC-2 (2)

NIST SP 800-53 R3 AC-2 (3)

NIST SP 800-53 R3 AC-2 (4)

NIST SP 800-53 R3 AC-2 (7)

NIST SP 800-53 R3 AU-6

NIST SP 800-53 R3 AU-6 (1)

NIST SP 800-53 R3 AU-6 (3)

NIST SP 800-53 R3 PS-6

NIST SP 800-53 R3 PS-7

S3.2.0 (S3.2.0) Procedures  exis t to restrict logica l  

access  to the defined system including, but 

not l imited to, the fol lowing matters :

c. Regis tration and authorization of new 

users .
Identity & Access 

Management

User Access 

Authorization

IAM-

09

Provis ioning user access  (e.g., employees , contractors , 

customers  (tenants), bus iness  partners  and/or suppl ier 

relationships ) to data  and organizational ly-owned or 

managed (phys ica l  and vi rtua l ) appl ications , infrastructure 

systems, and network components  shal l  be authorized by 

the organization's  management prior to access  being 

granted and appropriately restricted as  per establ ished 

pol icies  and procedures . Upon request, provider shal l  

inform customer (tenant) of this  user access , especia l ly i f 

customer (tenant) data  i s  used as  part of the service 
Identity & Access 

Management

User Access Reviews

IAM-

10

User access  shal l  be authorized and reval idated for 

enti tlement appropriateness , at planned interva ls , by the 

organization's  bus iness  leadership or other accountable 

bus iness  role or function supported by evidence to 

demonstrate the organization is  adhering to the rule of 

least privi lege based on job function. For identi fied access  

violations , remediation must fol low establ ished user 

access  pol icies  and procedures .

S3.2.0 (S3.2.0) Procedures  exis t to restrict logica l  

access  to the defined system including, but 

not l imited to, the fol lowing matters :

d. The process  to make changes  to user 

profi les .

g. Restriction of access  to system 

configurations , superuser functional i ty, 

master passwords , powerful  uti l i ties , and 

securi ty devices  (for example, fi rewal ls ).

H.2.6, H.2.7, 

H.2.9,

41 (B) Schedule 1 

(Section 5), 4.7 - 

Safeguards

IS-10 COBIT 4.1 DS5.3

COBIT 4.1 DS5.4

45 CFR 164.308 

(a)(3)(i )

45 CFR 164.308 

(a)(3)(i i )(A)

45 CFR 164.308 

A.11.2.1

A.11.2.2

A.11.4.1

A 11.4.2

A.11.6.1

Identity & Access 

Management

User Access 

Restriction / 

Authorization

IAM-

08

Pol icies  and procedures  are establ ished for permiss ible 

s torage and access  of identi ties  used for authentication to 

ensure identi ties  are only access ible based on rules  of 

least privi lege and repl ication l imitation only to users  

expl ici tly defined as  bus iness  necessary.

IS-08

IS-12

COBIT 4.1 DS5.4 Domain 

12

ITAR 22 

CFR § 

120.17 

EAR 15 

CFR 

§736.2 (b)

Identity & Access 

Management

User Access 

Revocation

IAM-

11

Timely de-provis ioning (revocation or modification) of user 

access  to data  and organizational ly-owned or managed 

(phys ica l  and vi rtua l ) appl ications , infrastructure systems, 

and network components , sha l l  be implemented as  per 

establ ished pol icies  and procedures  and based on user's  

change in s tatus  (e.g., termination of employment or other 

bus iness  relationship, job change , or transfer). Upon 

request, provider shal l  inform customer (tenant) of these 

changes , especia l ly i f customer (tenant) data  i s  used as  

part the service and/or customer (tenant) has  some shared 

respons ibi l i ty over implementation of control .

S3.2.0 (S3.2.0) Procedures  exis t to restrict logica l  

access  to the defined system including, but 

not l imited to, the fol lowing matters :

d. The process  to make changes  to user 

profi les .

g. Restriction of access  to system 

configurations , superuser functional i ty, 

master passwords , powerful  uti l i ties , and 

securi ty devices  (for example, fi rewal ls ).

H.2 E.6.2, E.6.3 Schedule 1 

(Section 5), 4.7 - 

Safeguards

IS-09 COBIT 4.1 DS 5.4 Domain 2 6.03.04. (b)

6.03.04. (c)

6.03.05. (d)

6.03.06. (a)

6.04.02. (b)

Article 17 NIST SP 800-53 R3 AC-2

NIST SP 800-53 R3 PS-4

NIST SP 800-53 R3 PS-5

NIST SP 800-53 R3 AC-2

NIST SP 800-53 R3 AC-2 (1)

NIST SP 800-53 R3 AC-2 (2)

NIST SP 800-53 R3 AC-2 (3)

NIST SP 800-53 R3 AC-2 (4)

NIST SP 800-53 R3 AC-2 (7)

NIST SP 800-53 R3 PS-4

NIST SP 800-53 R3 PS-5

NIST SP 800-53 R3 SC-30

8.2.1APO01.03

APO01.08

APO13.02

DSS05.04

DSS06.03

DSS06.06

MEA01.03

312.8 and 

312.10

CIP-004-3 

R2.2.3

CIP-007-3 - 

R5.2 - 

R5.3.1 - 

R5.3.2 - 

R5.3.3

AC-1

AC-2

AC-3

AC-11

AU-2

AU-11

IA-1

IA-2

IA-5

IA-6

IA-8

SC-10

PCI DSS v2.0 

8.1

PCI DSS v2.0 

8.2,

PCI DSS v2.0 

8.3

PCI DSS v2.0 

8.4

PCI DSS v2.0 

8.5 

PCI DSS v2.0 

10.1,

PCI DSS v2.0 

12.2,

PCI DSS v2.0 

12.3.8

SRM > Privi lege 

Management 

Infrastructure > 

Identi ty 

Management - 

Identi ty 

Provis ioning

shared x 9,2

15.1

15.2

8.2.1

8.2.7

45 CFR 164.308 

(a)(3)(i i )(B)

45 CFR 164.308 

(a)(4)(i i )(C)

A.11.2.4 Commandment 

#6

Commandment 

#7

Commandment 

#8

Commandment 

#10

CIP-004-3 

R2.2.2

CIP-007-3 - 

R5 - R.1.3

AC-2

AU-6

PM-10

PS-6

PS-7

45 CFR 

164.308(a)(3)(i i

)(C)

ISO/IEC 

27001:2005

A.8.3.3

A.11.1.1

A.11.2.1

A.11.2.2

ITAR 22 

CFR § 

120.17 

EAR 15 

CFR 

§736.2 (b)

Commandment 

#6

Commandment 

#7

Commandment 

#8

CIP-004-3 

R2.2.3

CIP-007-3 - 

R5.1.3  -

R5.2.1 - 

R5.2.3

AC-2

PS-4

PS-5

Annex  A

A.9.2.6

A.9.1.1

A.9.2.1, A.9.2.2

A.9.2.3

A.9.2.6

A.9.1.1

A.9.2.1, A.9.2.2

A.9.2.4

A.9.2.5

A.9.4.2

A.11.4.1

A 11.4.4

A.11.5.4

Commandment 

#1

Commandment 

#5

Commandment 

#6

Commandment 

#7

CIP-007-3 - 

R2.1 - 

R2.2 - 

R2.3

AC-5

AC-6

CM-7

SC-3

SC-19

Identity & Access 

Management

User ID Credentials

IAM-
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Internal  corporate or customer (tenant) user account 

credentia ls  sha l l  be restricted as  per the fol lowing, 

ensuring appropriate identi ty, enti tlement, and access  

management and in accordance with establ ished pol icies  

and procedures :

 • Identi ty trust veri fication and service-to-service 

appl ication (API) and information process ing 

interoperabi l i ty (e.g., SSO and Federation)

 • Account credentia l  l i fecycle management from 

ins tantiation through revocation

 • Account credentia l  and/or identi ty s tore minimization or 

re-use when feas ible

 • Adherence to industry acceptable and/or regulatory 

compl iant authentication, authorization, and accounting 

(AAA) rules  (e.g., s trong/multi -factor, expireable, non-

shared authentication secrets )

S3.2.b (S3.2.b) b. Identi fication and authentication 

of users .

B.1

H.5

E.6.2, E.6.3, 

H.1.1, H.1.2, 

H.2, H.3.2, H.4, 

H.4.1, H.4.5, 

H.4.8

6 (B) Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-02 COBIT 4.1 DS5.3

COBIT 4.1 DS5.4

Domain 

10

6.03.04. (b)

6.03.04. (c)

6.03.05. (d)

6.04.05. (b)

Article 17 (1), (2) NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-2

NIST SP 800-53 R3 AC-3

NIST SP 800-53 R3 AU-2

NIST SP 800-53 R3 AU-

11

NIST SP 800-53 R3 IA-1

NIST SP 800-53 R3 IA-2

NIST SP 800-53 R3 IA-2 

(1)

NIST SP 800-53 R3 IA-5

NIST SP 800-53 R3 IA-5 

(1)

NIST SP 800-53 R3 IA-6

NIST SP 800-53 R3 IA-8

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-2

NIST SP 800-53 R3 AC-3

NIST SP 800-53 R3 AC-11

NIST SP 800-53 R3 AC-11 (1)

NIST SP 800-53 R3 AU-2

NIST SP 800-53 R3 AU-2 (3)

NIST SP 800-53 R3 AU-2 (4)

NIST SP 800-53 R3 AU-11

NIST SP 800-53 R3 IA-1

NIST SP 800-53 R3 IA-2

NIST SP 800-53 R3 IA-2 (1)

NIST SP 800-53 R3 IA-2 (2)

NIST SP 800-53 R3 IA-2 (3)

NIST SP 800-53 R3 IA-2 (8)

NIST SP 800-53 R3 IA-5

NIST SP 800-53 R3 IA-5 (1)

NIST SP 800-53 R3 IA-5 (2)

NIST SP 800-53 R3 IA-5 (3)

NIST SP 800-53 R3 IA-5 (6)

NIST SP 800-53 R3 IA-5 (7)

NIST SP 800-53 R3 IA-6

NIST SP 800-53 R3 IA-8

NIST SP 800-53 R3 SC-10

45 CFR 

164.308(a)(5)(i i

)(c) (New)

45 CFR 164.308 

(a)(5)(i i )(D)

45 CFR 164.312 

(a)(2)(i )

45 CFR 164.312 

(a)(2)(i i i )

45 CFR 164.312 

(d)

A.8.3.3

A.11.1.1

A.11.2.1

A.11.2.3

A.11.2.4

A.11.5.5

Commandment 

#6

Commandment 

#7

Commandment 

#8

Commandment 

#9

Identity & Access 

Management

Utility Programs 

Access

IAM-
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NIST SP 800-53 R3 CM-7 NIST SP 800-53 R3 AC-6

NIST SP 800-53 R3 AC-6 (1)

NIST SP 800-53 R3 AC-6 (2)

NIST SP 800-53 R3 CM-7

NIST SP 800-53 R3 CM-7 (1)

Infrastructure & 

Virtualization Security

Audit Logging / 

Intrusion Detection

IVS-01 Higher levels  of assurance are required for protection, 

retention, and l i fecycle management of audit logs , 

adhering to appl icable lega l , s tatutory, or regulatory 

compl iance obl igations  and providing unique user access  

accountabi l i ty to detect potentia l ly suspicious  network 

behaviors  and/or fi le integri ty anomal ies , and to support 

forens ic investigative capabi l i ties  in the event of a  

securi ty breach.

S3.7 (S3.7) Procedures  exis t to identi fy, report, 

and act upon system securi ty breaches  and 

other incidents .

G.7

G.8

G.9

J.1

L.2

G.14.7, G.14.8, 

G.14.9, 

G.14.10,G.14.1

1, G.14.12, 

G.15.5, G.15.7, 

G.15.8, G.16.8, 

G.16.9, 

G.16.10, 

G.15.9, G.17.5, 

G.17.7, G.17.8, 

G.17.6, G.17.9, 

G.18.2, G.18.3, 

G.18.5, G.18.6, 

G.19.2.6, 

G.19.3.1, 

G.9.6.2, 

G.9.6.3, 

G.9.6.4, 

G.9.19, H.2.16, 

H.3.3, J.1, J.2, 

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-14 COBIT 4.1 DS5.5

COBIT 4.1 DS5.6

COBIT 4.1 DS9.2

Domain 

10

6.03. (i )

6.03. (j)

6.03.03. (a)

6.03.03. (d)

6.03.04. (e)

6.04.07. (a)

6.07.01. (a)

6.07.01. (c)

Article 17 NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 AU-2

NIST SP 800-53 R3 AU-3

NIST SP 800-53 R3 AU-4

NIST SP 800-53 R3 AU-5

NIST SP 800-53 R3 AU-6

NIST SP 800-53 R3 AU-9

NIST SP 800-53 R3 AU-

11

NIST SP 800-53 R3 AU-

12

NIST SP 800-53 R3 PE-2

NIST SP 800-53 R3 PE-3

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 AU-8

NIST SP 800-53 R3 AU-8 (1)

8.2.1

8.2.2

Infrastructure & 

Virtualization Security

Change Detection

Uti l i ty programs capable of potentia l ly overriding system, 

object, network, vi rtua l  machine, and appl ication controls  

sha l l  be restricted.

S3.2.g (S3.2.g) g. Restriction of access  to system 

configurations , superuser functional i ty, 

master passwords , powerful  uti l i ties , and 

securi ty devices  (for example, fi rewal ls ).

H.2.16 Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

IS-34 COBIT 4.1 DS5.7 Domain 2

IVS-02

CC6.2

A.10.6.1

A.10.6.2

A.10.9.1

A.10.10.2

A.11.4.1

A.11.4.5

A.11.4.6

A.11.4.7

A.15.1.4

Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#9

Commandment 

#10

CIP-004-3 

R2.2.4

SC-7 PCI DSS v2.0 

1.1

PCI DSS v2.0 

1.1.2

PCI DSS v2.0 

1.1.3

PCI DSS v2.0 

1.1.5

PCI DSS v2.0 

1.1.6

A.10.3.1 Commandment 

#1

Commandment 

#2

Commandment 

#3

Infrastructure & 

Virtualization Security

Capacity / Resource 

Planning

IVS-04 The avai labi l i ty, qual i ty, and adequate capaci ty and 

resources  shal l  be planned, prepared, and measured to 

del iver the required system performance in accordance 

with lega l , s tatutory, and regulatory compl iance 

obl igations . Projections  of future capaci ty requirements  

shal l  be made to mitigate the ri sk of system overload.

A3.2.0

A4.1.0

(A3.2.0) Measures  to prevent or mitigate 

threats  have been implemented cons is tent 

with the ri sk assessment when 

commercia l ly practicable.

(A4.1.0) The enti ty’s  system avai labi l i ty and 

securi ty performance is  periodica l ly 

reviewed and compared with the defined 

system avai labi l i ty and related securi ty 

pol icies .

G.5 OP-03 COBIT 4.1 DS 3 Domain 7, 

8

6.03.07. (a)

6.03.07. (b)

6.03.07. (c)

6.03.07. (d)

A.13.1.1

A.13.1.2

A.14.1.2

A.12.4.1

A.9.1.2

A.13.1.3

A.18.1.4

IVS-06 Network environments  and vi rtua l  instances  shal l  be 

des igned and configured to restrict and monitor traffic 

between trusted and untrusted connections . These 

configurations  shal l  be reviewed at least annual ly, and 

supported by a  documented justi fication for use for a l l  

a l lowed services , protocols , ports , and compensating 

controls .

S3.4 (S3.4) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

G.2

G.4

G.15

G.16

G.17

G.18

I.3

G.9.17, G.9.7, 

G.10, G.9.11, 

G.14.1, G.15.1, 

G.9.2, G.9.3, 

G.9.13

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-08 Domain 

10

6.03.03. (a)

6.03.03. (d)

6.03.04. (d)

6.04.07. (a)

6.07.01. (c)

Article 17 NIST SP 800-53 R3 CM-7

NIST SP 800-53 R3 SC-7

NIST SP 800-53 R3 SC-20 

(1)

NIST SP 800-53 R3 CM-7

NIST SP 800-53 R3 CM-7 (1)

NIST SP 800-53 R3 SC-7

NIST SP 800-53 R3 SC-7 (1)

NIST SP 800-53 R3 SC-7 (2)

NIST SP 800-53 R3 SC-7 (3)

NIST SP 800-53 R3 SC-7 (4)

NIST SP 800-53 R3 SC-7 (5)

NIST SP 800-53 R3 SC-7 (7)

NIST SP 800-53 R3 SC-7 (8)

8.2.5

I.2.7.1, I .2.20, 

I .2.17, I .2.22.2, 

I .2.22.4, 

I .2.22.10-14, 

H.1.1

22 (B) Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-06 COBIT 4.1 DS5.7 Domain 

10

6.03. (d) NIST SP 800-53 R3 SC-2 1.2.6Information 

Services  > Data  

Governance > 

Data  

Segregation

shared xAPO03.01

APO03.02

APO13.01

APO13.02

DSS05.02

DSS05.05

DSS06.06

312.8 and 

312.10

Article 17 (1) NIST SP 800-53 R3 SA-4 NIST SP 800-53 R3 SA-4

NIST SP 800-53 R3 SA-4 (1)

NIST SP 800-53 R3 SA-4 (4)

NIST SP 800-53 R3 SA-4 (7)

1.2.4312.8 and 

312.10

ITOS > Service 

Del ivery > 

Information 

Technology 

Res i l iency - 

Capaci ty 

Planning

Infrastructure & 

Virtualization Security

Network Security

A.10.1.4

A.10.3.2

A.11.1.1

A.12.5.1

A.12.5.2

A.12.5.3

Commandment 

#1

Commandment 

#10

Commandment 

#11

SC-2 PCI DSS v2.0 

6.4.1

PCI DSS v2.0 

6.4.2

Infrastructure & 

Virtualization Security

Segmentation

IVS-09 Multi -tenant organizational ly-owned or managed 

(phys ica l  and vi rtua l ) appl ications , and infrastructure 

system and network components , sha l l  be des igned, 

developed, deployed, and configured such that provider 

and customer (tenant) user access  i s  appropriately 

segmented from other tenant users , based on the 

fol lowing cons iderations :

 • Establ ished pol icies  and procedures

 • Isolation of bus iness  cri tica l  assets  and/or sens i tive 

user data  and sess ions  that mandate s tronger internal  

controls  and high levels  of assurance

S3.4 (S3.4) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

G.17 G.9.2, G.9.3, 

G.9.13

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-09 COBIT 4.1 

DS5.10

Domain 

10

6.03.03. (b)

6.03.05. (a)

6.03.05. (b)

6.04.01. (a)

6.04.01. (g)

6.04.03. (c)

6.04.08.02. 

(a)

6.04.08.02. 

(b)

6.05. (c)

Article 17 NIST SP 800-53 R3 SC-7 NIST SP 800-53 R3 AC-4

NIST SP 800-53 R3 SC-2

NIST SP 800-53 R3 SC-7

NIST SP 800-53 R3 SC-7 (1)

NIST SP 800-53 R3 SC-7 (2)

NIST SP 800-53 R3 SC-7 (3)

NIST SP 800-53 R3 SC-7 (4)

NIST SP 800-53 R3 SC-7 (5)

NIST SP 800-53 R3 SC-7 (7)

NIST SP 800-53 R3 SC-7 (8)

NIST SP 800-53 R3 SC-7 (12)

Production and non-production environments  shal l  be 

separated to prevent unauthorized access  or changes  to 

information assets . Separation of the environments  may 

include: s tateful  inspection fi rewal ls , domain/realm 

authentication sources , and clear segregation of duties  for 

personnel  access ing these environments  as  part of their 

job duties .

45 CFR 164.308 

(a)(4)(i i )(A)

A.11.4.5

A.11.6.1

A.11.6.2

A.15.1.4

Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#9

Commandment 

#10

Commandment 

Infrastructure & 

Virtualization Security

Production / Non-

Production 

Environments

IVS-08

Infrastructure & 

Virtualization Security

Wireless Security

IVS-12 Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, to protect wireless  network environments , 

including the fol lowing:

 • Perimeter fi rewal ls  implemented and configured to 

restrict unauthorized traffic

 • Securi ty settings  enabled with s trong encryption for 

authentication and transmiss ion, replacing vendor default 

settings  (e.g., encryption keys , passwords , and SNMP 

community s trings )

 • User access  to wireless  network devices  restricted to 

authorized personnel

 • The capabi l i ty to detect the presence of unauthorized 

S3.4 (S3.4) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

D.1

B.3

F.1

G.4

G.15

G.17

G.18

E.3.1,  F.1.2.4, 

F.1.2.5, F.1.2.6, 

F.1.2.8, F.1.2. 

9, F.1.2.10, 

F.1.2.11, 

F.1.2.12, 

F.1.2.13, 

F.1.2.14, 

F.1.2.15, 

F.1.2.24, F.1.3, 

F.1.4.2, F1.4.6, 

F.1.4.7, F.1.6, 

F.1.7,F.1.8, 

40 (B)

44 (C+)

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

SA-10 COBIT 4.1 DS5.5

COBIT 4.1 DS5.7

COBIT 4.1 DS5.8

COBIT 4.1 

DS5.10

Domain 

10

Article 17 NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-18

NIST SP 800-53 R3 CM-6

NIST SP 800-53 R3 SC-7

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AC-18

NIST SP 800-53 R3 AC-18 (1)

NIST SP 800-53 R3 AC-18 (2)

NIST SP 800-53 R3 CM-6

NIST SP 800-53 R3 CM-6 (1)

NIST SP 800-53 R3 CM-6 (3)

NIST SP 800-53 R3 PE-4

NIST SP 800-53 R3 SC-7

NIST SP 800-53 R3 SC-7 (1)

NIST SP 800-53 R3 SC-7 (2)

NIST SP 800-53 R3 SC-7 (3)

NIST SP 800-53 R3 SC-7 (4)

8.2.5SRM > 

Infrastructure 

Protection 

Services  > 

Network - 

Wireless  

Protection

provider X

S3.4 (S3.4) Procedures  exis t to protect aga inst 

unauthorized access  to system resources .

B.1

CIP-004-3 

R3

AC-4

SC-2

SC-3

SC-7

45 CFR 164.312 

(e)(1)(2)(i i )

45 CFR 

164.308(a)(5)(i i

)(D) (New)

45 CFR  

164.312(e)(1)  

(New)

45 CFR 

164.312(e)(2)(i i

) (New)

A.7.1.1

A.7.1.2

A.7.1.3

A.9.2.1

A.9.2.4

A.10.6.1

A.10.6.2

A.10.8.1

A.10.8.3

A.10.8.5

A.10.10.2

A.11.2.1

A.11.4.3

Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#4

Commandment 

#5

Commandment 

#9

Commandment 

CIP-004-3 

R3

CIP-007-3 - 

R6.1

AC-1

AC-18

CM-6

PE-4

SC-3

SC-7

A.8.1.1

A.8.1.2

A.8.1.3

A.11.2.1

A.11.2.4

A.13.1.1

A.13.1.2

A.13.2.1

A.8.3.3

A.12.4.1

A.9.2.1, A.9.2.2

A.13.1.3

A.10.1.1

X

Infrastructure & 

Virtualization Security

Network Architecture

IVS-13 Network architecture diagrams shal l  clearly identi fy high-

risk environments  and data  flows  that may have lega l  

compl iance impacts . Technica l  measures  shal l  be 

implemented and shal l  apply defense-in-depth 

techniques  (e.g., deep packet analys is , traffic throttl ing, 

and black-hol ing) for detection and timely response to 

network-based attacks  associated with anomalous  

ingress  or egress  traffic patterns  (e.g., MAC spoofing and 

ARP poisoning attacks ) and/or dis tributed denia l -of-

service (DDoS) attacks .

Infrastructure & 

Virtualization Security

VM Security - Data 

Protection

IVS-10 Secured and encrypted communication channels  shal l  be 

used when migrating phys ica l  servers , appl ications , or 

data  to vi rtua l ized servers  and, where poss ible, sha l l  use 

a  network segregated from production-level  networks  for 

such migrations .

The provider shal l  ensure the integri ty of a l l  vi rtua l  

machine images  at a l l  times . Any changes  made to vi rtua l  

machine images  must be logged and an a lert ra ised 

regardless  of their running s tate (e.g., dormant, off, or 

running). The results  of a  change or move of an image and 

the subsequent va l idation of the image's  integri ty must be 

immediately ava i lable to customers  through electronic 

methods  (e.g., porta ls  or a lerts ).

45 CFR 164.308 

(a)(1)(i i )(D)

45 CFR 164.312 

(b)

45 CFR 

164.308(a)(5)(i i

)(c)  (New)

A.10.10.1

A.10.10.2

A.10.10.3

A.10.10.4

A.10.10.5

A.11.2.2

A.11.5.4

A.11.6.1

A.13.1.1

A.13.2.3

A.15.2.2

A.15.1.3

Commandment 

#6

Commandment 

#7

Commandment 

#11

CC3.1

CC3.3

CC5.3

CC5.1

CIP-007-3 - 

R6.5

AU-1

AU-2

AU-3

AU-4

AU-5

AU-6

AU-7

AU-9

AU-11

AU-12

AU-14

SI-4

PCI DSS v2.0 

10.1  PCI DSS 

v2.0 10.2 

PCI DSS 

v2.010.3

PCI DSS v2.0 

10.5

PCI DSS 

v2.010.6

PCI DSS v2.0 

10.7

PCI DSS v2.0 

11.4

PCI DSS v2.0 

12.5.2 PCI DSS 

v2.0 12.9.5

A1.1

A1.2

CC4.1

CC5.6

CC5.6

CC5.6

CC5.6

CC5.6

APO01.03

APO01.08

APO07.06

APO10.04

APO13.02

DSS05.04

DSS05.07

DSS06.03

DSS06.06

APO01.03

APO01.08

APO10.04

APO13.02

DSS05.04

APO01.03

APO01.08

APO13.02

DSS05.04

DSS06.03

DSS06.06

MEA01.03

APO13.01

APO13.02

DSS05.05

APO13.01

APO13.02

BAI10.01

BAI10.02

BAI10.03

DSS01.03

DSS02.01

DSS05.07

DSS06.05

APO08.04

APO13.01

BAI06.01

BAI06.02

BAI10.03 

BAI10.04

APO01.03

APO01.08

BAI04.01

BAI04.04

BAI04.05

BAI10.01

BAI10.02

APO01.08

APO13.01

APO13.02

DSS02.02

DSS05.02

DSS05.03

DSS05.04

DSS05.05

DSS05.07

DSS06.03

DSS06.06

APO03.01

APO03.02

APO13.01

APO13.02

BAI02.01

BAI03.02

BAI03.03

BAI03.04

BAI03.05

DSS05.02

DSS06.06

APO01.03

APO01.08

APO13.02

DSS05.04

DSS06.03

DSS06.06

MEA01.03

312.8 and 

312.10

312.8 and 

312.10

312.8 and 

312.10

312.8 and 

312.10

312.8 and 

312.10

312.8 and 

312.10

312.8 and 

312.10

312.8 and 

312.10

312.3, 312.8 and 

312.10

shared x

Information 

Services  > User 

Directory 

Services  > 

Active Directory 

shared x

SRM > Pol icies  

and Standards  

> Technica l  

Securi ty 

Standards

shared x

SRM > Privi lege 

Management 

Infrastructure > 

Privi lege Usage 

Management - 

Resource 

Protection

shared x

BOSS > Securi ty 

Monitoring 

Services  > SIEM

shared x

provider x

provider x

99.31(a)(1)(i i )

99.31(a)(1)(i i )

99.3

99.31(a)(1)(i i )

"FTC Fa ir Information 

Principles

Integri ty/Securi ty

Securi ty involves  both 

manageria l  and 

technica l  measures  to 

protect aga inst loss  

and the unauthorized 

access , destruction, 

use, or disclosure of 

the data.(49) 

AP-1 The organization 

determines  and 

documents  the lega l  

authori ty that permits  

the col lection, use, 

maintenance, and 

sharing of personal ly 

identi fiable 

information (PII), 

ei ther genera l ly or in 

"FTC Fa ir Information 

Principles

Integri ty/Securi ty

Securi ty involves  both 

manageria l  and 

technica l  measures  to 

protect aga inst loss  

and the unauthorized 

access , destruction, 

use, or disclosure of 

the data.(49) 

"FTC Fa ir Information 

Principles

Integri ty/Securi ty

Securi ty involves  both 

manageria l  and 

technica l  measures  to 

protect aga inst loss  

and the unauthorized 

access , destruction, 

use, or disclosure of 

the data.(49) 

Manageria l  measures  

include internal  

organizational  

measures  that l imit 

access  to data  and 

ensure that those 

individuals  with 

access  do not uti l i ze 

the data  for 

unauthorized 

purposes . Technica l  

securi ty measures  to 

prevent unauthorized 

access  include 

encryption in the 

transmiss ion and 

s torage of data; l imits  

on access  through use 

of passwords ; and the 

s torage of data  on 

secure servers  or 

computers  . - 

2.2

4.3

3.2

9.2

15.2

9.2

15.2

9,2

12.2

14.2

17,6

3,3

17.1

17.2

14,5

17.6

18.1

18.4

11.1

17.3

17.1

17.2

12.8

12.2

7.1

7.1.1

7.1.2

7.1.3

7.1.4
7.1

7.1.1

7.1.2

7.1.3

7.1.4

12.5.4

8.1.4

PCI DSS v2.0 

1.2.3

PCI DSS v2.0 

2.1.1

PCI DSS v2.0 

4.1

PCI DSS v2.0 

4.1.1

PCI DSS 

v2.011.1

PCI DSS v2.0 

9.1.3

PCI DSS v2.0 

7.1.2

8.0

10.1,

12.3

BSGP

BSGP

P

GP

BSGP

BSGP

SGP

GP

P

BSGP

SGP

9.2.5.C.01.

9.2.6.C.01.

9.2.6.C.02.

9.2.7.C.01.

9.2.8.C.01.

9.2.8.C.02.

9.2.9.C.01.

9.2.10.C.01.

9.2.10.C.02.

9.2.11.C.01.

GP

2.2.5.C.01.

2.2.5.C.02.

2.2.6.C.01.

2.2.6.C.02.

2.2.7.C.01.

3.4.10.C.01

3.4.10.C.02

4.1.7

5.3.5.C.01.

5.3.6.C.01.

5.3.7.C.01.

8.1.3

8.1.4

8.1.5, 12.5.4

BSGP

BSGP

SGP

GP

SGP

4,1

1.2.3

2.1.1

4.1

4.1.1

11.1, 11.1.a , 

11.1.b, 11.1.c, 

11.1.d, 11.1.1, 

11.1.2

9.1.3

1.1

1.1.2

1.1.3

1.1.5

1.1.6

1.2

1.2.1

1.2.2

1.2.3

1.3

2.2.2

2.2.3

2.2.4

GP

5.0

7.1

7.1.2

7.2

10.1

10.2 

10.3

10.4

10.5

10.6

10.7, 10.8

11.4, 11.5, 11.6

12.5.2

10.5.5, 12.10.5

1.1

1.1.2

1.1.3

1.1.5

1.1.6

1.2

1.2.1

1.2.2

1.2.3

1.3

6.4.1

6.4.2

1.1

1.2

1.2.1

1.2.3

1.3

1.4

2.1.1

2.2.3

2.2.4

2.3

BSGP

SGP

SGP

P

SGP

BSGP

BSGP

SGP

GP

SGP

BSGP

BSGP

BSGP

SGP

GP



IPY-03.1 Do you provide pol icies  and procedures  (i .e. service level  

agreements) governing the use of APIs  for interoperabi l i ty 

between your service and third-party appl ications?

X

IPY-03.2 Do you provide pol icies  and procedures  (i .e. service level  

agreements) governing the migration of appl ication data  

to and from your service?

X

IPY-04.1 Can data  import, data  export, and service management be 

conducted over secure (e.g., non-clear text and 

authenticated), industry accepted s tandardized network 

protocols?

X

IPY-04.2 Do you provide consumers  (tenants) with documentation 

deta i l ing the relevant interoperabi l i ty and portabi l i ty 

network protocol  s tandards  that are involved?

X

IPY-05.1 Do you use an industry-recognized vi rtua l ization platform 

and s tandard vi rtua l ization formats  (e.g., OVF) to help 

ensure interoperabi l i ty?

X

IPY-05.2 Do you have documented custom changes  made to any 

hypervisor in use, and a l l  solution-speci fic vi rtua l ization 

hooks  ava i lable for customer review? X Il  Cloud Provider.

Mobile Security

Anti-Malware

MOS-

01

MOS-01.1 Anti -malware awareness  tra ining, speci fic to mobi le 

devices , sha l l  be included in the provider's  information 

securi ty awareness  tra ining.

Do you provide anti -malware tra ining speci fic to mobi le 

devices  as  part of your information securi ty awareness  

tra ining? X

- APO01.03

APO13.01

APO07.03

APO07.06

APO09.03

SRM > 

Governance 

Risk & 

Compl iance > 

Technica l  

provider X None 

(Mobi le 

Guidance)

02.e Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

3.3.13.C.01

3.3.13.C.02

5.2.3.C.02

9.1.4.C.01

9.1.4.C.02

E.1 

Mobile Security

Application Stores

MOS-

02

MOS-02.1 A documented l i s t of approved appl ication s tores  has  

been communicated as  acceptable for mobi le devices  

access ing or s toring provider managed data.

Do you document and make avai lable l i s ts  of approved 

appl ication s tores  for mobi le devices  access ing or s toring 

company data  and/or company systems? X

- APO01.04

APO01.08

APO04.02

APO13.01

APO13.02

APO13.03

SRM > Pol icies  

and Standards  

> Technica l  

Securi ty 

Standards

provider X None 

(Mobi le 

Guidance)

01.x Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

4.1.1 4.1.1 G.9 

Mobile Security

Approved Applications

MOS-

03

MOS-03.1 The company shal l  have a  documented pol icy prohibi ting 

the insta l lation of non-approved appl ications  or approved 

appl ications  not obta ined through a  pre-identi fied 

appl ication s tore.

Do you have a  pol icy enforcement capabi l i ty (e.g., XACML) 

to ensure that only approved appl ications  and those from 

approved appl ication s tores  can be loaded onto a  mobi le 

device?
X

- APO01.03

APO01.08

APO13.01

APO13.02

APO13.03

ITOS > Service 

Support > 

Configuration 

Management - 

Software 

Management

provider X None 

(Mobi le 

Guidance)

01.x Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

G.9 

Mobile Security

Approved Software for 

BYOD

MOS-

04

MOS-04.1 The BYOD pol icy and supporting awareness  tra ining clearly 

s tates  the approved appl ications , appl ication s tores , and 

appl ication extens ions  and plugins  that may be used for 

BYOD usage.

Does  your BYOD pol icy and tra ining clearly s tate which 

appl ications  and appl ications  s tores  are approved for use 

on BYOD devices?
X

- APO01.03

APO01.08

APO13.01

APO13.02

APO13.03

SRM > Pol icies  

and Standards  

> Technica l  

Securi ty 

Standards

provider X None 

(Mobi le 

Guidance)

02.d;02.e Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

21.4.6.C.02

21.4.9.C.06

21.4.9.C.014

21.4.10.C.09

21.4.10.C.10

21.4.10.C.11

E.4 

Mobile Security

Awareness and 

Training

MOS-

05

MOS-05.1 The provider shal l  have a  documented mobi le device 

pol icy that includes  a  documented defini tion for mobi le 

devices  and the acceptable usage and requirements  for 

a l l  mobi le devices . The provider shal l  post and 

communicate the pol icy and requirements  through the 

company's  securi ty awareness  and tra ining program.

Do you have a  documented mobi le device pol icy in your 

employee tra ining that clearly defines  mobi le devices  and 

the accepted usage and requirements  for mobi le devices?

X Come da Pol icy Interne.

- APO01.03

APO01.08

APO13.01

APO13.02

APO13.03

SRM > Pol icies  

and Standards  

> Technica l  

Securi ty 

Standards

provider X None 

(Mobi le 

Guidance)

01.x;02.e Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

21.4.6.C.02 4,3 4.3 E.1

G.9 

Mobile Security

Cloud Based Services

MOS-

06

MOS-06.1 Al l  cloud-based services  used by the company's  mobi le 

devices  or BYOD shal l  be pre-approved for usage and the 

s torage of company bus iness  data.

Do you have a  documented l i s t of pre-approved cloud 

based services  that are a l lowed to be used for use and 

s torage of company bus iness  data  via  a  mobi le device? X

- APO01.03

APO01.08

APO13.01

APO13.02

APO13.03

SRM > 

Governance 

Risk & 

Compl iance > 

Vendor 

Management

provider X None 

(Mobi le 

Guidance)

02.d Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

G.9 

Mobile Security

Compatibility

MOS-

07

MOS-07.1 The company shal l  have a  documented appl ication 

va l idation process  to test for mobi le device, operating 

system, and appl ication compatibi l i ty i s sues .

Do you have a  documented appl ication va l idation process  

for testing device, operating system, and appl ication 

compatibi l i ty i s sues? X Come previs to da l la  ISO 27001.

- APO01.03

APO01.08

APO13.01

APO13.02

BAI03.07

ITOS > Service 

Support > 

Configuration 

Management - 

Software 

provider X None 

(Mobi le 

Guidance)

10.k Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

G.9 

Mobile Security

Device Eligibility

MOS-

08

MOS-08.1 The BYOD pol icy shal l  define the device and el igibi l i ty 

requirements  to a l low for BYOD usage.

Do you have a  BYOD pol icy that defines  the device(s ) and 

el igibi l i ty requirements  a l lowed for BYOD usage?
X

- APO01.03

APO01.08

APO13.01

APO13.02

BAI02.01

SRM > Pol icies  

and Standards  

> Information 

Securi ty 

Pol icies

provider X None 

(Mobi le 

Guidance)

02.d Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

21.4.9.C.01

21.4.9.C.02

21.4.9.C.03

21.4.9.C.04

21.4.9.C.05

E.1

G.9

Mobile Security

Device Inventory

MOS-

09

MOS-09.1 An inventory of a l l  mobi le devices  used to s tore and 

access  company data  shal l  be kept and mainta ined. Al l  

changes  to the s tatus  of these devices , (i .e., operating 

system and patch levels , lost or decommiss ioned s tatus , 

and to whom the device i s  ass igned or approved for usage 

(BYOD)), wi l l  be included for each device in the inventory.

Do you mainta in an inventory of a l l  mobi le devices  s toring 

and access ing company data  which includes  device s tatus  

(e.g., operating system and patch levels , lost or 

decommiss ioned, device ass ignee)?
X

- BAI06.01

BAI06.02

BAI06.04

BAI10.01

BAI10.02

BAI10.03

SRM > 

Infrastructure 

Protection 

Services  > End 

Point - 

Inventory 

Control

provider X None 

(Mobi le 

Guidance)

07.a Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

6.1.2(c)(1),

21.4.13.C.01

21.4.10.C.10

21.4.10.C.12

D.1 

Mobile Security

Device Management

MOS-

10

MOS-10.1 A centra l i zed, mobi le device management solution shal l  

be deployed to a l l  mobi le devices  permitted to s tore, 

transmit, or process  customer data.

Do you have a  centra l i zed mobi le device management 

solution deployed to a l l  mobi le devices  that are permitted 

to s tore, transmit, or process  company data? X

- APO03.01

APO03.02

APO04.02

APO13.01

APO13.02

Presentation 

Services  > 

Presentation 

Platform > End-

Points -Mobi le 

provider X None 

(Mobi le 

Guidance)

01.x Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

D.1

O.5

Mobile Security

Encryption

MOS-

11

MOS-11.1 The mobi le device pol icy shal l  require the use of 

encryption ei ther for the enti re device or for data  

identi fied as  sens i tive on a l l  mobi le devices  and shal l  be 

enforced through technology controls .

Does  your mobi le device pol icy require the use of 

encryption for ei ther the enti re device or for data  

identi fied as  sens i tive enforceable through technology 

controls  for a l l  mobi le devices?
X Come da Pol icy Interne.

- APO01.03

APO13.01

APO13.02

DSS05.03

DSS05.05

DSS06.06

SRM > Data  

Protection > 

Cryptographic 

Services  - Data-

At-Rest 

Encryption

provider X None 

(Mobi le 

Guidance)

01.x Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

21.4.12.C.01

21.4.12.C.02

21.4.12.C.04

21.4.10.C.12

BSGP 4,1 4.1 G.9 

MOS-12.1 Does  your mobi le device pol icy prohibi t the ci rcumvention 

of bui l t-in securi ty controls  on mobi le devices  (e.g., 

ja i lbreaking or rooting)?

X

MOS-12.2 Do you have detective and preventative controls  on the 

device or via  a  centra l i zed device management system 

which prohibi t the ci rcumvention of bui l t-in securi ty 

controls? X

MOS-13.1 Does  your BYOD pol icy clearly define the expectation of 

privacy, requirements  for l i tigation, e-discovery, and lega l  

holds?

X

MOS-13.2 Do you have detective and preventative controls  on the 

device or via  a  centra l i zed device management system 

which prohibi t the ci rcumvention of bui l t-in securi ty 

controls?
X

Mobile Security

Lockout Screen

MOS-

14

MOS-14.1 BYOD and/or company owned devices  are configured to 

require an automatic lockout screen, and the requirement 

shal l  be enforced through technica l  controls .

Do you require and enforce via  technica l  controls  an 

automatic lockout screen for BYOD and company owned 

devices? X

- DSS05.03

DSS05.05

Presentation 

Services  > 

Presentation 

Platform > End-

Points -Mobi le 

shared X None 

(Mobi le 

Guidance)

01.t Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

21.4.10.C.08

21.4.12.C.09

21.4.12.C.10

21.4.12.C.11

O.5 

Mobile Security

Operating Systems

MOS-

15

MOS-15.1 Changes  to mobi le device operating systems, patch levels , 

and/or appl ications  shal l  be managed through the 

company's  change management processes .

Do you manage a l l  changes  to mobi le device operating 

systems, patch levels , and appl ications  via  your company's  

change management processes? X

- APO01.03

APO13.01

APO13.02

BAI06

ITOS > Service 

Support -

Change 

Management > 

Planned 

Changes

shared X None 

(Mobi le 

Guidance)

10.k Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

21.4.9.C.14

21.4.6.C.02

O.5 

G.2

MOS-16.1 Do you have password pol icies  for enterprise i ssued 

mobi le devices  and/or BYOD mobi le devices?
X

MOS-16.2 Are your password pol icies  enforced through technica l  

controls  (i .e. MDM)? X

MOS-16.3 Do your password pol icies  prohibi t the changing of 

authentication requirements  (i .e. password/PIN length) via  

a  mobi le device?
X

MOS-17.1 Do you have a  pol icy that requires  BYOD users  to perform 

backups  of speci fied corporate data?
X

MOS-17.2 Do you have a  pol icy that requires  BYOD users  to prohibi t 

the usage of unapproved appl ication s tores? X

MOS-17.3 Do you have a  pol icy that requires  BYOD users  to use anti -

malware software (where supported)? X

MOS-18.1 Does  your IT provide remote wipe or corporate data  wipe 

for a l l  company-accepted BYOD devices?
X

MOS-18.2 Does  your IT provide remote wipe or corporate data  wipe 

for a l l  company-ass igned mobi le devices?

X Come previs to da l la  ISO 27001.

MOS-19.1 Do your mobi le devices  have the latest ava i lable securi ty-

related patches  insta l led upon genera l  release by the 

device manufacturer or carrier?

X

MOS-19.2 Do your mobi le devices  a l low for remote va l idation to 

download the latest securi ty patches  by company IT 

personnel?

X

MOS-20.1 Does  your BYOD pol icy clari fy the systems and servers  

a l lowed for use or access  on the BYOD-enabled device?
X

MOS-20.2 Does  your BYOD pol icy speci fy the user roles  that are 

a l lowed access  via  a  BYOD-enabled device? X

Security Incident 

Management, E-

Discovery, & Cloud 

Forensics

Contact / Authority 

Maintenance

SEF-01 SEF-01.1 Points  of contact for appl icable regulation authori ties , 

national  and loca l  law enforcement, and other lega l  

jurisdictional  authori ties  shal l  be mainta ined and 

regularly updated (e.g., change in impacted-scope and/or 

a  change in any compl iance obl igation) to ensure direct 

compl iance l ia isons  have been establ ished and to be 

prepared for a  forens ic investigation requiring rapid 

engagement with law enforcement.

Do you mainta in l ia isons  and points  of contact with loca l  

authori ties  in accordance with contracts  and appropriate 

regulations?

X Come previs to da l la  ISO 27001.

CC3.3 APO01.01

APO01.02

APO01.03

APO01.08

MEA03.01

MEA03.02

MEA03.03

312,4 BOSS > 

Compl iance > 

Contact/Authori

ty Maintenance

shared x 05.f;05.g A.6.1.6

A.6.1.7

A.6.1.3

A.6.1.4

Chapter VI, 

Article 44.

Chapter II ,

Article 16, part I

3,2 3.1.8.C.01

3.1.8.C.02

3.1.8.C.03

3.2.7.C.01.

3.2.7.C.02.

3.2.7.C.03.

3.2.7.C.04.

3.2.7.C.05.

3.2.8.C.01.

3.2.9.C.01.

3.2.9.C.02.

3.2.9.C.03.

3.2.10.C.01.

3.2.10.C.02.

3.2.10.C.03.

3.2.11.C.01.

3.2.11.C.02.

3.2.11.C.03.

3.2.12.C.01.

3.2.12.C.02.

3.2.13.C.01.

3.2.14.C.01.

3.2.15.C.01.

3.2.16.C.01.

3.2.17.C.01.

3.2.18.C.01.

12.5.3

12.10.1

12.5.3

12.10.1; 12.10.3; 12.10.6

J.7 

SEF-02.1 Do you have a  documented securi ty incident response X Come previs to da l la  ISO 27001.

SEF-02.2 Do you integrate customized tenant requirements  into your 

securi ty incident response plans?
X

SEF-02.3 Do you publ ish a  roles  and respons ibi l i ties  document 

speci fying what you vs . your tenants  are respons ible for 

during securi ty incidents?

 X

SEF-02.4 Have you tested your securi ty incident response plans  in 

the last year?

X Come previs to da l la  ISO 27001.

SEF-03.1 Does  your securi ty information and event management 

(SIEM) system merge data  sources  (e.g., app logs , fi rewal l  

logs , IDS logs , phys ica l  access  logs , etc.) for granular 

analys is  and a lerting?

X

PCI-DSS v2.0 

12.5.2

PCI-DSS v2.0 

12.5.3

SEF-03.2 Does  your logging and monitoring framework a l low 

isolation of an incident to speci fic tenants?
X

PCI-DSS v2.0 

12.5.2

PCI-DSS v2.0 

12.5.3

SEF-04.1 Does  your incident response plan comply with industry 

s tandards  for lega l ly admiss ible chain-of-custody 

management processes  and controls?
X

SEF-04.2 Does  your incident response capabi l i ty include the use of 

lega l ly admiss ible forens ic data  col lection and analys is  
X

SEF-04.3 Are you capable of supporting l i tigation holds  (freeze of 

data  from a  speci fic point in time) for a  speci fic tenant 

without freezing other tenant data?

X

SEF-04.4 Do you enforce and attest to tenant data  separation when 

producing data  in response to lega l  subpoenas?
X

SEF-05.1 Do you monitor and quanti fy the types , volumes, and 

impacts  on a l l  information securi ty incidents?
X

PCI DSS v2.0 

12.9.6

SEF-05.2 Wi l l  you share s tatis tica l  information for securi ty incident 

data  with your tenants  upon request? X
PCI DSS v2.0 

12.9.6

STA-01.1 Do you inspect and account for data  qual i ty errors  and 

associated risks , and work with your cloud supply-chain 

partners  to correct them?
X

STA-01.2 Do you des ign and implement controls  to mitigate and 

conta in data  securi ty ri sks  through proper separation of 

duties , role-based access , and least-privi leged access  for 

a l l  personnel  within your supply chain?

X

Supply Chain 

Management, 

Transparency, and 

Accountability

Incident Reporting

STA-

02

STA-02.1 The provider shal l  make securi ty incident information 

ava i lable to a l l  a ffected customers  and providers  

periodica l ly through electronic methods  (e.g., porta ls ).

Do you make securi ty incident information ava i lable to a l l  

a ffected customers  and providers  periodica l ly through 

electronic methods  (e.g., porta ls )?
X

Le informazioni  sono a  dispos izione degl i  enti  di  veri fica  ed 

eventualmente del le Autori tà .

APO09.03

APO09.04

APO10.04

APO10.05

DSS02.07

ITOS > Service 

Support -> 

Incident 

Management > 

Cross  Cloud 

Incident 

provider Domain 2 11.a Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

12.7.17.C.01 A.8 

STA-03.1 Do you col lect capaci ty and use data  for a l l  relevant 

components  of your cloud service offering?
X

STA-03.2 Do you provide tenants  with capaci ty planning and use 

reports?
X

Supply Chain 

Management, 

Transparency, and 

Accountability

Provider Internal 

Assessments

STA-

04

STA-04.1 The provider shal l  perform annual  internal  assessments  

of conformance and effectiveness  of i ts  pol icies , 

procedures , and supporting measures  and metrics .

Do you perform annual  internal  assessments  of 

conformance and effectiveness  of your pol icies , 

procedures , and supporting measures  and metrics?
X Durante gl i  Audit interni .

MEA01

MEA02

SRM > 

Governance 

Risk & 

Compl iance > 

Vendor 

Management

provider x Domain 2 06.g Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

12.1.1 12.1.1 A.9 

STA-05.1 Do you select and monitor outsourced providers  in 

compl iance with laws  in the country where the data  i s  

processed, s tored, and transmitted?

X

STA-05.2 Do you select and monitor outsourced providers  in 

compl iance with laws  in the country where the data  

originates?
X

STA-05.3 Does  lega l  counsel  review a l l  thi rd-party agreements? X

STA-05.4 Do third-party agreements  include provis ion for the 

securi ty and protection of information and assets?
X

A.8

V.1

A.8 

A.8 

D.6 

V.1

V.4

O.5

G.9 

E.3 

H.1 

F.3 

K.5

G.9

O.5 

O.5

G.9

G.2

G.9 

J.1

J.2

J.3

J.4

J.5

J.6

J.7
E.2

P.4

A.8

A.12 

J.7

A.8

J.12 

A.5

P.4

12.1

12.10.1

2.4;12.8.1;12.8.2

4.1

21.4.9.C.10

21.4.9.C.14

21.4.9.C.02

21.4.9.C.06

21.4.9.C.10

21.4.10.C.12

5.1.6.C.01.

5.1.7.C.01.

5.1.8.C.01.

5.1.9.C.01.

5.1.10.C.01.

5.1.10.C.02.

5.1.11.C.01.
7.2.6.C.01.

7.2.6.C.02.

7.2.7.C.01.

7.2.8.C.01.

7.2.9.C.01.

7.2.10.C.01.

7.2.11.C.01.

7.2.12.C.01.

7.2.13.C.01.
5.1.10.C.01

7.3.4.C.01.

7.3.5.C.01.

7.3.5.C.02.

7.3.5.C.03.

7.3.6.C.01.

7.3.6.C.02.

7.3.6.C.03.

7.3.6.C.04.

7.3.6.C.05.
7.2.6.C.01.

7.2.6.C.02.

7.2.7.C.01.

7.2.8.C.01.

7.2.9.C.01.

18.1.8.C.01.

18.1.8.C.02.

18.1.8.C.03.

18.1.8.C.04.

18.1.8.C.05.

18.1.9.C.01.

4.4.4.C.01.

4.4.5.C.01

4.4.5.C.02.

4.4.5.C.03.

4.4.5.C.04.

4.4.6.C.01.

4.4.7.C.01.

4.4.7.C.02.

4.4.8.C.01.

4.4.8.C.02.

4.4.8.C.03.

4.4.8.C.04.

4.4.9.C.01.

4.4.10.C.01.

4.4.11.C.01.

4.4.12.C.01.

4.4.12.C.02.

4.4.12.C.03.

4.4.12.C.04.

4.4.12.C.05.

2.2.5.C.01.

2.2.5.C.02.

2.2.6.C.01.

2.2.6.C.02.

2.2.7.C.01.

12.7.16.C.01

12.7.16.C.02

12.7.16.C.03

02.d

11.a;11.c

11.a;11.b;11.c

11.a;11.e

11.d

05.i

05.k;09.n

05.i;05.k;09.t

05.k

09.s

09.s

01.x

02.d

01.d

01.x;09.j;09.l

A.16.1.6

Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

6.1.2(c)(1),

Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

Domain 2

Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)
Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

6.1.2(c)(1),

6.1.2(c)(2)
Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

6.1.2(c)(1),
Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

A.15.1.2

A.13.1.2

A.15.1.2,

8.1* partia l ,

A.13.2.2,

A.9.4.1

A.10.1.1

01.x

01.x

6.04.03. (b)

6.04.08. (a)

6.04.08. (b)

6.06. (a)

6.06. (b)

6.06. (c)

Domain 3providerAPO01.08

APO02.05

APO03.01

APO03.02

APO04.02

BAI02.01

- None 

(Mobi le 

Guidance)

Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

6.1.2(c)(1),

6.1.2(c)(2)

6.1.2(d)
Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

- None 

(Mobi le 

Guidance)

SRM > Pol icies  

and Standards  

> Technica l  

Securi ty 

Standards

shared X

APO01.03

APO13.01

APO13.02

DSS05.03

Presentation 

Services  > 

Presentation 

Platform > End-

Points -Mobi le 

Devices-Mobi le 

Device 

Management

shared

None 

(Mobi le 

Guidance)

None 

(Mobi le 

Guidance)

SRM > Pol icies  

and Standards  

> Information 

Securi ty 

Services

- None 

(Mobi le 

Guidance)

APO01.03

APO13.01

APO13.02

DSS05.03

DSS05.05

DSS05.06

- Domain 6

X

COBIT 4.1 DS 4.9

None 

(Mobi le 

Guidance)

BOSS > Data  

Governance > 

Secure 

Disposal  of 

Data

Clause 4.3.3

Clause 5.2.2

A.6.1.3

A.8.2.1

A.8.2.2

A.13.1.1

A.13.1.2

A.13.2.1

Domain 2 6.07.01. (a)

6.07.01. (i )

NIST SP 800-53 R3 IR-4

NIST SP 800-53 R3 IR-5

NIST SP 800-53 R3 IR-8

NIST SP 800-53 R3 IR-4

NIST SP 800-53 R3 IR-4 (1)

NIST SP 800-53 R3 IR-5

NIST SP 800-53 R3 IR-8

1.2.7

1.2.10

SRM > 

Infrastructure 

Protection 

Services -

>Network > Link 

Layer Network 

Securi ty

shared

- Domain 6

46 (B) Schedule 1 

(Section 5) 4.1 

Accountabi l i ty, 

Subs . 4.1.4; 4.8 

Openness , Subs . 

4.8.2

IS-22 COBIT 4.1 DS5.6 Domain 2 6.04.07. (b)

6.07.01. (a)

6.07.01. (d)

6.07.01. (e)

6.07.01. (f)

6.07.01. (g)

6.07.01. (h)

Article 17 NIST SP 800-53 R3 IR-1

NIST SP 800-53 R3 IR-2

NIST SP 800-53 R3 IR-4

NIST SP 800-53 R3 IR-5

NIST SP 800-53 R3 IR-6

NIST SP 800-53 R3 IR-7

NIST SP 800-53 R3 IR-1

NIST SP 800-53 R3 IR-2

NIST SP 800-53 R3 IR-3

NIST SP 800-53 R3 IR-4

NIST SP 800-53 R3 IR-4 (1)

NIST SP 800-53 R3 IR-5

NIST SP 800-53 R3 IR-7

Mechanisms  shal l  be put in place to monitor and quanti fy 

the types , volumes, and costs  of information securi ty 

incidents .

S3.9.0

C4.1.0

(S3.9.0) Procedures  exis t to provide that 

i ssues  of noncompl iance with securi ty 

pol icies  are promptly addressed and that 

corrective measures  are taken on a  timely 

bas is .

J.1.2 47 (B) IS-25

Presentation 

Services  > 

Presentation 

Platform > End-

Points -Mobi le 

Devices-Mobi le 

Device 

Management

provider X

Infrastructure 

Services  > 

Virtua l  

Infrastructure > 

Server 

Virtua l ization

provider X

X

- None 

(Mobi le 

Guidance)

Information 

Technology 

Operation 

Services  > 

Service Del ivery 

> Service Level  

-

CC5.5

CC6.2

Interoperability & 

Portability

Policy & Legal

IPY-03 Pol icies , procedures , and mutual ly-agreed upon provis ions  

and/or terms  shal l  be establ ished to satis fy customer 

(tenant) requirements  for service-to-service appl ication 

(API) and information process ing interoperabi l i ty, and 

portabi l i ty for appl ication development and information 

exchange, usage , and integri ty pers is tence.
Interoperability & 

Portability

Standardized Network 

Protocols

IPY-04 The provider shal l  use secure (e.g., non-clear text and 

authenticated) s tandardized network protocols  for the 

import and export of data  and to manage the service, and 

shal l  make avai lable a  document to consumers  (tenants) 

deta i l ing the relevant interoperabi l i ty and portabi l i ty 

s tandards  that are involved.

Interoperability & 

Portability

Virtualization

IPY-05 The provider shal l  use an industry-recognized 

vi rtua l ization platform and s tandard vi rtua l ization formats  

(e.g., OVF) to help ensure interoperabi l i ty, and shal l  have 

documented custom changes  made to any hypervisor in 

use, and a l l  solution-speci fic vi rtua l ization hooks , 

ava i lable for customer review.

Mobile Security

Jailbreaking and 

Rooting

MOS-

12

The mobi le device pol icy shal l  prohibi t the ci rcumvention 

of bui l t-in securi ty controls  on mobi le devices  (e.g., 

ja i lbreaking or rooting) and is  enforced through detective 

and preventative controls  on the device or through a  

centra l i zed device management system (e.g., mobi le 

device management).

Mobile Security

Legal

MOS-

13

The BYOD pol icy includes  clari fying language for the 

expectation of privacy, requirements  for l i tigation, e-

discovery, and lega l  holds . The BYOD pol icy shal l  clearly 

s tate the expectations  over the loss  of non-company data  

in the case that a  wipe of the device i s  required.

Proper forens ic procedures , including chain of custody, are 

required for the presentation of evidence to support 

potentia l  lega l  action subject to the relevant jurisdiction 

after an information securi ty incident. Upon noti fication, 

customers  and/or other external  bus iness  partners  

impacted by a  securi ty breach shal l  be given the 

opportunity to participate as  i s  lega l ly permiss ible in the 

forens ic investigation.

S2.4.0

C3.15.0

Chapter II , Article 20 CIP-003-3 - 

R4.1

CIP-004-3 

R3.3

IS3.7.0

S3.9.0

(IS3.7.0) Procedures  exis t to identi fy, report, 

and act upon system securi ty breaches  and 

other incidents .

(S3.9.0) Procedures  exis t to provide that 

J.1 J.1.1, J.1.2 1.2.4

1.2.7

7.1.2

7.2.2

7.2.4

10.2.1

10.2.4

45 CFR 164.308 

(a)(1)(i )

45 CFR 164.308 

(a)(6)(i )

Clause 4.3.3

A.13.1.1

A.13.2.1

ITAR 22 

CFR § 

127.12

Mobile Security

Passwords

MOS-

16

Password pol icies , appl icable to mobi le devices , sha l l  be 

documented and enforced through technica l  controls  on 

a l l  company devices  or devices  approved for BYOD usage, 

and shal l  prohibi t the changing of password/PIN lengths  

and authentication requirements .

Mobile Security

Policy

MOS-

17

The mobi le device pol icy shal l  require the BYOD user to 

perform backups  of data, prohibi t the usage of 

unapproved appl ication s tores , and require the use of anti -

malware software (where supported).

Mobile Security

Remote Wipe

MOS-

18

Al l  mobi le devices  permitted for use through the company 

BYOD program or a  company-ass igned mobi le device shal l  

a l low for remote wipe by the company's  corporate IT or 

shal l  have a l l  company-provided data  wiped by the 

company's  corporate IT.

Mobile Security

Security Patches

MOS-

19

Mobi le devices  connecting to corporate networks  or 

s toring and access ing company information shal l  a l low for 

remote software vers ion/patch va l idation. Al l  mobi le 

devices  shal l  have the latest ava i lable securi ty-related 

patches  insta l led upon genera l  release by the device 

manufacturer or carrier and authorized IT personnel  shal l  

be able to perform these updates  remotely.

Mobile Security

Users

MOS-

20

The BYOD pol icy shal l  clari fy the systems and servers  

a l lowed for use or access  on a  BYOD-enabled device.

Security Incident 

Management, E-

Discovery, & Cloud 

Forensics

Incident Management

SEF-02 Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, to triage securi ty-related events  and ensure 

timely and thorough incident management, as  per 

establ ished IT service management pol icies  and 

procedures .

Security Incident 

Management, E-

Discovery, & Cloud 

Forensics

Incident Reporting

SEF-03 Workforce personnel  and external  bus iness  relationships  

shal l  be informed of their respons ibi l i ty and, i f required, 

sha l l  consent and/or contractual ly agree to report a l l  

information securi ty events  in a  timely manner. 

Information securi ty events  shal l  be reported through 

predefined communications  channels  in a  timely manner 

adhering to appl icable lega l , s tatutory, or regulatory 

compl iance obl igations .

A2.3.0

C2.3.0

I2.3.0

S2.3.0

S2.4

(A2.3.0, C2.3.0, I2.3.0, S2.3.0) Respons ibi l i ty 

and accountabi l i ty for the enti ty’s  system 

avai labi l i ty, confidentia l i ty of data, 

process ing integri ty and related securi ty 

pol icies  and changes  and updates  to those 

pol icies  are communicated to enti ty 

personnel  respons ible for implementing 

them.

J.1

E.1

J.1.1, E.4 5 (B)

46 (B)

48 (A+)

49 (B)

50 (B)

Schedule 1 

(Section 5) 4.1 

Accountabi l i ty, 

Subs . 4.1.3

IS-23 COBIT 4.1 DS5.6 Domain 2 6.07.01. (a) Article 17 NIST SP 800-53 R3 IR-2

NIST SP 800-53 R3 IR-6

NIST SP 800-53 R3 IR-7

NIST SP 800-53 R3 SI-5

NIST SP 800-53 R3 IR-2

NIST SP 800-53 R3 IR-6

NIST SP 800-53 R3 IR-6 (1)

NIST SP 800-53 R3 IR-7

NIST SP 800-53 R3 IR-7 (1)

NIST SP 800-53 R3 IR-7 (2)

NIST SP 800-53 R3 SI-4

NIST SP 800-53 R3 SI-4 (2)

NIST SP 800-53 R3 SI-4 (4)

1.2.7

1.2.10

7.1.2

7.2.2

7.2.4

10.2.4

NIST SP 800-53 R3 AU-6

NIST SP 800-53 R3 AU-9

NIST SP 800-53 R3 AU-

11

NIST SP 800-53 R3 IR-5

NIST SP 800-53 R3 IR-7

NIST SP 800-53 R3 IR-8

NIST SP 800-53 R3 AU-6

NIST SP 800-53 R3 AU-6 (1)

NIST SP 800-53 R3 AU-6 (3)

NIST SP 800-53 R3 AU-7

NIST SP 800-53 R3 AU-7 (1)

NIST SP 800-53 R3 AU-9

NIST SP 800-53 R3 AU-9 (2)

NIST SP 800-53 R3 AU-10

NIST SP 800-53 R3 AU-10 (5)

NIST SP 800-53 R3 AU-11

1.2.7 45 CFR 164.308 

(a)(6)(i i )

Clause 4.3.3

Clause 5.2.2

A.8.2.2

A.8.2.3

A.13.2.3

A.15.1.3

BOSS > Legal  

Services  > 

Incident 

Response Legal  

Preparation

shared x CIP-004-3 

R3.3

AU-6

AU-7

AU-9

AU-11

IR-5

IR-7

IR-8

BOSS > Human 

Resources  

Securi ty > 

Employee 

Awareness

shared x

Commandment 

#2

Commandment 

#6

Commandment 

#8

Chapter II , Article 20 CIP-007-3 - 

R6.1 

CIP-008-3 - 

R1

IR-1

IR-2

IR-3

IR-4

IR-5

IR-7

IR-8

PCI-DSS v2.0 

12.9

PCI-DSS v2.0 

12.9.1

PCI-DSS v2.0 

12.9.2

PCI-DSS v2.0 
45 CFR 164.312 

(a)(6)(i i )

16 CFR 318.3 

(a) (New)

16 CFR 318.5 

(a) (New)

45 CFR 160.410 

(a)(1) (New)

ITAR 22 

CFR § 

127.12

Commandment 

#2

Commandment 

#6

Commandment 

#8

Clause

5.3 (a),

5.3 (b),

7.5.3(b),

5.2 (c),

7.5.3(d),

8.1,
Clause

5.2 (c),

5.3 (a),

5.3 (b),

7.2(a),

7.2(b),

7.2(c),

7.2(d),

7.3(b),
Clause

5.2 (c),

5.3 (a),

5.3 (b),

7.2(a),

7.2(b),

7.2(c),

7.2(d),

7.3(b),

7.3(c)

NIST SP 800-53 R3 CA-3

NIST SP 800-53 R3 CP-6

NIST SP 800-53 R3 CP-6 (1)

NIST SP 800-53 R3 CP-6 (3)

NIST SP 800-53 R3 CP-7

NIST SP 800-53 R3 CP-7 (1)

8.2.2

8.2.5

APO01.03

APO03.01

APO03.02

APO09.03

BAI02.01

BAI02.04

provider x A.6.2.3

A.10.6.2

Security Incident 

Management, E-

Discovery, & Cloud 

Forensics

Incident Response 

SEF-05

Commandment 

#6

Commandment 

#7

Commandment 

#8

IR-2

IR-6

IR-7

SI-4

SI-5

45 CFR 164.308 

(a)(1)(i i )(D)

A.13.2.2 CIP-008-3 - 

R1.1

IR-4

IR-5

IR-8

Supply Chain 

Management, 

Transparency, and 

Accountability

Data Quality and 

Integrity

STA-

01

Providers  shal l  inspect, account for, and work with their 

cloud supply-chain partners  to correct data  qual i ty errors  

and associated risks . Providers  shal l  des ign and 

implement controls  to mitigate and conta in data  securi ty 

ri sks  through proper separation of duties , role-based 

access , and least-privi lege access  for a l l  personnel  within 

their supply chain.

APO01.03

APO07.06

APO07.03

APO13.01

APO13.02

DSS02.01

APO01.03

APO13.01

APO13.02

DSS01.03

DSS02.01

DSS02.02

DSS02.04

DSS02.05

DSS02.06

DSS04.07

APO10

APO11

DSS05.04

DSS06.03

DSS06.06

CC2.3

CC2.5

C1.4

C1.5

CC2.5

CC6.2

CC6.2

CC4.1

BOSS > 

Operational  

Risk 

Management > 

Key Risk 

shared

Security Incident 

Management, E-

Discovery, & Cloud 

Forensics

Incident Response 

Legal Preparation

SEF-04

Supply Chain 

Management, 

Transparency, and 

Accountability

Network / 

Infrastructure Services

STA-

03

Bus iness -cri tica l  or customer (tenant) impacting (phys ica l  

and vi rtua l ) appl ication and system-system interface (API) 

des igns  and configurations , and infrastructure network 

and systems components , sha l l  be des igned, developed, 

and deployed in accordance with mutual ly agreed-upon 

service and capaci ty-level  expectations , as  wel l  as  IT 

C2.2.0 (C2.2.0) The system securi ty, ava i labi l i ty, 

system integri ty, and confidentia l i ty and 

related securi ty obl igations  of users  and 

the enti ty’s  system securi ty, ava i labi l i ty, 

system integri ty, and confidentia l i ty and 

related securi ty commitments  to users  are 

C.2 C.2.6, G.9.9 45 (B)

74 (B)

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

IS-31 COBIT 4.1 

DS5.10

Domain 2 6.02. (c)

6.03.07. (a)

6.03.07. (b)

6.03.07. (c)

6.03.07. (d)

Article 17 NIST SP 800-53 R3 CA-3

NIST SP 800-53 R3 SA-9

x

SRM > 

Governance 

Risk & 

Compl iance > 

Vendor 

Management

provider X

(S2.4.0) The process  for informing the enti ty 

about system avai labi l i ty i s sues , 

confidentia l i ty i s sues , process ing integri ty 

i ssues , securi ty i ssues  and breaches  of the 

system securi ty and for submitting 

compla ints  i s  communicated to authorized 

users .

(C3.15.0) Procedures  exis t to provide that 

i ssues  of noncompl iance with defined 

J.1

E.1

J.1.1, J.1.2,  E.4 IS-24 COBIT 4.1 DS5.6 Domain 2 6.04.07. (b)

6.07.01. (f)

6.07.01. (h)

SC-20

SC-21

SC-22

SC-23

SC-24

ITOS > Service 

Del ivery > 

Service Level  

Management

Supply Chain 

Management, 

Transparency, and 

Accountability

Third Party 

Agreements

STA-

05

Supply chain agreements  (e.g., SLAs) between providers  

and customers  (tenants) sha l l  incorporate at least the 

fol lowing mutual ly-agreed upon provis ions  and/or terms:

 • Scope of bus iness  relationship and services  offered 

(e.g., customer (tenant) data  acquis i tion, exchange and 

usage, feature sets  and functional i ty, personnel  and 

infrastructure network and systems components  for service 

del ivery and support, roles  and respons ibi l i ties  of 

provider and customer (tenant) and any subcontracted or 

outsourced bus iness  relationships , phys ica l  geographica l  

location of hosted services , and any known regulatory 

compl iance cons iderations)

 • Information securi ty requirements , provider and 

customer (tenant) primary points  of contact for the 

duration of the bus iness  relationship, and references  to 

deta i led supporting and relevant bus iness  processes  and 

technica l  measures  implemented to enable effectively 

governance, ri sk management, assurance and lega l , 

s tatutory and regulatory compl iance obl igations  by a l l  

impacted bus iness  relationships

 • Noti fication and/or pre-authorization of any changes  

control led by the provider with customer (tenant) impacts

 • Timely noti fication of a  securi ty incident (or confi rmed 

breach) to a l l  customers  (tenants) and other bus iness  

relationships  impacted (i .e., up- and down-stream 

impacted supply chain)

 • Assessment and independent veri fication of compl iance 

with agreement provis ions  and/or terms  (e.g., industry-

acceptable certi fication, attestation audit report, or 

equiva lent forms  of assurance) without pos ing an 

unacceptable bus iness  ri sk of exposure to the 

organization being assessed

 • Expiration of the bus iness  relationship and treatment of 

customer (tenant) data  impacted

 • Customer (tenant) service-to-service appl ication (API) 

and data  interoperabi l i ty and portabi l i ty requirements  for 

S2.2.0

A3.6.0

C3.6.0

(S2.2.0) The ava i labi l i ty, confidentia l i ty of 

data, process ing integri ty, system securi ty 

and related securi ty obl igations  of users  

and the enti ty’s  ava i labi l i ty and related 

securi ty commitments  to users  are 

communicated to authorized users .

(A3.6.0) Procedures  exis t to restrict phys ica l  

access  to the defined system including, but 

not l imited to, faci l i ties , backup media , 

and other system components  such as  

fi rewal ls , routers , and servers .

(C3.6.0) The enti ty has  procedures  to obta in 

assurance or representation that the 

confidentia l i ty pol icies  of thi rd parties  to 

whom information is  transferred and upon 

which the enti ty rel ies  are in conformity 

with the enti ty’s  defined system 

confidentia l i ty and related securi ty 

pol icies  and that the third party i s  in 

compl iance with i ts  pol icies .

C.2 C.2.4, C.2.6, 

G.4.1, G.16.3

74 (B)

75 (C+, 

A+)

45 (B)

75 (C+, 

A+)

79 (B)

4 (C+, A+)

Schedule 1 

(Section 5) 4.1 

Accountabi l i ty, 

Subs . 4.1.3

LG-02 COBIT 4.1 

DS5.11

Domain 3 6.02. (e)

6.10. (h)

6.10. (i )

Article 17 (3) NIST SP 800-53 R3 CA-3

NIST SP 800-53 R3 PS-7

NIST SP 800-53 R3 SA-6

NIST SP 800-53 R3 SA-7

NIST SP 800-53 R3 SA-9

NIST SP 800-53 R3 CA-3

NIST SP 800-53 R3 MP-5

NIST SP 800-53 R3 MP-5 (2)

NIST SP 800-53 R3 MP-5 (4)

NIST SP 800-53 R3 PS-7

NIST SP 800-53 R3 SA-6

NIST SP 800-53 R3 SA-7

NIST SP 800-53 R3 SA-9

NIST SP 800-53 R3 SA-9 (1)

1.2.5312.3, 312.8 and 

312.10

A.6.2.3

A10.2.1

A.10.8.2

A.11.4.6

A.11.6.1

A.12.3.1

A.12.5.4

ITAR 22 

CFR § 

120.17 

EAR 15 

CFR 

§736.2 (b)

Commandment 

#1

Commandment 

#4

Commandment 

#5

Commandment 

#6

Commandment 

#7

Commandment 

#8

Chapter II

Article 14.

CA-3

MP-5

PS-7

SA-6

SA-7

SA-9

PCI DSS v2.0 

2.4

PCI DSS v2.0 

12.8.2

CC2.2

CC2.3

CC2.2

CC2.3

CC5.5

C1.4

C1.5

APO01.08

APO02.05

APO03.01

APO03.02

APO04.02

BAI02.01

BAI02.04
APO01.08

APO02.05

APO03.01

APO03.02

APO04.02

BAI02.01

BAI02.04

APO09.03

APO01.03

APO13.01

APO13.02

DSS05.03

APO01.03

APO13.01

APO13.02

APO09.03

APO09.05

APO01.03

APO13.01

APO13.02

DSS05.01

DSS05.03

APO01.03

APO13.01

APO13.02

DSS05.03

DSS05.05

DSS05.06

APO01.03

APO13.01

APO13.02

APO01.03

APO13.01

APO13.02

DSS01.03

DSS02.01

DSS02.02

DSS02.04

312.8 and 

312.10

312.3, 312.8 and 

312.10

312.8 and 

312.10

312.8 and 

312.10

312.8 and 

312.10

SRM > Data  

Protection > 

Cryptographic 

Services  - Data-

In-Trans i t 

Encryption

provider x

ITOS > Service 

Support > 

Securi ty 

Incident 

Management

shared x

shared

shared X

BOSS > Legal  

Services  > 

Contracts

shared x

X

SRM > Pol icies  

and Standards  

> Technica l  

Securi ty 

Standards

shared X

99.31(a)(1)(i )

34 CFR 99.32(a)

IP-4 COMPLAINT 

MANAGEMENT. SE-2 

PRIVACY INCIDENT 

RESPONSE

IP-4 COMPLAINT 

MANAGEMENT. SE-2 

PRIVACY INCIDENT 

RESPONSE

4.1

4.2

4.6

7.1

7,2

7,3

7.2

7.3

17,1

5.2

2.2

BSGP

BSGP

21.4.10.C.12

21.4.8.C.01

21.4.10.C.12

21.4.12.C.09

21.4.10.C.12

22.2.11.C.01.

22.2.11.C.02.

22.2.11.C.03.

22.2.11.C.04.

22.2.12.C.01.

22.2.12.C.02.

22.2.13.C.01.

22.2.13.C.02.

21.4.9.C.01

21.4.13.C.04

21.4.10.C.12

21.4.10.C.01

21.4.10.C.02

21.4.10.C.03

21.4.10.C.04

21.4.10.C.05

SGP

BSGP

BSGP

BSGP

BSGP

SGP

4,1

12,1

12.10.1

2.4

12.8.2



STA-05.5 Do you provide the cl ient with a  l i s t and copies  of a l l  

subprocess ing agreements  and keep this  updated?

X I cl ienti  leggono gl i  accordi  prima di  s ignare gl i  NDA.

Supply Chain 

Management, 

Transparency, and 

Accountability

Supply Chain 

Governance Reviews

STA-

06

STA-06.1 Providers  shal l  review the risk management and 

governance processes  of their partners  so that practices  

are cons is tent and a l igned to account for ri sks  inheri ted 

from other members  of that partner's  cloud supply chain.

Do you review the risk management and governanced 

processes  of partners  to account for ri sks  inheri ted from 

other members  of that partner's  supply chain?

X

APO10.04

APO10.05

MEA01

SRM > 

Governance 

Risk & 

Compl iance > 

Vendor 

Management

provider x 03.a Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

6.1.2(c)(1),

6.1.2(c)(2)

6.1.2(d)

6.1.2(d)(1)

6.1.2(d)(2)

6.1.2(d)(3)

6.1.2(e)

6.1.2(e)(1)

6.1.2(e)(2)

6.1.3,

6.1.3(a)

6.1.3(b)

8.1

8.3

9.3(a),

12.8.4 12.8.4 A.9 

STA-07.1 Are pol icies  and procedures  establ ished, and supporting 

bus iness  processes  and technica l  measures  implemented, 

for mainta ining complete, accurate, and relevant 

agreements  (e.g., SLAs) between providers  and customers  

(tenants)?

X

STA-07.2 Do you have the abi l i ty to measure and address  non-

conformance of provis ions  and/or terms  across  the enti re 

supply chain (upstream/downstream)?

X

STA-07.3 Can you manage service-level  confl icts  or incons is tencies  

resulting from disparate suppl ier relationships?
X

STA-07.4 Do you review a l l  agreements , pol icies , and processes  at 

least annual ly?

X

STA-

08

STA-08.1 Do you assure reasonable information securi ty across  your 

information supply chain by performing an annual  review?
X Come previs to da l la  norma.

STA-08.2 Does  your annual  review include a l l  partners/third-party 

providers  upon which your information supply chain 

depends?

X Come previs to da l la  norma.

STA-09.1 Do you permit tenants  to perform independent 

vulnerabi l i ty assessments?
X Deve essere concordato ed approvato.

PCI DSS v2.0 

2.4

STA-09.2 Do you have external  thi rd party services  conduct 

vulnerabi l i ty scans  and periodic penetration tests  on your 

appl ications  and networks?
X Periodicamente.

PCI DSS v2.0 

2.4

PCI DSS v2.0 

12.8.2

TVM-01.1 Do you have anti -malware programs that support or 

connect to your cloud service offerings  insta l led on a l l  of 

your systems?
X

PCI-DSS v2.0 

5.1

PCI-DSS v2.0 

5.1.1

TVM-01.2 Do you ensure that securi ty threat detection systems us ing 

s ignatures , l i s ts , or behaviora l  patterns  are updated 

across  a l l  infrastructure components  within industry 

accepted time frames?
X

PCI-DSS v2.0 

5.1

PCI-DSS v2.0 

5.1.1

PCI-DSS v2.0 

5.2
TVM-02.1 Do you conduct network-layer vulnerabi l i ty scans  regularly 

as  prescribed by industry best practices?
X

PCI-DSS v2.0 

2.2
TVM-02.2 Do you conduct appl ication-layer vulnerabi l i ty scans  

regularly as  prescribed by industry best practices?
X

PCI-DSS v2.0 

2.2
TVM-02.3 Do you conduct loca l  operating system-layer vulnerabi l i ty 

scans  regularly as  prescribed by industry best practices?
X

PCI-DSS v2.0 

2.2
TVM-02.4 Wi l l  you make the results  of vulnerabi l i ty scans  ava i lable 

to tenants  at their request?
X

PCI-DSS v2.0 

2.2
TVM-02.5 Do you have a  capabi l i ty to rapidly patch vulnerabi l i ties  

across  a l l  of your computing devices , appl ications , and 
X

PCI-DSS v2.0 

2.2

TVM-02.6 Wi l l  you provide your ri sk-based systems patching time 

frames  to your tenants  upon request? X

PCI-DSS v2.0 

2.2

PCI-DSS v2.0 

6.1
TVM-03.1 Is  mobi le code authorized before i ts  insta l lation and use, 

and the code configuration checked, to ensure that the 

authorized mobi le code operates  according to a  clearly 

defined securi ty pol icy?

X

TVM-03.2 Is  a l l  unauthorized mobi le code prevented from executing?

X

A.8 

A.5

A.9 

A.5

A.9

A.5

A.8

A.9

F.3 

G.1

G.2

J.4

J.5 

G.9

2.4;12.8.1;12.8.2

2.4

12.8.2

12.8.3

12.8.4

Appendix A1

1.4;5.0

2.2

6.1

6.2

6.3.2

6.4.5

6.5

6.6

11.2

11.2.1

11.2.2

11.2.3

4.4.4.C.01.

4.4.5.C.01

4.4.5.C.02.

4.4.5.C.03.

4.4.5.C.04.

4.4.6.C.01.

4.4.7.C.01.

4.4.7.C.02.

4.4.8.C.01.

4.4.8.C.02.

4.4.8.C.03.

4.4.8.C.04.

4.4.9.C.01.

4.4.10.C.01.

4.4.11.C.01.

4.4.12.C.01.

4.4.12.C.02.

4.4.12.C.03.

4.4.12.C.04.

4.4.12.C.05.

2.2.5.C.01.

2.2.5.C.02.

2.2.6.C.01.

2.2.6.C.02.

2.2.7.C.01.

12.7.16.C.01

12.7.16.C.02

12.7.16.C.03

12.4.3.C.01.

12.4.4.C.01.

12.4.4.C.02.

12.4.4.C.03.

12.4.4.C.04.

12.4.4.C.05.

12.4.4.C.06.

12.4.5.C.01.

12.4.6.C.01.

12.4.7.C.01.

14.1.6.C.01.

14.1.7.C.01.

14.1.7.C.02.

05.i;05.k;09.t

05.k

05.i

05.k;09.e;09.f

09.j;09.k

10.m

09.k

Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

6.1.2 (c)

6.1.2(c)(1),

6.1.2(c)(2)

6.1.2(d)
Clause

6.1.1,

6.1.1(e)(2)

6.1.2

6.1.2(a)(1)

6.1.2(a)(2),

6.1.2(b)

Domain 2

A.15.1.2,

8.1* partia l ,

A.13.2.2,

A.9.4.1

A.10.1.1

© Copyright 2014 Cloud Securi ty Al l iance - Al l  rights  reserved. You may download, s tore, display on 

your computer, view, print, and l ink to the Cloud Securi ty Al l iance “Consensus  Assessments  Ini tiative 

Questionnaire CAIQ Vers ion 3.0.1” at http://www.cloudsecuri tya l l iance.org subject to the fol lowing: 

(a) the Consensus  Assessments  Ini tiative Questionnaire v3.0.1 may be used solely for your personal , 

informational , non-commercia l  use; (b) the Consensus  Assessments  Ini tiative Questionnaire v3.0.1 

may not be modified or a l tered in any way; (c) the Consensus  Assessments  Ini tiative Questionnaire 

v3.0.1 may not be redis tributed; and (d) the trademark, copyright or other notices  may not be 

removed. You may quote portions  of the Consensus  Assessments  Ini tiative Questionnaire v3.0.1 as  

permitted by the Fa ir Use provis ions  of the United States  Copyright Act, provided that you attribute 

the portions  to the Cloud Securi ty Al l iance Cloud Consensus  Assessments  Ini tiative Questionnaire 

3.0.1 (2014). If you are interested in obta ining a  l i cense to this  materia l  for other usages  not 

addresses  in the copyright notice, please contact info@cloudsecuri tya l l iance.org.

Supply Chain 

Management, 

Transparency, and 

Accountability

Third Party 

Agreements

STA-

05

Supply chain agreements  (e.g., SLAs) between providers  

and customers  (tenants) sha l l  incorporate at least the 

fol lowing mutual ly-agreed upon provis ions  and/or terms:

 • Scope of bus iness  relationship and services  offered 

(e.g., customer (tenant) data  acquis i tion, exchange and 

usage, feature sets  and functional i ty, personnel  and 

infrastructure network and systems components  for service 

del ivery and support, roles  and respons ibi l i ties  of 

provider and customer (tenant) and any subcontracted or 

outsourced bus iness  relationships , phys ica l  geographica l  

location of hosted services , and any known regulatory 

compl iance cons iderations)

 • Information securi ty requirements , provider and 

customer (tenant) primary points  of contact for the 

duration of the bus iness  relationship, and references  to 

deta i led supporting and relevant bus iness  processes  and 

technica l  measures  implemented to enable effectively 

governance, ri sk management, assurance and lega l , 

s tatutory and regulatory compl iance obl igations  by a l l  

impacted bus iness  relationships

 • Noti fication and/or pre-authorization of any changes  

control led by the provider with customer (tenant) impacts

 • Timely noti fication of a  securi ty incident (or confi rmed 

breach) to a l l  customers  (tenants) and other bus iness  

relationships  impacted (i .e., up- and down-stream 

impacted supply chain)

 • Assessment and independent veri fication of compl iance 

with agreement provis ions  and/or terms  (e.g., industry-

acceptable certi fication, attestation audit report, or 

equiva lent forms  of assurance) without pos ing an 

unacceptable bus iness  ri sk of exposure to the 

organization being assessed

 • Expiration of the bus iness  relationship and treatment of 

customer (tenant) data  impacted

 • Customer (tenant) service-to-service appl ication (API) 

and data  interoperabi l i ty and portabi l i ty requirements  for 

S2.2.0

A3.6.0

C3.6.0

(S2.2.0) The ava i labi l i ty, confidentia l i ty of 

data, process ing integri ty, system securi ty 

and related securi ty obl igations  of users  

and the enti ty’s  ava i labi l i ty and related 

securi ty commitments  to users  are 

communicated to authorized users .

(A3.6.0) Procedures  exis t to restrict phys ica l  

access  to the defined system including, but 

not l imited to, faci l i ties , backup media , 

and other system components  such as  

fi rewal ls , routers , and servers .

(C3.6.0) The enti ty has  procedures  to obta in 

assurance or representation that the 

confidentia l i ty pol icies  of thi rd parties  to 

whom information is  transferred and upon 

which the enti ty rel ies  are in conformity 

with the enti ty’s  defined system 

confidentia l i ty and related securi ty 

pol icies  and that the third party i s  in 

compl iance with i ts  pol icies .

C.2 C.2.4, C.2.6, 

G.4.1, G.16.3

74 (B)

75 (C+, 

A+)

45 (B)

75 (C+, 

A+)

79 (B)

4 (C+, A+)

Schedule 1 

(Section 5) 4.1 

Accountabi l i ty, 

Subs . 4.1.3

LG-02 COBIT 4.1 

DS5.11

Domain 3 6.02. (e)

6.10. (h)

6.10. (i )

Article 17 (3) NIST SP 800-53 R3 CA-3

NIST SP 800-53 R3 PS-7

NIST SP 800-53 R3 SA-6

NIST SP 800-53 R3 SA-7

NIST SP 800-53 R3 SA-9

NIST SP 800-53 R3 CA-3

NIST SP 800-53 R3 MP-5

NIST SP 800-53 R3 MP-5 (2)

NIST SP 800-53 R3 MP-5 (4)

NIST SP 800-53 R3 PS-7

NIST SP 800-53 R3 SA-6

NIST SP 800-53 R3 SA-7

NIST SP 800-53 R3 SA-9

NIST SP 800-53 R3 SA-9 (1)

1.2.5312.3, 312.8 and 

312.10

A.6.2.3

A10.2.1

A.10.8.2

A.11.4.6

A.11.6.1

A.12.3.1

A.12.5.4

ITAR 22 

CFR § 

120.17 

EAR 15 

CFR 

§736.2 (b)

Commandment 

#1

Commandment 

#4

Commandment 

#5

Commandment 

#6

Commandment 

#7

Commandment 

#8

Chapter II

Article 14.

CA-3

MP-5

PS-7

SA-6

SA-7

SA-9

PCI DSS v2.0 

2.4

PCI DSS v2.0 

12.8.2

Supply Chain 

Management, 

Transparency, and 

Accountability

Supply Chain Metrics

STA-

07

Pol icies  and procedures  shal l  be implemented to ensure 

the cons is tent review of service agreements  (e.g., SLAs) 

between providers  and customers  (tenants) across  the 

relevant supply chain (upstream/downstream). Reviews  

shal l  be performed at least annual ly and identi fy non-

conformance to establ ished agreements . The reviews  

should result in actions  to address  service-level  confl icts  

or incons is tencies  resulting from disparate suppl ier 

relationships .

Supply Chain 

Management, 

Transparency, and 

Accountability

Third Party Audits

STA-

09

Third-party service providers  shal l  demonstrate 

compl iance with information securi ty and confidentia l i ty, 

access  control , service defini tions , and del ivery level  

agreements  included in thi rd-party contracts . Third-party 

reports , records , and services  shal l  undergo audit and 

review at least annual ly to govern and mainta in 

S3.1.0

x3.1.0

(S3.1.0) Procedures  exis t to (1) identi fy 

potentia l  threats  of dis ruption to systems 

operation that would impair system 

securi ty commitments  and (2) assess  the 

ri sks  associated with the identi fied 

threats .

L.1, L.2, L.4, 

L.7, L.9

76 (B)

77 (B)

78 (B)

83 (B)

84 (B)

85 (B)

CO-05 COBIT 4.1 ME 

2.6, DS 2.1, DS 

2.4

Domain 2, 

4

6.10. (a)

6.10. (b)

6.10. (c)

6.10. (d)

6.10. (e)

6.10. (f)

51 (B) Domain 3 6.02. (c)

6.02. (d)

6.07.01. (k)

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 AC-1

NIST SP 800-53 R3 AT-1

NIST SP 800-53 R3 AU-1

NIST SP 800-53 R3 CA-1

NIST SP 800-53 R3 CM-1

NIST SP 800-53 R3 CP-1

1.2.2

1.2.4

1.2.6

1.2.11

3.2.4

5.2.1

45 CFR 

164.308(b)(1) 

(New)

45 CFR 164.308 

(b)(4)

A.6.2.3

A.10.2.1

A.10.2.2

A.10.6.2

Commandment 

#1

Commandment 

#2

Commandment 

#3

Chapter II

Article 14, 21

AC-1

AT-1

AU-1

CA-1

CM-1

CP-1

8.2.2 45 CFR 164.308 

(a)(5)(i i )(B)

A.10.4.1 Commandment 

#4

Commandment 

#5

A.15.1.2

8.1* partia l ,

8.1* partia l , 

A.15.2.1

A.13.1.2

CC2.2

CC2.3

C1.4

C1.5

APO01.03

APO09.03

APO09.04

APO09.05

APO10.01

APO10.03

APO10.04

APO09.03

MEA01

MEA02

APO01.08

APO10.05

MEA02.01

BOSS > 

Compl iance > 

Third-Party 

Audits

shared x

Threat and 

Vulnerability 

Management

Antivirus / Malicious 

Software

TVM-

01

Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, to prevent the execution of malware on 

organizational ly-owned or managed user end-point 

devices  (i .e., i s sued workstations , laptops , and mobi le 

devices ) and IT infrastructure network and systems 

components .

S3.5.0 (S3.5.0) Procedures  exis t to protect aga inst 

infection by computer vi ruses , mal icious  

codes , and unauthorized software.

G.7 17 (B) Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

IS-21 COBIT 4.1 DS5.9 Domain 2 6.03. (f) Article 17 NIST SP 800-53 R3 SC-5

NIST SP 800-53 R3 SI-3

NIST SP 800-53 R3 SI-5

NIST SP 800-53 R3 SC-5

NIST SP 800-53 R3 SI-3

NIST SP 800-53 R3 SI-3 (1)

NIST SP 800-53 R3 SI-3 (2)

NIST SP 800-53 R3 SI-3 (3)

NIST SP 800-53 R3 SI-5

NIST SP 800-53 R3 SI-7

NIST SP 800-53 R3 SI-7 (1)

NIST SP 800-53 R3 SI-8

A.12.2.1CC5.8 SRM > 

Infrastructure 

Protection 

Services  > Anti -

Virus

shared x

Commandment 

#1

Commandment 

#2

Commandment 

#3

Commandment 

#5

Commandment 

#11

SC-18

CIP-007-3 - 

R4 - R4.1 - 

R4.2

SA-7

SC-5

SI-3

SI-5

SI-7

SI-8

Threat and 

Vulnerability 

Management

Vulnerability / Patch 

Management

TVM-

02

Pol icies  and procedures  shal l  be establ ished, and 

supporting processes  and technica l  measures  

implemented, for timely detection of vulnerabi l i ties  

within organizational ly-owned or managed appl ications , 

infrastructure network and system components  (e.g., 

network vulnerabi l i ty assessment, penetration testing) to 

ensure the efficiency of implemented securi ty controls . A 

ri sk-based model  for priori ti zing remediation of identi fied 

vulnerabi l i ties  shal l  be used. Changes  shal l  be managed 

through a  change management process  for a l l  vendor-

suppl ied patches , configuration changes , or changes  to 

the organization's  internal ly developed software. Upon 

request, the provider informs  customer (tenant) of pol icies  

S3.10.0 (S3.10.0) Des ign, acquis i tion, 

implementation, configuration, 

modification, and management of 

infrastructure and software are cons is tent 

with defined system securi ty pol icies  to 

enable authorized access  and to prevent 

unauthorized access .

I.4 G.15.2, I .3 32 (B)

33 (B)

Schedule 1 

(Section 5), 4.7 - 

Safeguards , 

Subsec. 4.7.3

IS-20 COBIT 4.1 AI6.1

COBIT 4.1 AI3.3

COBIT 4.1 DS5.9

Domain 2 6.03.02. (a)

6.03.02. (b)

6.03.05. (c)

6.07.01. (o)

Article 17 NIST SP 800-53 R3 CM-4

NIST SP 800-53 R3 RA-5

NIST SP 800-53 R3 SI-1

NIST SP 800-53 R3 SI-2

NIST SP 800-53 R3 SI-5

NIST SP 800-53 R3 CM-3

NIST SP 800-53 R3 CM-3 (2)

NIST SP 800-53 R3 CM-4

NIST SP 800-53 R3 RA-5

NIST SP 800-53 R3 RA-5 (1)

NIST SP 800-53 R3 RA-5 (2)

NIST SP 800-53 R3 RA-5 (3)

NIST SP 800-53 R3 RA-5 (6)

NIST SP 800-53 R3 RA-5 (9)

NIST SP 800-53 R3 SC-30

NIST SP 800-53 R3 SI-1

NIST SP 800-53 R3 SI-2

NIST SP 800-53 R3 SI-2 (2)

45 CFR 164.308 

(a)(1)(i )(i i )(A)

45 CFR 164.308 

(a)(1)(i )(i i )(B)

45 CFR 164.308 

(a)(5)(i )(i i )(B)

CIP-004-3 

R4 - 4.1 - 

4.2

CIP-005-

3a - R1 - 

R1.1

CIP-007-3 - 

R3 - R3.1 - 

R8.4

1.2.6

8.2.7

8.1*partia l , 

A.14.2.2,

8.1*partia l , 

A.14.2.3

A.12.6.1

A.12.2.1

APO01.03

APO13.01

APO13.02

DSS05.01

CM-3

CM-4

CP-10

RA-5

SA-7

SI-1

SI-2

SI-5

Threat and 

Vulnerability 

Management

Mobile Code

TVM-

03

Pol icies  and procedures  shal l  be establ ished, and 

supporting bus iness  processes  and technica l  measures  

implemented, to prevent the execution of unauthorized 

mobi le code, defined as  software transferred between 

systems over a  trusted or untrusted network and executed 

on a  loca l  system without expl ici t insta l lation or execution 

by the recipient, on organizational ly-owned or managed 

user end-point devices  (e.g., i s sued workstations , laptops , 

and mobi le devices ) and IT infrastructure network and 

systems components .

S3.4.0

S3.10.0

(S3.4.0) Procedures  exis t to protect aga inst 

infection by computer vi ruses , mal icious  

code, and unauthorized software.

(S3.10.0) Des ign, acquis i tion, 

implementation, configuration, 

modification, and management of 

infrastructure and software are cons is tent 

with defined system securi ty pol icies  to 

enable authorized access  and to prevent 

unauthorized access .

G.20.12, I .2.5 SA-15 Domain 

10

6.03. (g) Article 17 A.10.4.2

A.12.2.2

A.12.5.1

A.12.5.2

A.12.6.1

Commandment 

#4

Commandment 

#5

CC2.2

CC2.3

CC5.5

C1.4

C1.5

CC7.1

CC5.6

CC7.1

APO09.03

APO09.05

APO01.03

APO13.01

APO13.02

BAI06.01

BAI06.02

BAI06.03

BAI06.04

DSS01.01

DSS01.02

DSS01.03

DSS03.05

DSS05.01

DSS05.03

APO01.03

APO13.01

APO13.02

DSS05.01

DSS05.02

DSS05.03

DSS05.04

312.2(a) and 

312.3 

(Prohibi tion on 

Disclosure)

312.8 and 

312.10

312.8 and 

312.10

312.8 and 

312.10

BOSS > Legal  

Services  > 

Contracts

shared x

ITOS > Service 

Del ivery > 

Service Level  

Management - 

Vendor 

Management

provider x

SRM > 

Governance 

Risk & 

Compl iance > 

Vendor 

Management

provider x

SRM > Threat 

and 

Vulnerabi l i ty 

Management > 

Vulnerabi l i ty 

Management

shared x

SRM > 

Infrastructure 

Protection 

Services  > End 

Point - White 

Lis ting

shared x

5.2

2.2

5,4

14.1

17.6

12.4

14.1

3

3.1

3.2

3.3

3.4

3.5

BSGP

BSGP

4.3.7.C.01.

4.3.8.C.01.

4.3.9.C.01.

4.3.9.C.02.

4.3.9.C.03.

4.3.9.C.04.

5.5.4.C.01

7.3.8.C.01

12.7.20.C.05

14.1.6.C.01.

14.1.7.C.01.

14.1.7.C.02.

14.1.8.C.01.

14.1.8.C.02.

14.1.9.C.01.

14.1.10.C.01.

1.4, 5.0

2.4

12.8.2

12.8.3

12.8.4

Appendix A

2.2

6.1

6.2

6.3.2

6.4.5

6.5

6.6

11.2

11.2.1

11.2.2

11.2.3

Supply Chain 

Management, 

Transparency, and 

Accountability

Third Party 

Assessment

Providers  shal l  assure reasonable information securi ty 

across  their information supply chain by performing an 

annual  review. The review shal l  include a l l  partners/third 

party providers  upon which their information supply chain 

depends  on.

2.4

12.8.2


